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CONFIGURATION GUIDES > .NET

Monitor .NET Error Transactions with Applicare and
OpenTelemetry (Offline Mode)

Applicare 9.2 - Updated February 13, 2026 - dotnet, opentelemetry, windows, iis - Pending technical review

NOTE: Before starting the configuration, make sure that the system has .NET Framework 4.6.1 or
higher. Use the command below to check. Lower versions are not compatible with this Applicare
.Net configuration.

POWERSHELL

$PSVersionTable.PSVersion

Step 1: On the machine where the .NET application is running, download the Applicare-dotnet-
instrumentation zip file. Then, create a folder named Applicare-dotnet-instrumentation in the C - drive
and paste the zip file into that folder.

Step 2: Extract the zip file as shown in the following image.

i [J » ThisPC » Windows (C) @ Applicare-dotnet-instrumentation >

Tl Sort = View “en
Mame Date modified Type Size
applicare-collector-contrib 271372026 4:11 PM File folder
| & Applicare.DotMet.Auto 2/5/2026 4:33 PM Windows Power5... 25 KB
0 Applicare-dotnet-instrurmnentation-windows 2/5/2026 4:05 PM Compressed (zipp... 17,255 KB

Fea
La
<

| & Install-Applicare-dotnet-Autolnstrumentation /1372026 5:28 PN Windows Power5... 5KB

Step 3: Open a PowerShell window as Administrator and navigate to the directory where extracted the
zip file.

Step 4: Execute below command in powershell windows.

POWERSHELL

.\Install-Applicare-dotnet-AutoInstrumentation.psl
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PS C:\Applicare-dotnet-instrumentation> .\Install-Applicare-dotnet-AutoInstrumentation.psl
——— Starting Applicare .NET AutoInstrumentation Configuration —-
Step 1: Importing Applicare configuration module...

Step 2: Installing Applicare binaries to C:\Program Files\Applicare .NET AutoInstrumentation...

Step 3: Registering Applicare components for IIS...

Attempting stop...

Internet services successfully stopped
Attempting start...

Internet services successfully restarted

Step U: Configuring System Environment Variables for Applicare...

Installation Path: C:\Program Files\Applicare .NET AutoInstrumentation

Action Required: Please run ‘iisreset' to start instrumentati
PS C:\Applicare-dotnet—instrumentation> |

Step 5: After the script is executed, execute the command below to restart IIS.

TEXT

iisreset

Step 6: After the IIS restart is complete, open the config.yaml file in the applicare-collector-contrib
directory using Notepad. Navigate to line 39 and replace <ApplicareControllerIP> with the actual IP
address of the machine where the Applicare Controller is running, then save the file.

37 [—|exporters:

38 -] otlp:

3G endpoint: <ApplicareControllerIPH:4317"
41 [—| tl=:

41 in=ecnre: truoe

42 —| debung:

verbosity: basic

Step 7: Open the Command Prompt as Administrator, navigate to the applicare-collector-contrib
directory, and execute the create-task-applicare-collector-contrib.bat file.

[1/4] Creating START task (Triggers on Boot).

SUCCESS: The scheduled task "ApplicareCollector-Contrib\Start_Applicare_Collector" has successfully been created.

[2/u] Creating STOP task (Manual trigger)...

WARNING: Task may not run because /ST is earlier than current time.

SUCCESS: The scheduled task "ApplicareCollector—-Contrib\Stop_Applicare_Collector" has successfully been created.

[3/u] Creating DAILY MAINTENANCE task (@1:00 AM)...

SUCCESS: The scheduled task "ApplicareCollector-Contrib\Restart_Daily_Applicare_Collector" has successfully been created

[u/u] TRIGGERING COLLECTOR START NOW...
SUCCESS: Attempted to run the scheduled task "ApplicareCollector-Contrib\Start_Applicare_Collector".

SUCCESS: ALl tasks created and Collector is starting.
Folder: Task Scheduler Library —> ApplicareCollector-Contrib
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Note: Open the task scheduler and make sure that the task Start_Applicare_Collector is running.

@ Task Scheduler (Local)

v [ Task Scheduler Library
] ApplicareAgent

F > [ GoogleSystem

] GoogleUserPEH

1 » [ Microsoft

[ ApplicareCollector-Ce

Triggers Mext Run Time La
__At 1:00 AM every day 2/14/2026 1:00:00 AM
:‘aStart pplicare_Collector Running At system startup
(5 Stop_Applicare_Collector Ready At 12:00 AM on 2/13/2026 1

The following port must be opened on the Applicare controller machine.

4317
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CONFIGURATION GUIDES > .NET

Monitor .NET Error Transactions with Applicare and
OpenTelemetry

Applicare 9.2 - Updated February 12, 2026 - dotnet, opentelemetry, windows, iis - Pending technical review

Note: The following configurations are verified for .NET Framework 4.8.1
Application only

Step 1: Open powershell in administrator mode and execute the following commands one by one.

POWERSHELL

$module_url = "https://github.com/open-telemetry/opentelemetry-dotnet-
instrumentation/releases/latest/download/OpenTelemetry.DotNet.Auto.psml"
$download_path = Join-Path $env:temp "OpenTelemetry.DotNet.Auto.psml"

Invoke-WebRequest -Uri $module_url -OutFile $download_path -UseBasicParsing

Import-Module $download_path
Install-OpenTelemetryCore

Step 2: Run the command below to enable auto-instrumentation for all I1IS-hosted applications using
the OpenTelemetry module.

TEXT
Register-OpenTelemetryForIIS

Step 3: Execute the following PowerShell command to configure the system-level environment variables
required for .NET Auto-Instrumentation
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TEXT
$vars = @{
"COR_ENABLE_PROFILING"="1"
"COR_PROFILER"="{918728DD-259F-4A6A-AC2B-B85E1B658318}"
"COR_PROFILER_PATH"="C:\Program Files\OpenTelemetry .NET AutoInstrumentation\win-
x64\0penTelemetry.AutoInstrumentation.Native.d11"
""CORECLR_ENABLE_PROFILING"="1"
"CORECLR_PROFILER"="{918728DD-259F-4A6A-AC2B-B85E1B658318}"
"CORECLR_PROFILER_PATH"="C:\Program Files\OpenTelemetry .NET AutoInstrumentation\win-
x64\0penTelemetry.AutoInstrumentation.Native.d11"
"DOTNET_ADDITIONAL_DEPS"="C:\Program Files\OpenTelemetry .NET
AutoInstrumentation\AdditionalDeps"
"DOTNET_SHARED_STORE"="C:\Program Files\OpenTelemetry .NET AutoInstrumentation\store"
"DOTNET_STARTUP_HOOKS"="C:\Program Files\OpenTelemetry .NET
AutoInstrumentation\net\OpenTelemetry.AutoInstrumentation.StartupHook.d11"
"OTEL_DOTNET_AUTO_HOME"="C:\Program Files\OpenTelemetry .NET AutoInstrumentation"
"OTEL_DOTNET_AUTO_INSTALL_DIR"="C:\Program Files\OpenTelemetry .NET AutoInstrumentation"
"OTEL_DOTNET_AUTO_LOGS_CONSOLE_EXPORTER_ENABLED"="none"
"OTEL_DOTNET_AUTO_METRICS_CONSOLE_EXPORTER_ENABLED"="none"
"OTEL_DOTNET_AUTO_TRACES_CONSOLE_EXPORTER_ENABLED"="true"
"OTEL_DOTNET_AUTO_ENTITYFRAMEWORKCORE_SET_DBSTATEMENT_FOR_TEXT"="true"
"OTEL_DOTNET_AUTO_SQLCLIENT_SET_DBSTATEMENT_FOR_TEXT"="true"
"OTEL_EXPORTER_OTLP_ENDPOINT"="http://<APPLICARE_CONTROLLER_IP>:4318"
"OTEL_SERVICE_NAME"="<APPLICARE_AGENT_NAME>"
}; foreach($k in $vars.Keys) { [System.Environment]::SetEnvironmentVariable($k, $vars[$k],

[System.EnvironmentVariableTarget]::Machine) }

Note:

<APPLICARE_CONTROLLER_IP>: Replace this placeholder with the actual IP address or hostname of
your Applicare controller instance.

<APPLICARE_AGENT_NAME>: The name of the agent as listed in the Applicare console.

Step 4: Once the configuration is complete, an IIS service restart is required. Execute the below
command .

TEXT

iisreset

Step 5: To start the OpenTelemetry Collector on the controller machine using the specified config.yaml
(sample file, available on the documentation site) file, execute the following command.

TEXT
otelcol-contrib.exe ——config=config.yaml

The collected traces will be shown in Server Analyzer -> Telemetry Traces screen in Applicare console.
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LOAD O/min ART 0 ms SUCCESS O/min HTTP O/min SQL O/min JNDI O/min WEB SERVICES 0/... ®1 ®9

~ [ Last 15 minutes ~

Application Al

Wm’* Server @ testing-machine hod <
En prise

Server Info Network Topology 0s App Server CPU Cores Processes Disk Network Connections Predictive Analysis
Management Dashboard
Overview Operation Name Spans count Time Duration

nsights GET {generic_se_name} 8 Spans 02/11/26 20:31:12 45 ms 808 s 404

ons Center GET {generic_se_name} 8 Spans 02/11/26 20:31:12 13 ms 328 ps 404
Experience GET {generic_se_name} 8 Spans 02/11/26 20:31:12 46 ms 684 us 404
Synthetic er Experience GET {generic_se_name) 8 Spans 02/11/26 20:31:12 55 ms 756 ps 404
Business Transactions GET {generic_se_name} 8 Spans 02/1/26 20:31:11 49 ms 186 us 404

App Analyzer GET {generic_se_name} 8 Spans 02/11/26 20:31:1 45 ms 301 s 404

Server Analyzer GET {generic_se_name} 8 Spans 02/11/26 20:31:10 55 ms 298 ps 404
LAMA GET {generic_se_name} 8 Spans 02/11/26 20:31:09 73 ms 174 us 404

API Perform: GET {generic_se_name} 9 Spans 02/11/26 20:31:08 47 ms 846 us 404
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CONFIGURATION GUIDES > .NET

Monitoring Containerized .NET Applications with
Applicare and OpenTelemetry

Applicare 9.2 - Updated July 14, 2025 - dotnet, docker, opentelemetry - Pending technical review

To enable OpenTelemetry auto-instrumentation for your .NET application and send traces to Applicare, you
will need to apply configuration changes in both your Dockerfile and your application's YAML
deployment script (e.g., Kubernetes Deployment, Docker Compose file, or other container orchestration
tool's configuration).

Step 1: Modify your Dockerfile

Add the following lines to your application's Dockerfile. These commands will install necessary utilities,
download the OpenTelemetry .NET auto-instrumentation setup script, execute it.

Note: The apt-get commands assume a Debian/Ubuntu-based base image (e.g.,
mcr.microsoft.com/dotnet/aspnet:8.0-alpine would use apk add —-no-cache instead). Adjust package
manager commands as per your base image.

TEXT

ENV OTEL_AGENT_VERSION=1.9.0

ENV DOTNET_EnableDiagnostics=1

ENV OTEL_DOTNET_AUTO_HOME=/otel-dotnet-auto

ENV DOTNET_SHARED_STORE=$0TEL_DOTNET_AUTO_HOME/store

ENV
DOTNET_STARTUP_HOOKS=$0TEL_DOTNET_AUTO_HOME/net/OpenTelemetry.AutoInstrumentation.StartupHook
.dll

ENV DOTNET_ADDITIONAL_DEPS=$0TEL_DOTNET_AUTO_HOME/AdditionalDeps

ENV OTEL_TRACES_EXPORTER=0t1p

ENV OTEL_DOTNET_AUTO_LOGGING_ENABLED=true

ENV OTEL_DOTNET_AUTO_ENTITYFRAMEWORKCORE_SET_DBSTATEMENT_FOR_TEXT=true
ENV OTEL_DOTNET_AUTO_SQLCLIENT_SET_DBSTATEMENT_FOR_TEXT=true

ENV COMPlus_EnableDiagnostics=1

ENV DOTNET_EnableDiagnostics=1

ENV DOTNET_ROLL_FORWARD=LatestMajor

RUN apt-get update && apt-get install -y unzip curl
ADD https://github.com/open-telemetry/opentelemetry-dotnet-

instrumentation/releases/download/v1.9.0/otel-dotnet-auto-install.sh /otel-install.sh

RUN chmod +x /otel-install.sh && \
/otel-install.sh
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Step 2: Configure Environment Variables in your YAML Deployment

Add the following environment variables to the container definition section of your application's YAML
deployment file (e.g., under env: in a Kubernetes Deployment 's container specification, or
environment: in a Docker Compose service ). These variables instruct the OpenTelemetry auto-
instrumentation how to behave and where to send the telemetry data.

TEXT
OTEL_DOTNET_AUTO_HOME="/otel-dotnet-auto"
DOTNET_SHARED_STORE="/otel-dotnet-auto/store"
DOTNET_STARTUP_HOOKS="/otel-dotnet-
auto/net/OpenTelemetry.AutoInstrumentation.StartupHook.dl1l"
DOTNET_ADDITIONAL_DEPS="/otel-dotnet-auto/AdditionalDeps"
OTEL_TRACES_EXPORTER="o0t1p"
OTEL_EXPORTER_OTLP_ENDPOINT="http://<APPLICARE_CONTROLLER_IP>:4318"
OTEL_SERVICE_NAME="<APPLICARE_AGENT_NAME>"
OTEL_DOTNET_AUTO_ENTITYFRAMEWORKCORE_SET_DBSTATEMENT_FOR_TEXT="true"
OTEL_DOTNET_AUTO_SQLCLIENT_SET_DBSTATEMENT_FOR_TEXT="true"

Before deploying your application, ensure you replace the following placeholders:

e <APPLICARE_CONTROLLER_IP> : Replace this with the actual IP address or hostname of your Applicare
controller instance.

e <APPLICARE_AGENT_NAME> : Provide a unique, descriptive name that will help you identify this specific
container or application within the Applicare monitoring console.

Sample Dockerfile with the above changes.

# See https://aka.ms/customizecontainer to learn how to customize your debug container and how Visual Studio uses this Dockerfile to build your imag

# This stage 1s used when running from VS in fast mode (Default for Debug configuration)
FROM mcr.microsoft.com/dotnet/aspnet:8.0 AS base

ENV OTEL_AGENT VERSION=1.9.0

ENV DOTNET_ EnableDiagnostics=1

ENV OTEL DOTNET AUTO HOME=/otel-dotnet-auto

ENV DOTNET_SHARED_STORE=$OTEL_DOTNET AUTO_HOME/store

ENV DOTNET_STARTUP_ HOOKS=$0TEL_DOTNET_AUTO_ HOME/net/OpenTelemetry.AutoInstrumentation.StartupHook.dll
ENV DOTNET_ADDITIONAL DEPS=$OTEL_DOTNET_ AUTO_HOME/AdditionalDeps

ENV OTEL TRACES_ EXPORTER=otlp

ENV OTEL_DOTNET_AUTO_LOGGING ENABLED=true

ENV OTEL_DOTNET AUTO_ENTITYFRAMEWORKCORE SET DBSTATEMENT FOR TEXT=true
ENV OTEL_DOTNET_AUTO_ SQLCLIENT SET_ DBSTATEMENT FOR TEXT=true

ENV COMPlus_EnableDiagnostics=1

ENV DOTNET_ EnableDiagnostics=1

ENV DOTINET ROLL FORWARD=LatestMajor

RUN apt-get update && apt-get install -y unzip curl
ADD https://github.com/open-telemetry/opentelemetry-dotnet-instrumentation/releases/download/v1.9.0/otel-dotnet—auto-install.sh /otel-install.sh

RUN chmod +x /otel-install.sh && \
/otel-install.sh

USER SAPP_UID
WORKDIR /app
EXPOSE 8080

# This stage is used to build the service project

FROM mcr.microsoft.com/dotnet/sdk:8.0 AS build

ARG BUILD_CONFIGURATION=Release

WORKDIR /src

COPY ["WebApplicationl/WebApplicationl.csproj", "WebApplicationl/"]

#COPY ["WebApplicationl.csproij", "WebApplicationl/"]

RUN dotnet restore "./WebApplicationl/WebApplicationl.csproj"™

COPY . .

WORKDIR "/src/WebApplicationl”

RUN dotnet build "./WebApplicationl.csproj" -c $BUILD CONFIGURATION -o /app/build

Sample YAML with the above changes.
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- app: applicareapp
template:

metadata:
labels:

app: applicareapp
spec:
contalners:

- name: webapplicationl

. image: applicare9l10/applicareapp:webapplicationwithenv

ports:
- containerPort: “0°0

apiVersion: w1l
kind: Service
metadata:
name: applicareapp
namespace: applicare-ns
spec:
selector:
app: applicareapp
ports:
- protocol: TCP
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CONFIGURATION GUIDES > .NET

Monitor .NET Application

Applicare 9.2 - Updated September 13, 2024 - dotnet - Pending technical review

Currently, Applicare supports profiling only .NET applications hosted on IIS in Windows.

Follow these steps to configure .NET agent with SingleAgent.

Steps 1: Follow the steps for installing Applicare SingleAgent .

Do not start the agent immediately after installation. You will need to start it later.
Steps 2: Navigate to SingleAgent extracted directory.

Steps 3: Edit the startAgent.bat file.

agent File folder
agentlib File falder
aop 2 0 File fobders
bin O File folder
erfarerelutions 2T 022 B:06 AM File faldes
httpexclusions F. File fokder
D i"""’db File folder
e 2 File faldes
Ing-d._i File folder
logs : File folder
misc 2 TA022 805 AM File falder
s 2P 022 E0S AM File folder
platfermeollector 2AT 022 B:06 AM File faldes
quartz 2R 022 805 AM File folder
-:crlph T2 B:05 AM File folder
Serverflame 21873022 T:55 AM File falder
SEMVICEMDNitonng AT 022 821 AM File folder
wrapper AT 022 805 AM File folder
|| AgentStartHelper 2ATIN022 Ged3 AM Executable Jar File 2KB
| AgentTaskCreationDefault 2 2 KB
) Applicars KE
| applicare-ser 2 KB
| #| applicare-aspects )
| & applicare-db-aspects 2 BTR KB
| Applicare-versign-info . le KB
ﬁ ;ullm_logs 129 0027 11:22 A Windows Batch File 1 KE
7 collect_logs 12/9/ 2021 11:22 A Shell Scngt 1KEB
[%] createAgentTask ZATI022 Eed4 AM Windows Batch File TKB
[Z] RegisterMadule 2ATH022 fedd AM Windows Batch File 4 KB
[] startAgent ZPTT0E el AM Windows Batch File KR I
startAgent T AT AN Thell Seript IVE
[&] starthodelsfgent 2AT 022 Gedd AM Windows Batch File 1 KB

Configuration Guides

Steps 4: In the startAgent.bat file, remove the rem that precedes the call RegisterModule.bat line and

save the change.

Before editing the file:

Applicare 9.2 - Arcturus Technologies Inc.
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iecho off

FOR /F "usebackqg" i IN ("hostname®) DO SET SERVER_NAME- sa

rem set SERVER_NAME=Applicare sa

set ARCTURUS HOME=%
sat JAVA HOME PATH=:JAVA HOME

set INBUILD JAVA PATH=8ARCTURLIS

HOME %\ jre\windows

if exist "SINBUILD JAVA PATH®\bin"
gset JAVA_HOME_ PATH=-%INBUILD JAVA PATH
}
[ram call RegisterModule.bat |
After editing the file:
ﬂechn fo.
FOR /F "usebackg" i IN ("hostname’) DO SET SERVER_NAME- _sa

rem set SERVEFR_NAME=Applicare sa

set ARCTURUS HOME=?%
sat JAVA HOME PATH=%JAVA HOME

sat INBUILD JAVA PATH=%ARCTURUS

if exist "SINBUILIL AVA PATH
set JAVA_HOME PATH-%INBUIL

[eall BagisterMadule . bat

Steps 5: Start Singleagent.

IOME %Y jrebwindows
\bin™ |

JAVA PATH

Steps 6: Log in to the Applicare console, navigate to the Overview screen, select the agent, click the
Edit button.

Arcturus Applicare 9.0.5

~ Key Business Txn Health & Errors & servers Health
LOAD Ofemin ART 0 s SUCCESS O/min HTTP Oirmin SQL Bémin JNDI O/min WEB SERVICES Qdemin ®2 @0 @0
Servers
Server Application Host Name Current Status ~  AgentType
ApplicareAdmin DESKTOP-3760H00/192.168.1.6 ) Connected Tomcat
|DESKTOP73760HDD_sa NopCom DESKTOP-3760HO00/192.168.1.61 & connected Standalone ]
+ Wesuse B Delese + Configure Dyramic Instrumentation

Copyright © 20052022 Ar Al Rights Reserved

Steps 7: When the "Add a server" popup window appears, check the box for "Enable .NET profiling"

and click the Update button.

Applicare 9.2 - Arcturus Technologies Inc.
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Add a server

Server IPY | 192,168.1.61
Protocol: HTTP bd

S04P Port (*)

* Require only for WebSphere servers
Create default alerts
Add node s standalone agent port
Add Database configuration
Add Micro Strategy Database configuration
Add Apache configuration
Add nginx log file location
Add 115 Server log location
Add generic data importer log locations
Add Azure 15 Configuration
Enable Process Availability Monitoring

Disable Hardware Profiling

[v’ Enable .NET profiling ]o

Host Mame IP

DESKTOPR-3760H00 DESKTOR-3T60H00_sa 192.168.56.1

of Manage Applications

Another steps to install Dotnet agent.

Docs Home

Monitoring with Applicare
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CONFIGURATION GUIDES > .NET

Manually Installing the .NET Applicare Agent

Applicare 9.2 - Updated September 13, 2024 - dotnet, singleagent - Pending technical review

1. Log in to Applicare console, Navigate to Download Agents screen but selecting it on left hand side
menu.

2. Click the SingleAgentWindows button to download the agent. This will download the
ApplicareSingleAgentWindows.zip file. Copy the ApplicareSingleAgentWindows.zip file to the
directory where you intend to deploy the agent e.g. c:\ or d:\.

3. Extract the ApplicareSingleAgentWindows.zip file into a directory named
ApplicareSingleAgentWindows.

4. Open command prompt as an administrator, navigate to the
ApplicareSingleAgentWindows\agentscripts directory, and run the createAgentTask.bat file with True
parameter.

BX Administrator: Command Prompt

Monitoring with Applicare
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Configuration Guides

Set up the .NET agent to run automatically using Task

Scheduler

Applicare 9.2 - Updated September 13, 2024 - dotnet, singleagent - Pending technical review

Step 1: To initiate the .Net Agent with Task Scheduler. Navigate to the Agent's installation home
directory, open a command window as an administrator mode and run the createDotNetAgentTask.bat

file.

Step 2: Open Task Scheduler, expand the Task Scheduler Library and then select the ApplicareAgent

Folder.

Step 3: Right-Click the DotnetAgent task and choose Properties.

Applicare 9.2 - Arcturus Technologies Inc.

D) Task Scheduler - a X
File Action Yiew Help
=1 | H
T (! ber (] i 5
Fask 5 ‘_:d'-' er -'-°“_|-' MHame Status_Triggers Mext Run Time  Last Run Time Last Run Result | Actions
w % Task Scheduler Library — I A
Intel B DotMetfgent Ready At system stamup 11/30/1999 12:00:00 AM  The task has not yet | ApplicareAgent a
Mchfes D Singlefgent  Ready At systemn statup 11730/ 71999 12:00:00 AN The task has not yet B] Create Basic Task...
Microsoft Create Task...
I"-1-'Sl_:-L Imiport Task...
Applicarefgent
i Display All Running Tasks
i *| | & Enabile All Tasks History
i General Triggers Actions Conditions Settings  History (disabled) Mew Folder...
Mame: DatMetAgent =) X Delete Folder
F . Vi ¥
Location: ‘ApplicareAgent -
Author: 1 Refresh
Description: E Help
| Selected tem a
Run
= End
Security options # Disable
‘When running the task, use the following user account: v Export...
« » L Properties
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Mame Status  Tnggers Mext Fun Time  Last Run Time Last Fun Result

DotMethgent Ready Afchese i 1/30/1995 12-00:00 AM  The task has not yet r

(% Singlefgent  Ready & Run 11/30/1999 12-00:00 AM  The task has not yet
End

Disable

Step 4: Select the Option to Run whether user is logged on or not and then click OK.

(@ DotMNetAgent Properties (Local Computer) 4

‘Hggers Actions  Conditions  Settings  History (disabled)
Marne: |DothletAgent
Location:  \ApphcareAgent
Author: DESKTOP-GOPOTEV Anand
Description:

Security options
When running the task, use the following user account:
Anand Change User or Group...
() Run only when user is logged on
F@ Run whether user is legged on or not |
[[] Do not store password. The task will only have access to local computer resources.

EA Bun with highest privileges

[ Hidden Configure for: | Windows 10 -
[

Step 5: Enter the User name and Password and click OK.

{‘ij Digtf -'"'"'_i ent Properties (Local Compute
General Triggers Actions Conditions Settings  History [disabled]
Marme | DothletAgent

Location:  \ApphcareAgent
Aithar DESETOP-GIPOTEBV Anand

Description:
Tazk Scheduler
Security options
When running the task, use the following
Anand Enter user apcount information for running this task.
) Run only when user is logged on Liser namea: |ﬂ user
%) Run whether user is legged on or not Password: | FEEREEEE |

[[] Do not store password. The task wi
EA Run with highest privileges

[ Hidden Configure far:
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If you encounter error 2147943712 while saving the password. Refer here

Step 6: Right-click the DotnetAgent task and choose Run.

Name Status  Tnggers Mext Fun Time  Last Run Time

iDothlethgent  Ready th- i AR
(B Singlefgent  Ready At system ¢ — /3071996 1 2-00:00 A

Disable

Expart...

Properties
i3 Delete

Step 7: Repeat Steps 3,4,5 and 6 for the SingleAgent task in Task Scheduler.

Name Status Tnggers Mext Run Time  Last Run Time Last Fun Result
(5 DotMetAgent Ready At system startup 1173071999 12-00:00 AM  The task has not yet 1

Ak The task has not yet r

Monitoring with Applicare
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CONFIGURATION GUIDES > .NET

Monitor .NET applications running on Windows using
Opentelemetry

Applicare 9.2 - Updated May 5, 2026 - dotnet, opentelemetry, windows - Pending technical review

To begin monitoring, Install the SingleAgent.
Once the SingleAgent installation is successfully completed, follow the subsequent steps below:

1. Open powershell in adminstrator mode and execute the following commands one by one.

POWERSHELL

$module_url = "https://github.com/open-telemetry/opentelemetry-dotnet-
instrumentation/releases/latest/download/OpenTelemetry.DotNet.Auto.psml"
$download_path = Join-Path $env:temp "OpenTelemetry.DotNet.Auto.psml"
Invoke-WebRequest -Uri $module_url -OutFile $download_path -UseBasicParsing
Import-Module $download_path

Install-OpenTelemetryCore

Additional commands.

POWERSHELL
# List all available commands

Get-Command -Module OpenTelemetry.DotNet.Auto

To monitor Dotnet Applications hosted in IIS, execute the below command

TEXT

Register-OpenTelemetryForIIS

Add below environment variables to start monitor both .NET Framework and .NET Core

applications.
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TEXT
COR_ENABLE_PROFILING=1

COR_PROFILER={918728DD-259F-4A6A-AC2B-B85E1B658318}

COR_PROFILER_PATH=C:\Program Files\OpenTelemetry .NET AutoInstrumentation\win-
x64\0penTelemetry.AutoInstrumentation.Native.d1l

CORECLR_ENABLE_PROFILING=1

CORECLR_PROFILER={918728DD-259F-4A6A-AC2B-B85E1B658318}
CORECLR_PROFILER_PATH=C:\Program Files\OpenTelemetry .NET AutoInstrumentation\win-
x64\0penTelemetry.AutoInstrumentation.Native.dll

DOTNET_ADDITIONAL_DEPS=C:\Program Files\OpenTelemetry .NET AutoInstrumentation\AdditionalDeps
DOTNET_SHARED_STORE=C:\Program Files\OpenTelemetry .NET AutoInstrumentation\store
DOTNET_STARTUP_HOOKS=C:\Program Files\OpenTelemetry .NET
AutoInstrumentation\net\OpenTelemetry.AutoInstrumentation.StartupHook.dll
OTEL_DOTNET_AUTO_HOME=C:\Program Files\OpenTelemetry .NET AutoInstrumentation
OTEL_DOTNET_AUTO_INSTALL_DIR=C:\Program Files\OpenTelemetry .NET AutoInstrumentation
OTEL_DOTNET_AUTO_LOGS_CONSOLE_EXPORTER_ENABLED=t rue
OTEL_DOTNET_AUTO_METRICS_CONSOLE_EXPORTER_ENABLED=true
OTEL_DOTNET_AUTO_TRACES_CONSOLE_EXPORTER_ENABLED=t rue
OTEL_DOTNET_AUTO_ENTITYFRAMEWORKCORE_SET_DBSTATEMENT_FOR_TEXT=true
OTEL_DOTNET_AUTO_SQLCLIENT_SET_DBSTATEMENT_FOR_TEXT=true
OTEL_EXPORTER_OTLP_ENDPOINT=http://localhost:4418
OTEL_SERVICE_NAME=<APPLICARE_AGENT_NAME>

Note: <APPLICARE_AGENT_NAME> : Provide a unique, descriptive name that will help you identify this
specific container or application within the Applicare monitoring console.

After the above settings restart the .NET application orlIS.

The collected traces will be shown in Server Analyzer -> Telemetry Traces screen in Applicare console.

ARCTURUS : % wih - e Admin
NSTANT SNNOVATION HTTP O/min  SQL O/min  JNI 'WEB SERVICES 0/min o i
Home - Server Analyzer - Traces Application Al v [ Last1day v
Server ARCTURUSCOMMON_tc 80236 » Fir Tomcat )
Server Info Network Topology os App Server CPU Cores Processes Disk Network Connections DataSource Heap Garbage Collection JVYM HTTP
Operation Name “  Duration (micro seconds) gl
GET /rolidice wr
GET /rolidice 2000558
GET /rolidice 2001141
GET /rolidice 2001195
GET /rolidice 2001340
GET /rolidice 32
GET /rolidice 598
ol
GET /rolidice 705
GET /rolidice ar

Arcturus Applicare 9.2.7 9 Copyright © 2024 " | All Rights Reserved
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CONFIGURATION GUIDES > JAVA

Applicare Java Requirements

Applicare 9.2 - Updated April 14, 2026 - java - Pending technical review

Applicare Controller

Windows

https://download.oracle.com/java/25/archive/jdk-25.0.1_windows-x64_bin.zip

Linux
https://arc-temp.s3.amazonaws.com/java-1.8.0-openjdk-1.8.0.275.b01-1.e18_3.x86_64.zip
Applicare SingleAgent

Windows https://github.com/ojdkbuild/ojdkbuild/releases/download/java-1.8.0-openjdk-1.8.0.252-
2.b09/java-1.8.0-openjdk-jre-1.8.0.252-2.b09.0jdkbuild.windows.x86_64.zip

Linux https://github.com/AdoptOpenJDK/openjdk8-binaries/releases/download/jdk8u265-
b01/OpenJDK8U-jre_x64_linux_hotspot_8u265b01.tar.gz
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Install SingleAgent in the Java Application

Applicare 9.2 - Updated August 22, 2024 - java, singleagent - Pending technical review

Step 1: Install Applicare SingleAgent on the machine where Java application is running. Follow the
installation instructions for Installing Applicare SingleAgent

Step 2: Run the JAR file directly with Applicare SingleAgent.

Step 3: Assuming javaapp.jar is the executable JAR application that needs to be monitored, Use the
following command to run the JAR.

To deploy Applicare SingleAgent, run the Java Application with the following arguments:

e -noverify

* -javaagent:<ApplicareAgentDir>\applicare-aspects.jar=verbosity=0,logfile=false,norestart-
intellitrace=false

o -Darcturus_home=<ApplicareAgentDir>

e -Dapplicare.agent.host=HOST_NAME

o -Djava.library.path=.;<ApplicareAgentDir>\bin

o -Dlogback.configurationFile=<ApplicareAgentDir>\logback\logback.xml

e.d. java -jar -noverify -javaagent:G:\ApplicareSingleAgent\applicare-

aspects.jar=verbosity=0,logfile=false,norestart-intellitrace=false -Dapplicare.agent.host=HOST_NAME -
Darcturus_home=G:\ApplicareSingleAgent -Djava.library.path=.;G:\ApplicareSingleAgent\bin -

Dlogback.configurationFile=G:\ApplicareSingleAgent\logback\logback.xml javaapp.jar

Few JVM Arguments
a) To enable IntelliTrace add -DenablelntellitraceDaemon=true to startup arguments.

If Java Application is running as a service follow the steps in the below link.

Java Application running as a service

Another steps to install Applicare SingleAgent with Wrapper.

Docs Home
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CONFIGURATION GUIDES » JAVA

Finding the Java Installation Directory

Applicare 9.2 - Updated September 13, 2024 - java - Pending technical review

Follow these steps to find Java Installation path.

Steps 1: Execute below command

TEXT

which java

Steps 2: Run the Il command with the directory path obtained from the previous command.

e.g. Il Jusr/bin/java

Steps 3: Run the Il command with the directory path obtained from the previous command. This will reveal
the path to the Java installation directory.

e.g. Il Jetc/alternatives/java

Monitoring with Applicare
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CONFIGURATION GUIDES > JAVA

Restarting the SingleAgent

Applicare 9.2 - Updated September 13, 2024 - singleagent, java - Pending technical review

1. Navigate to the ApplicareSingleAgent home directory.

2. Copy and Paste the StopAgent.bat file within the same directory. This will create a file stopAgent -
Copy.bat.

RegisterModule
startAgent
startModelsAgent

stopAgent - Copy

stopAgent

e StopAgentTaskCreationDefault
LZ' trace-exclusions
LE' trace-exclusions_Was_Test

3. Rename the stopAgent - Copy.bat file to Restart.bat Open the file, replace its existing content with
the provided content, save the changes.

BAT

@echo off

schtasks /run /tn "\ApplicareAgent\StopSingleAgent"
timeout /t 10 /nobreak

schtasks /run /tn "\ApplicareAgent\SingleAgent"

L# ] U ul L epiaus
RegisterModule
Restart
stopAgent

e StopAgentTaskCreationDefault
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E Restartbat 3

Configuration Guides

1 [Eecho off

2 schtasks /run /tn "\ApplicareAgent\StopSingleAgent"
3 timeout /t 10 /nobreak
4 schtasks /run /tn "\ApplicareAgent\SingleAgent"™

4. Open Task Scheduler in Administrator mode and choose the ApplicareAgent directory.

@ Task Scheduler
File Action View Help

o 15

(5 Task Scheduler (Local)
v [ Task Scheduler Library

= ApplicareAgent

| McAfee
» | Microsoft

Name Status Triggers MNext |

(5 SingleAgent Ready At system startup
(B StopSingleAgent  Ready At 7:48 PM on 1/13/2023

5. Right-click inside the Task Scheduler and select the Create New Task option.

@ Task Scheduler
File Action View Help

&= 25

(5 Task Scheduler (Local)
v @ Task Scheduler Library
x| Agent Activation Runtime
i ApplicareAgent
! Intel
| McAfee
> ] Microsoft

6. In the General tab:

Applicare 9.2 - Arcturus Technologies Inc.

MName Status Triggers
(5 SingleAgent Ready At system startup
(5 StopSingleAgent  Ready At 7:48 PM on 1/13/2023

Create Mew Task...

Refresh
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a. Enter the name Restart.
b. Choose Run whether user is logged on or not.
c. Select Do not Store Password.

d. Select Run with highest privileges.

(B Create Task x

Triqqers Actions Conditions Settings

| Name: Restart ‘

Location:  ‘\ApplicareAgent
Author; DESKTOP-LOHKKIU\Rob

Description:

Security options

When running the task, use the following user account:
DESKTOP-LOHKKIU\Rob Change User or Group...

() Run only when user is logged on

© Run whether user is logged on or not

@ Do not store password. The task will only have access to local computer resources.

@ Run with highest privileges

[ Hidden Configurefor  Windows Vista™, Windows Server™ 2008

7. Go to the Triggers Tab and click the New button.
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(B Create Task %

General| Triggers |Actions Conditions Settings

When you create a task, you can specify the conditions that will trigger the task.

Trigger Details Status

MNew... Edit... Delete

8. Set the below options.

a. Choose Daily.

b. Select the Repeat Task Every option.

c. Set it to 6 hours manually (this option may not be available in the dropdown).

d. Set the duration to Indefinitely and click OK.

Applicare 9.2 - Arcturus Technologies Inc. Page 31 of 421



Arcturus Technologies - Applicare Configuration Guides

MNew Trigger X

Beginthetask On aschedule v
Settings

o One time Start: | 4/ 8/2023 ©- 6:58:01 PM z D Synchronize across time zones

© Daily
(O Weekly
(O Monthly

Recur every: 1 days

Advanced settings

|| Delay task for up to (random delay): 1 hour

@ Repeat task every: 6 hour . for a duration of: ‘lﬂdEf initely] - |
T STOp S TUTINY TaERE ST End Of TEpeton quraten

(] Stop task if it runs longer than: 3 days

() Expire: 4/ 8/2024 6:5801PM  : ynchronize across time zones

& Enabled

9. Go to the Actions Tab and click the New button.
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(E) Create Task X

General Triggerd Actions |Conditions Settings

When you create a task, you must specify the action that will occur when your task starts.

Action Details

New... Edit... Delete

10. Click the Browse button, select the Restart.bat file, and then click the Open.
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| New Action X
{® Create Task X
| You must specify what action this task will perform.
General Trig
When you ¢ Action; Start a program v
Settings
Action Program/script:
Browse
] 1 AdA sravvmente lantianall =
Open x
€ > ~ A T« Age. * Applic. v &) Search ApplicareSingleAgent.. #
Organize ¥ New folder =~ O 0
& Vvideos & Name Date modified Ty
88 Notes EY RegisterModule 3/9/2023 3:29 AM W
& NEET %] Restart 3/9/2023 3:29 AM W
- d A
T — [%] stopAgent 3/9/2023 3:29 AM W
B Task_Scheduler D StopAgentTaskCreationDefaultxml 3/9/2023 3:29 AM X B
D trace-exclusions 3/9/2023 3:29 AM 7 B
D trace-exclusions_Was_Test 3/10/2023 11:05 AM ™ r
~ [ This PC
- D trace-inclusions_Was_Test 3/10/2023 11:05 AM i
W 0S(C)
m lInBanictarhdadiila 202073 220 AR VAL
> = New Volume (C |
File name: Restart | Allfiles (**)
Open || Cancel

11. Copy the full Program/script path and paste it into both the Add Arguments (optional) and start in
(optional) fields.
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' New Action v
; X
| You must specify what action this task will perform. ‘
L
I Action; Start a program
| Settings I
Program/script: W
|
MySQLAgents\ApplicareSingleAgentWindows\Res - '
LI
Add arguments (optional):
Cut
Start in (optional): Copy
Paste
Delete
Select All
Right to left Reading order
Show Unicode control characters
Insert Unicode control character 4
Open IME

12. In the Start in (optional) field, remove the Restart.bat keyword, and then OK.
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Edit Action X
You must specify what action this task will perform.

Action: Start a program
Settings
Program/script:

WMySQl\Agents\ApplicareSingleAgentWindows\Restart.bat Browse...

Add arguments (optional): jentWindows\Restart.bat

Start in (optional): areSingleAgentWindows),

[ oK ] Cancel

13. Go to the Conditions Tab and uncheck all the checkboxes.
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(B Create Task X

General Triggers Actions| Conditions [Eettings

Specify the conditions that, along with the trigger, determine whether the task should run. The task will not
run if any condition specified here is not true.

Idl
[_] Start the task only if the computer is idle for: 10 minutes
Wait for idle for 1 hour
Stop if the computer ceases to be idle
Restart if the idle state resumes
Power

[T) Start the task only if the computer is on AC power
Stop if the computer switches to battery power

[) Wake the computer to run this task

Network
[C) Start only if the following network connection is available:

Any connection

14. Go to the Settings Tab and check only following two options:
a. Allow task to be run on demand.
b. If the running task does not end when requested, force it to stop.

c. Click OK.
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(5 Create Task x

General Triggers Actions Conditions

Specify additional settings that affect the behavior of the task.

. Allow task to be run on demand

[J Run task as scon as possible after a scheduled start is missed

[ If the task fails, restart every: 15 minut:
Attempt to restart up to: 3 times
O Stop the task if it runs longer than: 3 days

@ If the running task does not end when requested, force it to stop

[_J If the task is not scheduled to run again, delete it after: 30 days

If the task is already running, then the following rule applies:

Do not start a new instance ~

Monitoring with Applicare
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CONFIGURATION GUIDES > JAVA

Customize Agent heap memory and jvm arguments

Applicare 9.2 - Updated January 16, 2026 - java, singleagent - Pending technical review

Managing JVM configurations manually is time-consuming, requiring remote server access and direct
editing of configuration files. Applicare simplifies this by providing a centralized Ul to manage these
settings. This eliminates the need for manual file intervention and ensures consistency across your
environment.

1. Navigate to the Overview screen and select your server.

2. Click the JVM Args button to open the configuration popup.

3. Add, remove, or edit JVM arguments and heap memory as needed.
4. Save your changes.

5. Wait two minutes before restarting the Agent to allow the new configuration to sync.

LOAD 0/min ART 0 ms SUCCESS 0/min HTTP O/min SQL 0/min JNDI O/min WEB SERVICES 0/min

Application Al ~ [ Last 15 minutes ~
Servers Enable multiple selection Select All Auto Refresh &
0s Server {1) Application Host Name/IP Address Current Status Agent Version Agent Type / Mode
a Find OS Find Server Find App Find Host Find Status Find version Find Agent Type
a
[ ] ArcturusUAT ArcturusUAT ArcturusUAT/127.0.01 P Connected ® 9.28.4-16-January-202... MySQL DB =

+ Add [# Edit & JYM Args o Manage Applications = Update Agent < Restart Agent 0l Pause W Delete + Configure Dynamic Instrumentation

Arcturus Applicare 9.2.9 Copyright © 2026 | Al Rights Reserved
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Key Business Txn Health

LOAD O/min ART 0 ms S!

S 0/min

& Errors

HTTP 0/min_SQL 0/min JNDI O/min WEB SERVICES 0/min

Configuration Guides

¥ Servers Health

@0 @0

Home Overview
1
Servers
0s Server (
Find OS Find Sy
] Arcturug

Applicare 9.2 - Arcturus Technologies Inc.

JVM Configuration

v Last 15 minutes

Max Heap Memory inMB = 1024
JVM Argument = Add
JVM Argument Actions
-Dapplicare.info.log=true D
+ Add & Edit [ JVM Args  ©f Manage Applications = Update Agent & Restart Agent M Pause T Delete

b
AutoRefresh 2 @
PntTypElMude
Find Agent Type
-
ySaL DB =
v

+ Configure Dynamic Instrumentation
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CONFIGURATION GUIDES > JAVA

Java Application Server Configuration Settings

Applicare 9.2 - Updated September 13, 2024 - java, singleagent - Pending technical review

1. Navigate to the Overview menu.
2. Choose the server from the grid and then click the Configure Dynamic Instrumentation button.

3. On the right hand-side, select only the Business Transactions, HTTP Error Code Profiling, HTTP
Profiling and SQL Profiling aspects and then click the Apply button.

Available Aspects - ¥ L Servers
. ‘ : - ip-172-30-0-208_JPetStore_tc
Business Transactions ol : ‘J —
_| Business Transactions
Collections Monitoring _| HTTP Error Code Profiling
End Client Process Monitoring (Every Call) _| HTTP Profiling
End Client Process Monitoring (Slow Calls) + _1 SQL Profiling

End User Experience Profiling

End User Javascript Error Profiling "
External JMS messages

External WebServices

Heap Tracker

HTTP Error Code Profiling

HTTP Profiling

IntelliTrace Profiling

Java Method CPU Usage Monitoring Beta
JDBC Connection Profiling

JNDI lockup

LDAP Calls Profiling

Log Analyzer Service

4. In the right-hand side menu, go to Configure Dynamic Instrumentation and select the IntelliTrace
Configuration tab.

~ KeyBusiness Txn Health & Errors | & Servers Health .
LOAD 0/min ART 0.4ms SUCCESS0 HTTP O/min SQL 0/min JNDI 0/min WEB SERVICES O/min ™1 Go Admin ~

Home - Configure Dynamic Instrumentation - Inte|eTIRs Applicare Data Management Applicare Information
IntelliTrace Deployment IntelliTrace Configuration Home Manage Applicare Data Applicare Information
3 SNMP Monitoring Aonitoring Configuration
Select Profiling Agent to Enable Analyzer Configuration

Configure AppServer Domains

Manage SNMP Devices

O No Dynamic Profiling Network Analyzer Configure Dynamic Instrumentation

Configure Static Instrumentation

O Standard Mode Tools

Configure Mobile Applications

) Achuanced Mada -~
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5. Select the Server from the server dropdown menu and click the Update Packages from Agent button.
Then, wait for 2 minutes. Once the transformation is complete, the status field will display Transformation
completed message. If the message "Transformation in progress" is displayed, please check again after

10 minutes.

Home « Configure Dynamic Instrumentation

IntelliTrace Deployment IntelliTrace Configuration

Parameter Value Masking

IntelliTrace Configuration

Method Profiling Configuration

Select Server

ip-172-30-0-208_JPetStore_tc v

Diagnostic Mode Threshold limit |~ 22000

Force apply (Applicable to java agents only)

Status @ Transformation completed

Packages included in Instrumentation®
Package Name
com.jpetstore.serviet
com.jpetstore.service
com.jpetstore.persistence
com.jpetstore.persistence.iface
com.jpetstore.persistence.sglmapdao
com.jpetstore.presentation

com.arcturus.kubernetes.api

3

All v

Application

Remote Method Detection Http Custom Tags

Instrumentation Count Details

Transformed Classes 45 Transformed Packages 12

UnTransformed Classes 2920 UnTransformed Packages 136

Snap taken at 5/16/23 2:59 PM 2

Update packages from agent

Packages excluded from Instrumentation®
Package Name

org.apache.catalina.startup

org.apache juli.logging

org.apache.juli

org.apache.catalina.security

t3

org.apache.tomcat.util.res
org.apache.catalina

org.apache.tomcat.util.digester

LAST 15 MINUTES ~

®

6. After the Transformation completed message appears, select all the packages on the left hand side

and move them to the right hand side.

Home - Configure Dynamic Instrumentation

IntelliTrace Deployment IntelliTrace Configuration

Select Server | ip-172-30-0-208 JPetStore_tc ¥

Diagnostic Mode Threshald limit | 22000

Force apply (Applicable to java agents only)
Status Transformation completed

Packages included in Instrumentation®

Package Name

IntelliTrace Configuration

Method Profiling Configuration

Application | Al v | [E LAST 15 MINUT

Remote Method Detection Http Custom Tags Parameter Value Masking

Instrumentation Count Details
Transformed Classes 45 Transformed Packages 12
UnTransformed Classes 2920 UnTransformed Packages 136

Snap taken at 5/16/23 3:19 PM Update packages from agent

Packages excluded from Instrumentation®

Package Name

com.jpetstore.presentation
com.arcturus.kubernetes.api
com.jpetstore.tuxedo
com.jpetstore.ws
com.applicare.context.listeners
com.applicare.rem
com.applicare.mbeans
com.ibm.websphere.management
com.ibm.websphere.security

com.ibm.ws.management

com.applicare.util

org.apache.catalina.startup
org.apache.juli.logging
org.apache.juli
,

org.apache.catalina.security

- )
org.apache.tomcat.util.res
org.apache.catalina
org.apache.tomcat.util.digester
org.apache.tomcat.util

org.apache.catalina.ha

org.apache.catalina.core
*Included/Excluded packages may never be empty. Consult help for details.

7. Click the Apply button to proceed.
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Home - Configure Dynamic Instrumentation - IntelliTrace Configuration

IntelliTrace Deployment IntelliTrace Configuration Method Profiling Configuration

Select Server ip-172-30-0-208_JPetStore_tc v

Diagnostic Mode Threshold limit | 22000

Force apply (Applicable to java agents only)
Status @ Transformation completed

Packages included in Instrumentation®

Package Name

8. Restart the server after waiting for two minutes.

Monitoring with Applicare

Applicare 9.2 - Arcturus Technologies Inc.

Remote Method Detection

+ 3

Configuration Guides

Application | Al ¥ | B LAST 15 MINUTES ~

Http Custom Tags Parameter Value Masking @
Instrumentation Count Details
Transformed Classes 45 Transformed Packages 12
UnTransformed Classes 2920 UnTransformed Packages 136

Snap taken at 5/16/23 2:59 PM Update packages from agent C

Packages excluded from Instrumentation®

Package Name

R T L

org.apache.catalina.connector
org.apache.catalina.mapper
org.apache.tomcat.jni
org.apache.coyote.http11
org.apache.coyote
org.apache.tomcat.util.net
org.apache.tomcat.util.compat
org.apache.tomcat.util.collections

javax.serviet.http

-

‘;Iﬁtid(féalE;(Lcluded packages may never be empty. Consult help for details.
v Apply ‘
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Arcturus Technologies - Applicare Configuration Guides

CONFIGURATION GUIDES > JAVA

Include the server name and JVM arguments in the
Gradle Jib build configuration.

Applicare 9.2 - Updated September 13, 2024 - java, singleagent - Pending technical review

1. Open the Gradle build file and append the container block at the end of the Jib configuration section.

Syntax:

TEXT
container {

jvmFlags = ['ARG1l=Value', 'ARG2=Value']
b

e.g.

container { jvmFlags = ['-Dserver.name=tomcat10','-Dhost.name=tomcat'] }

Monitoring with Applicare
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CONFIGURATION GUIDES > JAVA

Install Applicare agent in Java app

Applicare 9.2 - Updated August 20, 2024 - java, singleagent - Pending technical review

a.) Add the following to your service's JVM options and replace the bold values with your specific settings
if you're starting your server as a service..

e -javaagent:<ApplicareAgentHomeDir>\applicare-aspects.jar=verbosity=0,logfile=false
o -Darcturus_home=<ApplicareAgentHomeDir>
o -Djava.library.path=<ApplicareAgentHomeDir>\bin

e -Xverify:none

b.) Ensure the JVM is configured to allocate at least 256MB for PermGen by adding -
XX:MaxPermSize=256m to the startup arguments. The server may fail to start with the Applicare agent if
the PermGen size is insufficient.

c.) Start the server.
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CONFIGURATION GUIDES » JAVA

Installing Applicare SingleAgent using Wrapper

Applicare 9.2 - Updated September 13, 2024 - java, singleagent - Pending technical review

Step 1: Log in to Applicare console, navigate to Download Agents screen and download
SingleAgentWindows. Then, Copy the ApplicareSingleAgentWindows.zip file to the machine where the
agent will be deployed.

Step 2: Extract the ApplicareSingleAgentWindows.zip file into the ApplicareSingleAgentWindows
directory.

Skip steps 1 and 2 if have already downloaded and extracted the SingleAgent.

Step 3: Navigate to the "ApplicareSingleAgent/wrapper/Windows" directory and run install.exe files as
an administrator.

If you need to modify or add any additional arguments, make sure to include wrapper_args_default.txt
before installing the wrapper.

u;' Message

L

g

Suecessfully instzlled

If you encounter Java-related issues a problem while installing the wrapper, refer here.
Step 4: Start any Java app server.

Step 5: The agent will be automatically integrated with the Java app server and will begin sending data to
Applicare controller. Log in to Applicare Console and navigate to the Overview screen to view the agent.

Monitoring with Applicare
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Arcturus Technologies - Applicare Configuration Guides

CONFIGURATION GUIDES > JAVA

Install the Applicare agent using Wrapper on a Linux
system

Applicare 9.2 - Updated August 23, 2024 - java, singleagent, linux - Pending technical review

Step 1: Log in to Applicare console, navigate to Download Agents screen and download
SingleAgentLinux. Copy ApplicareSingleAgentLinux.zip file to the machine where agent will be
deployed.

Step 2: Extract the ApplicareSingleAgentLinux.zip file to ApplicareSingleAgentLinux directory.
Skip steps 1 and 2 if you have already downloaded and extracted the SingleAgent.

Step 3: Navigate to "ApplicareSingleAgent/wrapper/Linux" directory and start install.sh file.

To change or add any additional arguments, include them in the wrapper_args.txt after installing the
wrapper.

Note: Have a problem with Java when installing the wrapper, Refer here.
Step 4: Start any java app server.

Step 5: The agent will be automatically registered with the java app server and will begin reporting data to
the Applicare controller. Log in to Applicare Console and navigate to Overview screen to view the agent.
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CONFIGURATION GUIDES > DOCKER

Install SingleAgent in a Docker Container

Applicare 9.2 - Updated September 13, 2024 - docker, singleagent - Pending technical review

Step 1, 2 and 3 are necessary only if the ApplicareSingleAgentLinux directory is not present on the
Docker-installed machine.

Step 1: Log in to Applicare console, and navigate to the "Download Agents" menu, and download the
SingleAgentLinux package.
Home - Download Agents Agplication [ v | & s as e
® DOWNLOAD APPLICARE AGENTS

e |

Download Agents Using Command Mode

Note: Sude (Linux) or Administartor {(Windows} privilege is required to download the agent in command mode.

SingleAgentLinux - Curl SingleAgentLinux - Wget
Installer @Copy  Update @) Copy Installer ) Copy Update &) Copy
€xport PROTOCOL=http 1P=192.168.1.21 PORT=8880; bash ¢ xport PROTOCOL=http 1P=192.168.1.21 PORT=8880; hash -c export PROTOCOL=http IP=192.168.1.21 PORT=8880; bash <{wg export PROTOCOL=hitp IP=192.168.1.21 PORT=8880; bash <(wg
$tcurl SPROTOCOL://$IP:SPORT/applicare/standalonefilename “S{curl $PROTOCOL:/SIP:SPORT/applicare/standalonezfilename &t -gO- 3PROTOCOL://SIP:SPORT/applicare/standalone?filename | | et -gO- SPROTOCOL:/SIP:SPORT/applicare/standaloneXfilename
=curllinusinstail)’ =curlfinuxupdate)” =wgetiinuxinstall) =wgetlinuxupdate)
Note: Execute this command from Agent Home directory Note: Execute this command from Agent Home directory

SingleAgentWindows - Powershell

Installer hcopy Update & Copy
Senv:PROTOCOL=http':Senv:IP="192.168.1.21Senv:PORT='888 $ProgressPreference='SilentlyContinue'invoke-WebRequest -
0:$ProgressPreference='SilentlyContinue'invoke-WebRequest - Uri http:/7192.168.1.21:8880/applicare/standalonefilename=
Uri http://192.168.1.21: d ntupdate.ps1 -OutFile §pwowindowsagentupdat
dowsagentinstall.ps1 -QutFile Spwdiwindowsagentinstall.ps1:/w e.psti/windowsagentupdate.pst; -

indowsagentinstallpsi;
Note: Execute this command from Agent Home directary

Agents Download For Java 6

T T T T T T T T

Step 2: Transfer the ApplicareSingleAgentLinux.zip file to the Docker-installed machine.

.

Mame

B -

m;ﬁ.pplicareﬂing!ehgentf_inm Zip!

Step 3: Navigate to the location where you copied the zip file, create a directory named
ApplicareSingleAgentLinux in that location, and extract the zip file into that directory.

BASH
mkdir ApplicareSingleAgentLinux
unzip ApplicareSingleAgentLinux.zip —-d ApplicareSingleAgentLinux
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Step 4: Access inside the Docker container.

BASH
docker container exec —-it CONTAINER ID bash

e.g. docker container exec -it a0eb9355dac0 bash

» container exec -it abebd

Step 6: Copy the ApplicareSingleAgentLinux directory inside Docker container

BASH

docker cp sourcePath/ApplicareSingleAgentLinux dockerContainerPath/ApplicareSingleAgentLinux

e.g. docker cp [lhome/ApplicareSingleAgentLinux a0eb9355dac0:/code/ApplicareSingleAgentLinux

»docker cp fhome/ApplicareSingleAgentlinux aBeb9355dac:/code/ApplicaresinglefAgentlinux

Step 7: Enter the Docker container and set read, write, and executable permissions for the
ApplicareSingleAgentLinux directory.

BASH
docker container exec —it CONTAINER ID bash

e.g. Docker container exec -it a0eb9355dac0 bash

BASH

chmod -R 777 ApplicareSingleAgentLinux
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IGCdac® bash

Step 8: Navigate to the ApplicareSingleAgentLinux/wrapper/linux directory and run .[install.sh to
install the wrapper.

BASH
cd ApplicareSingleAgentLinux/wrapper/linux
./install.sh

'wrapper/linusx#

Step 9: Exit the container.

TEXT

exit

e5ingl

entLinux/wrapper/linux# |exit

Step 10: Stop and then restart the container.

BASH
docker stop CONTAINER ID
docker start CONTAINER ID

e.d.
docker stop a0eb9355dac0

docker start a0eb9355dac0

docker stop abe

docker

Step 11: Log in to Applicare console and navigate to the Overview menu to view the newly added agent.
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+* Key Business Txn Health & Errors
LOAD O0/min ART 0 ms SUCCESS O/min HTTP 0/min SQL 0/min |NDI 0/min WEB SERVICES 0/min

Overview

Home

Servers
Server Application Host Name
Find Server Find App Find Host
aleb9355dac0_ge_11864 . . a0eb9355dac0/192.168.0.107

Docs Home

Monitoring with Applicare

Applicare 9.2 - Arcturus Technologies Inc. Page 51 of 421


https://helpdesk.arcturustech.com/hc/en-us/articles/30207489320333-Monitoring-with-Applicare

Arcturus Technologies - Applicare Configuration Guides

CONFIGURATION GUIDES > DOCKER

Install Applicare SingleAgent in Docker container
using script

Applicare 9.2 - Updated August 21, 2024 - docker, singleagent, linux - Pending technical review

Manual Install:
Each time you build the Docker image, you will need to follow these manual steps.
« Manual Install Steps

Auto Installation:

The agent will be pre-built into the Docker image, so it will be automatically installed whenever the Docker
container starts.

+ RedHat Rhel
« CentOS

* Debian0OS
+ Ubuntu

¢ Alpine
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CONFIGURATION GUIDES > DOCKER

Install ApplicareSingleAgent in a Docker Container

Applicare 9.2 - Updated August 22, 2024 - docker, singleagent - Pending technical review

Each time you build the Docker image, follow these steps.

Step 1: Enter the Docker container.

BASH
docker container exec —-it CONTAINER ID bash

Step 2: Create a directory named ApplicareSingleAgent
Step 3: Navigate to the ApplicareSingleAgent directory.

Step 4: Run the following command to download the agent

BASH
curl CONTROLLER_PROTOCOL://CONTROLLER_IP:CONTROLLER_PORT/applicare/standalone?

filename=ApplicareSingleAgentLinux.zip>ApplicareSingleAgentLinux.zip

Replace the below values in the above script
CONTROLLER_PROTOCOL -> http (or) https
CONTROLLER_IP -> Applicare Controller IP
CONTROLLER_PORT -> Applicare Controller Port
e.g.

BASH
curl http://127.0.01:8880/applicare/standalone?filename=ApplicareSingleAgentLinux.zip

>ApplicareSingleAgentLinux.zip

Note: If the curl command is unavailable, You will need to manually download the ApplicareSingleAgent.

Step 5: Extract the ApplicareSingleAgent zip file to that directory.

TEXT

unzip ApplicareSingleAgent.zip

Step 6: Give read, write and executable permission for the ApplicareSingleAgent directory.
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BASH
chmod -R 777 ApplicareSingleAgent installed directory

chmod +x ApplicareSingleAgent installed directory

Step 7: Navigate to the ApplicareSingleAgent installed directory/wrapper/linux directory and execute
the command to install the wrapper.

BASH
./install.sh

Step 8: Run the following command to verify that the Wrapper is installed.

BASH

java -version

Step 9: Exit the container

TEXT
exit

(L= ks LY = L [=

root@aeeb9355dace: /code/ApplicareSingleAgentlinux/wrapper/linux# exit

exit

Step 10: Restart the container

BASH
docker restart container ID
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CONFIGURATION GUIDES > DOCKER

Deploy SingleAgent in a Docker Container

Applicare 9.2 - Updated September 13, 2024 - docker, singleagent - Pending technical review

Step 1: Add the following packages to include the apk command if the Docker container is running on
Alpine OS.

curl, vim, unzip, bash, wget

BASH

Example:

RUN apk add —--no-cache \
openjdk8-jre \
wkhtmltopdf \

aws—cli \

busybox-extras \

curl \

vim \

wget \

bash \

unzip \

tzdata & cp /usr/share/zoneinfo/Asia/Kolkata /etc/localtime && echo 'Asia/Kolkata' >

/etc/timezone

Step 2: Create a file named startAgent.sh with the following content in the directory containing the
Dockerfile.
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BASH
#!/bin/sh

SERVER_NAME="hostname’ _sa
export SERVER_NAME

ARCTURUS_HOME=/usr/local/Applicare
export ARCTURUS_HOME

JAVA_HOME_PATH=$JAVA_HOME

INBUILD_JAVA_PATH=$ARCTURUS_HOME/jre
export INBUILD_JAVA_PATH

if [[ $(uname -s) == "Darwin" ]]; then
JAVA_HOME_PATH=""$ARCTURUS_HOME/jre/mac/zulu-8_jre/Contents/Home"
else

JAVA_HOME_PATH="$ARCTURUS_HOME/jre/linux/jre"

fi

JAVA_HOME_PATH="/usr/1lib/jvm/java-1.8-openjdk/jre"
export JAVA_HOME_PATH

JAVA_OPTS="-noverify —-Xmx1@024m -Dserver.name=$SERVER_NAME -

javaagent: $ARCTURUS_HOME/applicare-db—aspects.jar=verbosity=0, logfile=false,norestart-
intellitrace=false -Darcturus_home=$ARCTURUS_HOME -XX:HeapDumpPath=/dev/null -

Djava. library.path=.:$ARCTURUS_HOME/bin -Dapplicare.standalone=true"

export JAVA_OPTS

EXECUTABLE_NAME=/usr/local/Applicare/AgentStartHelper.jar
export EXECUTABLE_NAME

# Run the JAR file
/usr/1lib/jvm/java-1.8-openjdk/jre/bin/java —jar $JAVA_OPTS $EXECUTABLE_NAME

Step 3: Add the following line in the Dockerfile immediately after the package installation commands.
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TEXT
# Create working directory for Applicare

RUN mkdir -p /usr/local/Applicare

# Download and unzip Applicare
RUN curl CONTROLLER_PROTOCOL://CONTROLLER_IP:CONTROLLER_PORT/applicare/standalone?
filename=ApplicareSingleAgentLinux.zip -o /usr/local/Applicare/ApplicareSingleAgentLinux.zip

RUN unzip /usr/local/Applicare/ApplicareSingleAgentLinux.zip -d /usr/local/Applicare

# Clean up
RUN rm —-fv /usr/local/Applicare/ApplicareSingleAgentLinux.zip
RUN rm -fv /usr/local/Applicare/agentscripts/startAgent.sh

# Copy the start script
COPY startAgent.sh /usr/local/Applicare/agentscripts/startAgent.sh
RUN chmod -R 777 /usr/local/Applicare

Replace the below values in the above command
CONTROLLER_PROTOCOL -> http (or) https
CONTROLLER_IP -> Applicare Controller IP
CONTROLLER_PORT -> Applicare Controller Port

Step 4: Comment out the existing CMD line in the Dockerfile and replace it with the following CMD line.

TEXT
CMD ["/bin/sh", "-c", "nohup /usr/local/Applicare/agentscripts/startAgent.sh & java —-jar
/usr/local/rest-TestApplication.jar"]

After starting the agent using the provided CMD command, it will operate similarly to running a Java
application. If you need to run a different application, you can remove the current command and replace it
with the appropriate command to start your desired application.

Step 5: Add and execute the following command before starting the container.

--hostname <Server_Name>

BASH

€.q.

docker run -dit -p 8086:8080 ——name restapi ——-hostname dev c9700fdfc2f5
The hostname you specify will be displayed on the overview screen in Applicare.
You can use Applicare to assist with your Monitoring needs.

Monitoring with Applicare
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CONFIGURATION GUIDES > DOCKER

Agent configuration in docker container

Applicare 9.2 - Updated February 7, 2025 - docker, singleagent - Pending technical review

Note: We can easily download our agent directly into the container, but some containers don't have
commands like curl or wget and unzip, so we have to download our agent manually and mount the
volume to the container.

Step 1: Login to Applicare console. Go to the Download Agent screen in the left-side menu, Download
the SingleAgentLinux agent and extract it into the designated directory ApplicareSingleAgentLinux in
local machine.

ARCTURUS ; = Admin
INSTANT INNCATIOR LOAD O/min ARTOms SUCCESS O/min  HTTP O/min SOL O/min JNDI O/min WEB SERV... ®5 @0 @0 ] i
App Analyzer f Download Agen Application All v
Server Analyzer
LAMA
Sensor Analyzer OWS entMac
il sl o
Alerts :
Performance Comparison
Download Agents Using Command Mode
Events Calendar Note: Sudo (Linux) or Administartor (Windows) privilege is required to download the agent in command mode
Server Availability
SingleAgentLinux - Curl SingleAgentLinux - Wget SingleAgentWindows - Powershell
Log Analyzer
Installer (3 Copy Installer ¢ Copy Installer € Copy
Reports
export PROTOCOL=http IP=192.168.2.3 PORT= $env:PROTOCOL=http":Senv:IP="192.168.2.
Server Comparison 80: bash -¢ "$(curl -k -noproxy '*' $PROTOCO 3':3env:PORT="80";$ProgressPreference='Sile

://$1P:$PORT/applicare/standalonezfilename= /$IP:$PORT/applicare/stan ntlyContinue';invoke-WebReguest -Uri http://
AWS curllinuxinstall) etlinuxinstall) 192.168.2.3 pplicare/standalone?file
e=wind gentinstall.ps1 -OutFile $pwd\wi
Kubernetes ndowsagentinstall.ps1;./windowsagentinstall. ~
Update & Copy Update wale Update € Copy

&> Download Agents

Step 2: We need to delete the container in which you want to deploy the agent and then run the following
command when you recreate the container.

TEXT
-v ApplicareSingleAgentLinuxDirectory:/usr/local/ApplicareSingleAgentLinux

——hostname The name which we need to add the agent in Applicare

Example:

BASH

docker run -dit -p 8080 —-name tomcat-petstore -v
/root/ApplicareSingleAgentLinux:/usr/local/ApplicareSingleAgentLinux ——hostname petstore
tomcat

Step 3: Once the container starts, execute the following command to start the agent.
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BASH
docker exec —-d <container_name> nohup

/usr/local/ApplicareSingleAgentLinux/agentscripts/startAgent.sh>/dev/null 2>&1 &

Step 4: After a while, confirm that the new agent has been added to the Overview screen in the
Applicare console.
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CONFIGURATION GUIDES > DOCKER

Install Applicare SingleAgent in a Java Jar Application
Docker Container

Applicare 9.2 - Updated December 22, 2025 - docker, singleagent - Pending technical review

To install ApplicareSingleAgent in Java Jar application docker container, add the below script based on the
OS after the "FROM" command to the dockerfile.

Debian/Ubuntu

# Applicare Agent configuration RUN apt-get update \ && apt-get install -y curl unzip \ && rm -rf
[var/lib/apt/lists/* RUN mkdir [usr/local/ApplicareSingleAgentLinux WORKDIR
Jusr/local/ApplicareSingleAgentLinux RUN curl
CONTROLLER_PROTOCOL://CONTROLLER_IP:CONTROLLER_PORT/applicare/standalone?
filename=ApplicareSingleAgentLinux >ApplicareSingleAgentLinux.zip RUN unzip
ApplicareSingleAgentLinux.zip RUN ["rm", "-frv",
"/usr/local/ApplicareSingleAgentLinux/ApplicareSingleAgentLinux.zip"] RUN chmod -R 755
Jusr/local/ApplicareSingleAgentLinux ENV JAVA_OPTS="-noverify -Dserver.name=SERVER_NAME -
javaagent:/usr/local/ApplicareSingleAgentLinux/applicare-aspects.jar=verbosity=0,logfile=false,norestart-
intellitrace=false -Darcturus_home=/usr/local/ApplicareSingleAgentLinux -
Djava.library.path=.;/usr/local/ApplicareSingleAgentLinux/bin -
Dlogback.configurationFile=/usr/local/ApplicareSingleAgentLinux/logback/logback.xml"

Replace the following values in the above script

CONTROLLER_PROTOCOL -> http (or) https

CONTROLLER_IP -> Applicare Controller IP

CONTROLLER_PORT -> Applicare Controller Port

SERVER_NAME -> Add custom server name

Modify the ENTRYPOINT or CMD line in the Dockerfile

Original Entrypoint: ENTRYPOINT ["java", "-jar", "rest-service.jar"]

Updated Entrypoint: ENTRYPOINT ["sh", "-c", "exec java $JAVA_OPTS -jar rest-service.jar"]

Example:
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TEXT
# Java 8 lightweight runtime

FROM eclipse-temurin:8-jre

# Applicare Agent configuration

RUN apt-get update \

&& apt-get install -y curl unzip \

& rm -rf /var/lib/apt/lists/*

RUN mkdir /usr/local/ApplicareSingleAgentLinux

WORKDIR /usr/local/ApplicareSingleAgentLinux

RUN curl http://192.168.0.2:8880/applicare/standalone?filename=ApplicareSingleAgentLinux
>ApplicareSingleAgentLinux.zip

RUN unzip ApplicareSingleAgentlLinux.zip

RUN ["rm", "—frv", "/usr/local/ApplicareSingleAgentLinux/ApplicareSingleAgentLinux.zip"]
RUN chmod -R 755 /usr/local/ApplicareSingleAgentLinux

ENV JAVA_OPTS="-noverify -Dserver.name=rest-api -
javaagent:/usr/local/ApplicareSingleAgentLinux/applicare-

aspects.jar=verbosity=0, logfile=false,norestart-intellitrace=false -
Darcturus_home=/usr/local/ApplicareSingleAgentLinux -

Djava. library.path=.;/usr/local/ApplicareSingleAgentLinux/bin -
Dlogback.configurationFile=/usr/local/ApplicareSingleAgentLinux/logback/logback.xml"

# Set working directory

WORKDIR /app

# Copy the JAR

COPY rest-service-0.0.1-SNAPSHOT.jar rest-service-0.0.1-SNAPSHOT. jar
# Expose application port

EXPOSE 8080

# Run the application
ENTRYPOINT ["sh", "-c", "exec java $JAVA_OPTS -jar rest-service-0.0.1-SNAPSHOT.jar"]

RHEL/CentOS

# Applicare Agent configuration RUN yum install -y curl unzip \ && yum clean all RUN mkdir
Jusr/local/ApplicareSingleAgentLinux WORKDIR Jusr/local/ApplicareSingleAgentLinux RUN curl
CONTROLLER_PROTOCOL://CONTROLLER_IP:CONTROLLER_PORT/applicare/standalone?
filename=ApplicareSingleAgentLinux >ApplicareSingleAgentLinux.zip RUN unzip
ApplicareSingleAgentLinux.zip RUN ["rm", "-frv",
"Jusr/local/ApplicareSingleAgentLinux/ApplicareSingleAgentLinux.zip"] RUN chmod -R 755
Jusr/local/ApplicareSingleAgentLinux ENV JAVA_OPTS="-noverify -Dserver.name=SERVER_NAME -
javaagent:/usr/local/ApplicareSingleAgentLinux/applicare-aspects.jar=verbosity=0,logfile=false,norestart-
intellitrace=false -Darcturus_home=/usr/local/ApplicareSingleAgentLinux -
Djava.library.path=.;/usr/local/ApplicareSingleAgentLinux/bin -
Dlogback.configurationFile=/usr/local/ApplicareSingleAgentLinux/logback/logback.xml"
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Replace the following values in the above script

CONTROLLER_PROTOCOL -> http (or) https

CONTROLLER_IP -> Applicare Controller IP

CONTROLLER_PORT -> Applicare Controller Port

SERVER_NAME -> Add custom server name

Modify the ENTRYPOINT or CMD line in the Dockerfile

Original Entrypoint: ENTRYPOINT ["java", "-jar", "rest-service.jar"]

Updated Entrypoint: ENTRYPOINT ["sh", "-c", "exec java $JAVA_OPTS -jar rest-service.jar"]

Example:

TEXT

# Red Hat UBI

FROM registry.access.redhat.com/ubi8/openjdk—-8-runtime

# Applicare Agent configuration

RUN yum install -y curl unzip \

&& yum clean all

RUN mkdir —-p /usr/local/ApplicareSingleAgentLinux

WORKDIR /usr/local/ApplicareSingleAgentLinux

RUN curl "http://192.168.0.2:8880/applicare/standalone?filename=ApplicareSingleAgentLinux" \
-0 ApplicareSingleAgentLinux.zip

RUN unzip ApplicareSingleAgentLinux.zip \

&& rm —-f ApplicareSingleAgentLinux.zip \

&& chmod -R 755 /usr/local/ApplicareSingleAgentLinux

ENV JAVA_OPTS="-noverify -Dserver.name=rest-api \

—javaagent:/usr/local/ApplicareSingleAgentLinux/applicare-

aspects.jar=verbosity=0, logfile=false,norestart-intellitrace=false \

-Darcturus_home=/usr/local/ApplicareSingleAgentLinux \

-Djava. library.path=.;/usr/local/ApplicareSingleAgentLinux/bin \

-Dlogback.configurationFile=/usr/local/ApplicareSingleAgentLinux/logback/logback.xml"

WORKDIR /app

COPY rest-service-0.0.1-SNAPSHOT.jar rest-service-0.0.1-SNAPSHOT.jar

EXPOSE 8080

ENTRYPOINT ["sh", "-c", "exec java $JAVA_OPTS -jar rest-service-0.0.1-SNAPSHOT.jar"]
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CONFIGURATION GUIDES > DOCKER

.NET in Docker Image

Applicare 9.2 - Updated August 23, 2024 - docker, singleagent - Pending technical review

# Use the official Windows Server Core image FROM mcr.microsoft.com/dotnet/aspnet:7.0-
windowsservercore-ltsc2019 AS base LABEL author="Cerasela Constantin"

EXPOSE 80 EXPOSE 443
# create Applicare singleagent directory RUN mkdir -p C:\app\ApplicareSingleAgentWindows

# set environment variable in container ENV CORECLR_ENABLE_PROFILING 1 ENV CORECLR_PROFILER
{ADOABO06-9F79-43F1-B5CF-26768A70E789} ENV CORECLR_PROFILER_PATH
"C:\app\Arcturus.Applicare.DotNetAgent.Profiler.dll" ENV eum.beacon <Applicare_controller_protocol>:
<controller_IP>:<controller_port>:<controller_port>/applicare/eum/beacon ENV arceum.js
<Applicare_controller_protocol>:<controller_IP>:<controller_port>:
<controller_port>/applicare/feum/beacon/arc-eum.js ENV applicare.address
<Applicare_controller_protocol>:<controller_IP>:<controller_port> ENV applicare.agent.name
<Server_Name>_sa ENV DotnetAgent.httpProfilingState Enabled ENV DotnetAgent.sqglProfilingState
Enabled

# Download ApplicareSingleAgent and extract the contents of the zip file RUN curl -k --noproxy '*'
<Applicare_controller_protocol>:<controller_IP>:<controller_port>/standalone?
userld=0"&"filename=ApplicareSingleAgentWindows
>C:/app/ApplicareSingleAgentWindows/ApplicareSingleAgentWindows.zip RUN powershell -Command
Expand-Archive -Path C:/app/ApplicareSingleAgentWindows/ApplicareSingleAgentWindows.zip -
DestinationPath C:/app/ApplicareSingleAgentWindows -Force

RUN curl -L https://s3.amazonaws.com/ARC\_PUBLIC/DotNet.zip -o C:/app/DotNet.zip RUN powershell -
Command Expand-Archive -Path C:/app/DotNet.zip -DestinationPath C:/app -Force RUN powershell -
Command Expand-Archive Remove-Item -Path C:/app/DotNet.zip -Force

# Enable the .Net 3.5 framework feature in container SHELL ["powershell", "-ExecutionPolicy", "Bypass"]
RUN powershell -ExecutionPolicy Bypass -Command { Invoke-WebRequest -Uri
https://dotnetbinaries.blob.core.windows.net/dockerassets/microsoft-windows-netfx3-1809.zip -OutFile
C:/microsoft-windows-netfx3.zip } RUN powershell -Command Expand-Archive -Path C:/microsoft-
windows-netfx3.zip -DestinationPath C:/packages RUN powershell -Command Expand-Archive Remove-
Iltem -Path C:/microsoft-windows-netfx3.zip -Force RUN Install-WindowsFeature -Name NET-Framework-
Features -Source C:/packages -Verbose

# Copy the Dotnet Application to container. WORKDIR /app COPY [net7.0/* ./

# Start the Dotnet Agent, SingleAgent and Dotnet application. ENTRYPOINT ["cmd", "/C", "start", "/B",
"Arcturus.Applicare.DotNetAgent.Console.exe", "&&", "cmd", "/C", "start", "/B",
"C:/app/ApplicareSingleAgentWindows/startAgent.bat", "&&", ".net", "<Application_name>.dll"]

Replace the below values in the above script

Applicare_controller_protocol -> http (or) https
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controller_IP -> Applicare Controller IP
controller_port -> Applicare Controller Port

Application_name -> Name the file for the .NET application

Docker

If you are running the .NET image in a Docker container, Add and execute the following command before
starting the container.

TEXT

—-hostname <Server_Name>

Server_Name = Give the same name here as already given in dotnet dockerfile.

Kubernetes

If running the .NET image on a Kubernetes pod, Add the following command to the YAML file, placing it
next to the container 'spec' line.

YAML
apiVersion: vl
kind: Pod
metadata:
name: my-pod
spec:
hostname: <Server_Name>
containers:
— name: Dotnet

image: Nop

(OR)

YAML
apiVersion: vl
kind: Pod
metadata:
name: my-pod
spec:
env:
- name: hostname
value: <Server_Name>
containers:
- name: Dotnet

image: Nop
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Server_Name = Use the same name here as already given in .NET Dockerfile.
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CONFIGURATION GUIDES > DOCKER

Applicare deployed in a Docker container with Derby
database

Applicare 9.2 - Updated February 4, 2025 - docker, singleagent - Pending technical review

Pre Requisite: Make sure docker is installed before following the below steps.

Windows:

Step 1: Launch PowerShell as an Administrator and execute the following command.

BAT
curl -o start_applicare.bat https://applicarepatch.blob.core.windows.net/java-

file/start_applicare.bat; .\start_applicare.bat

Step 2: Then enter the server IP when prompted.

server IP -> The IP of the machine where docker is running.

curl start_applicare.bat https://applicarepatch.blob.core.windows.net/java-file/start_applicare.bat; .\start_applicare.bat

Please enter the server IP: 192.168.0.3,

Step 3: After few minutes you can access the Applicare console in the browser.

TEXT
http://<server IP>:8880/applicare

server IP ->The IP of the machine where docker is running.
Linux:

Step 1: Download the file "start_applicare_linux.sh" using either curl or wget, depending on your
preference.

Curl:

BASH
curl -o start_applicare_linux.sh https://applicarepatch.blob.core.windows.net/java-

file/start_applicare_linux.sh

Or

Wget:

BASH
wget https://applicarepatch.blob.core.windows.net/java-file/start_applicare_linux.sh
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Step 2: After download the file give the execute permission for that file. Then run the file in putty season,
then enter the server IP when prompted.

server IP -> The IP of the machine where docker is running.

Step 3: After few minutes can access the console in the browser.

TEXT

http://<server IP>:8880/applicare

server IP ->The IP of the machine where docker is running.

Mac:

Step 1: Download the file "start_applicare_mac.sh" using either curl or wget, depending on your
preference.

Curl:

BASH
curl —o start_applicare_mac.sh

https://applicare.blob.core.windows.net/docker/start_applicare_mac.sh

Or
Wget:
BASH

wget https://applicare.blob.core.windows.net/docker/start_applicare_mac.sh

Step 2: After download the file give the execute permission for that file. Then run the file in terminal
window, Then enter the server IP when prompted.

server IP -> The IP of the machine where docker is running.

arcturus@M200 test % ./start_applicare_mac.sh
Please enter the server IP: 192.168.1.20808

Step 3: After few minutes can access the console in the browser.

TEXT
http://<server IP>:8880/applicare

server IP ->The IP of the machine where docker is running.
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CONFIGURATION GUIDES > DOCKER

Install Applicare SingleAgent on Ubuntu

Applicare 9.2 - Updated October 16, 2024 - docker, singleagent, linux - Pending technical review

Step 1: Insert the following scripts after the "FROM" command in the Dockerfile.

RUN apt-get update && \ apt-get install -y unzip net-tools RUN mkdir /usr/local/Applicare WORKDIR
Jusr/local/Applicare RUN curl
CONTROLLER_PROTOCOL://CONTROLLER_IP:CONTROLLER_PORT/applicare/standalone?
filename=ApplicareSingleAgentLinux.zip >ApplicareSingleAgentLinux.zip RUN unzip
ApplicareSingleAgentLinux.zip RUN ["rm", "-frv", "/usr/local/Applicare/ApplicareSingleAgentLinux.zip"]
WORKDIR /usr/local/Applicare WORKDIR [usr/local/Applicare/wrapper/linux RUN chmod +x install.sh RUN
chmod -R 777 Jusr/local/Applicare RUN ["/usr/local/Applicare/wrapper/linux/install.sh"]

Update the values in the script above as Indicated
CONTROLLER_PROTOCOL -> http (or) https
CONTROLLER_IP -> Applicare Controller IP
CONTROLLER_PORT -> Applicare Controller Port

Example:

BASH
FROM tomcat:8
RUN apt-get update && \
apt-get install -y unzip
RUN mkdir /usr/local/Applicare
WORKDIR /usr/local/Applicare
RUN curl http://127.0.0.1:8880/applicare/standalone?filename=ApplicareSingleAgentLinux.zip
>ApplicareSingleAgentLinux.zip
RUN unzip ApplicareSingleAgentLinux.zip
RUN ["rm", "—frv", "/usr/local/Applicare/ApplicareSingleAgentLinux.zip"]
WORKDIR /usr/local/Applicare
WORKDIR /usr/local/Applicare/wrapper/linux
RUN chmod +x install.sh
RUN ["/usr/local/Applicare/wrapper/linux/install.sh"]

Step 2: Specify the server name when creating the Docker container.

When creating the Docker container, set the server name in the environment variable with -esname =
server name, then start the container. Replace Servername with the desired name for the Applicare agent,
ensuring it is unique across different containers.

e.g.

-e sname=tomcatcontainer

Applicare 9.2 - Arcturus Technologies Inc. Page 68 of 421



Arcturus Technologies - Applicare Configuration Guides

BASH

docker container run -it -d -p 8065:8080 ——name containerl —e sname=tomcatcontainer 1la2
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CONFIGURATION GUIDES > DOCKER

Install Applicare SingleAgent on Alpine Linux

Applicare 9.2 - Updated October 16, 2024 - docker, singleagent, linux - Pending technical review

Step 1: Add the following scripts immediately after the FROM command in the Dockerfile.

RUN apk update && apk add --no-cache curl vim wget bash unzip util-linux eudev-libs net-tools RUN
mkdir /usr/local/Applicare WORKDIR /usr/local/Applicare RUN curl
CONTROLLER_PROTOCOL://CONTROLLER_IP:CONTROLLER_PORT/applicare/standalone?
filename=ApplicareSingleAgentLinux.zip >ApplicareSingleAgentLinux.zip RUN unzip
ApplicareSingleAgentLinux.zip RUN ["rm", "-frv", "/usr/local/Applicare/ApplicareSingleAgentLinux.zip"]
WORKDIR /usr/local/Applicare WORKDIR /usr/local/Applicare/wrapper/linux RUN chmod +x install.sh RUN
chmod -R 777 Jusr/local/Applicare RUN ["/usr/local/Applicare/wrapper/linux/install.sh"]

Replace the below values in the above script
CONTROLLER_PROTOCOL -> http (or) https
CONTROLLER_IP -> Applicare Controller IP

CONTROLLER_PORT -> Applicare Controller Port
e.g.

TEXT
FROM eclipse-temurin:1l7-jre-alpine

RUN apk update && apk add --no-cache curl vim wget bash unzip util-linux

RUN mkdir /usr/local/Applicare

WORKDIR /usr/local/Applicare

RUN curl http://127.0.0.1:8880/applicare/standalone?filename=ApplicareSingleAgentLinux.zip
>ApplicareSingleAgentLinux.zip

RUN unzip ApplicareSingleAgentLinux.zip

RUN ["rm", "—frv", "/usr/local/Applicare/ApplicareSingleAgentLinux.zip"]

WORKDIR /usr/local/Applicare

WORKDIR /usr/local/Applicare/wrapper/linux

RUN chmod +x install.sh

RUN ["/usr/local/Applicare/wrapper/linux/install.sh"]

Step 2: Specify the server name when creating the Docker container.

While creating the docker container add the server name to the environment variable using -e sname=
<SERVERNAME> and start the container. Replace <SERVERNAME> with the name which we need to add
the agent in Applicare. The <SERVERNAME> should be unique for different containers.

e.g.

-e sname=tomcatcontainer
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BASH

docker container run -it -d -p 8065:8080 ——name containerl —-e sname=tomcatcontainer
19f36bd86c9c
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CONFIGURATION GUIDES > DOCKER

Install Applicare SingleAgent on CentOS

Applicare 9.2 - Updated October 16, 2024 - docker, singleagent, linux - Pending technical review

Step 1: Insert the following scripts immediately after the FROM command in the Dockerfile.

RUN apt-get update && \ apt-get install -y unzip net-tools RUN mkdir /usr/local/Applicare WORKDIR
Jusr/local/Applicare RUN curl
CONTROLLER_PROTOCOL://CONTROLLER_IP:CONTROLLER_PORT/applicare/standalone?
filename=ApplicareSingleAgentLinux.zip >ApplicareSingleAgentLinux.zip RUN unzip
ApplicareSingleAgentLinux.zip RUN ["rm", "-frv", "/usr/local/Applicare/ApplicareSingleAgentLinux.zip"]
WORKDIR /usr/local/Applicare WORKDIR [usr/local/Applicare/wrapper/linux RUN chmod +x install.sh RUN
chmod -R 777 Jusr/local/Applicare RUN ["/usr/local/Applicare/wrapper/linux/install.sh"]

Replace the below values in the above script
CONTROLLER_PROTOCOL -> http (or) https
CONTROLLER_IP -> Applicare Controller IP

CONTROLLER_PORT -> Applicare Controller Port
e.g.

BASH
FROM tomcat:8
RUN apt-get update && \
apt-get install -y unzip
RUN mkdir /usr/local/Applicare
WORKDIR /usr/local/Applicare
RUN curl http://127.0.0.1:8880/applicare/standalone?filename=ApplicareSingleAgentLinux.zip
>ApplicareSingleAgentLinux.zip
RUN unzip ApplicareSingleAgentlLinux.zip
RUN ["rm", "—frv", "/usr/local/Applicare/ApplicareSingleAgentLinux.zip"]
WORKDIR /usr/local/Applicare
WORKDIR /usr/local/Applicare/wrapper/linux
RUN chmod +x install.sh
RUN ["/usr/local/Applicare/wrapper/linux/install.sh"]

Step 2: Specify the server name when creating the Docker container.

While creating the docker container add the server name to the environment variable using -e sname=
<SERVERNAME> and start the container. Replace <SERVERNAME> with the name which we need to add
the agent in Applicare. The <SERVERNAME> should be unique for different containers.

e.d. -e sname=tomcatcontainer

Applicare 9.2 - Arcturus Technologies Inc. Page 72 of 421



Arcturus Technologies - Applicare Configuration Guides

BASH

docker container run -it -d -p 8065:8080 ——name containerl —-e sname=tomcatcontainer
1a28b359235a
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CONFIGURATION GUIDES > DOCKER

Install Applicare SingleAgent in DebianOS

Applicare 9.2 - Updated October 16, 2024 - docker, singleagent, linux - Pending technical review

Step 1: Insert the following scripts immediately after the FROM command in the Dockerfile.

RUN yum update && \ yum -y install wget unzip net-toolsRUN mkdir fusr/local/Applicare WORKDIR
Jusr/local/Applicare RUN curl
CONTROLLER_PROTOCOL://CONTROLLER_IP:CONTROLLER_PORT/applicare/standalone?
filename=ApplicareSingleAgentLinux.zip >ApplicareSingleAgentLinux.zip RUN unzip
ApplicareSingleAgentLinux.zip RUN ["rm", "-frv", "/usr/local/Applicare/ApplicareSingleAgentLinux.zip"]
WORKDIR /usr/local/Applicare WORKDIR [usr/local/Applicare/wrapper/linux RUN chmod +x install.sh RUN
chmod -R 777 Jusr/local/Applicare RUN ["/usr/local/Applicare/wrapper/linux/install.sh"]

Replace the below values in the above script
CONTROLLER_PROTOCOL -> http (or) https
CONTROLLER_IP -> Applicare Controller IP
CONTROLLER_PORT -> Applicare Controller Port

Example:

BASH
FROM tomcat:8
RUN yum update && \
yum -y install wget unzip
RUN mkdir /usr/local/Applicare
WORKDIR /usr/local/Applicare
RUN curl http://127.0.0.1:8880/applicare/standalone?filename=ApplicareSingleAgentLinux.zip
>ApplicareSingleAgentLinux.zip
RUN unzip ApplicareSingleAgentlLinux.zip
RUN ["rm", "—frv", "/usr/local/Applicare/ApplicareSingleAgentLinux.zip"]
WORKDIR /usr/local/Applicare
WORKDIR /usr/local/Applicare/wrapper/linux
RUN chmod +x install.sh
RUN ["/usr/local/Applicare/wrapper/linux/install.sh"]

Step 2: Add server name while creating a Docker container.

When creating the Docker container, set the server name as an environment variable using -e sname=
<SERVERNAME> and start the container. Replace <SERVERNAME> with the name you want to
assign to the agent in Applicare. The <SERVERNAME> should be unique for each container.

e.d.

-e sname=tomcatcontainer
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BASH

docker container run -it -d -p 8065:8080 ——name containerl —-e sname=tomcatcontainer
1a28b359235a

Applicare 9.2 - Arcturus Technologies Inc. Page 75 of 421



Arcturus Technologies - Applicare Configuration Guides

CONFIGURATION GUIDES > DOCKER

Install Applicare SingleAgent in a RedHat Enterprise
Linux (RHEL) Docker Image

Applicare 9.2 - Updated October 16, 2024 - docker, singleagent, linux - Pending technical review

Step 1: Add the following scripts after the command in the Dockerfile.

RUN dnf -y update RUN dnf -y install unzip RUN dnf -y install net-tools RUN mkdir fusr/local/Applicare
WORKDIR /usr/local/Applicare RUN curl
CONTROLLER_PROTOCOL://CONTROLLER_IP:CONTROLLER_PORT/applicare/standalone?
filename=ApplicareSingleAgentLinux.zip >ApplicareSingleAgentLinux.zip RUN unzip
ApplicareSingleAgentLinux.zip RUN ["rm", "-frv", "Jusr/local/Applicare/ApplicareSingleAgentLinux.zip"]
WORKDIR /usr/local/Applicare WORKDIR /usr/local/Applicare/wrapper/linux RUN chmod +x install.sh RUN
chmod -R 777 Jusr/local/Applicare RUN ["/usr/local/Applicare/wrapper/linux/install.sh"]

Replace the below values in the above script
CONTROLLER_PROTOCOL -> http (or) https
CONTROLLER_IP -> Applicare Controller IP
CONTROLLER_PORT -> Applicare Controller Port

Example:

TEXT

FROM tomcat:8

RUN dnf -y update

RUN dnf -y install unzip

RUN mkdir /usr/local/Applicare

WORKDIR /usr/local/Applicare

RUN curl http://127.0.0.1:8880/applicare/standalone?filename=ApplicareSingleAgentLinux.zip
>ApplicareSingleAgentLinux.zip

RUN unzip ApplicareSingleAgentLinux.zip

RUN ["rm", "—frv", "/usr/local/Applicare/ApplicareSingleAgentLinux.zip"]
WORKDIR /usr/local/Applicare

WORKDIR /usr/local/Applicare/wrapper/linux

RUN chmod +x install.sh

RUN ["/usr/local/Applicare/wrapper/linux/install.sh"]

Step 2: Specify the server name when creating the Docker container.

When creating the Docker container, set the server name as an environment variable using -e shame=
<SERVERNAME> then start the container. Replace <SERVERNAME> with the desired name to
register the agent in Applicare. Ensure that <SERVERNAMES> is unique for each container.

e.g.
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-e sname=tomcatcontainer

BASH

docker container run -it -d -p 8065:8080 —-name containerl —-e sname=tomcatcontainer
1a28b359235a
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CONFIGURATION GUIDES > DOCKER

Configuring an agent within an Nginx container using
a (docker-compose.yml) file

Applicare 9.2 - Updated February 27, 2025 - docker, nginx - Pending technical review

Step 1: Create a file called custom_nginx.conf with the content below.

TEXT
user nginx;
worker_processes auto;

pid /var/run/nginx.pid;

events {

worker_connections 1024;

b
http {
log_format main '$remote_addr — $remote_user $time_iso8601 [$request_time] "$request" '
'$status $body_bytes_sent || "$request_body" || "$http_referer" '
'"$http_user_agent" "$http_x_forwarded_for"';
access_log /var/log/access.log main;
access_log /dev/stdout main;
include /etc/nginx/conf.d/*.conf;
¥

Step 2: Add the following location block to the server block in the nginx.conf or default.conf file you are
already using, which is loaded as a Volume mount into the nginx container.

TEXT

location /nginx-status {
stub_status onj;

allow 127.0.0.1;

allow all;

b
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server {
listen 80;
server_name _;
root /srv; # Default root directory for the server
disable symlinks off; # Allow symlinks

location /nginx-status {
stub_status on;
allow 127.0.0.1;
allow all;

¥

location /petstore {
retrun 301 http://192.168.4.48:8880;

}
A

Step 3: If an accesslog line exists in the nginx.conf or default.conf file, comment it out.

Step 4: Download the file agent_startup.sh (sample file, available on the documentation site) from
this link.

Note: While our agent can be directly downloaded into the nginx container, some containers may
lack essential commands like curl or wget and unzip, In such cases, the agent must be downloaded
manually and mounted as a volume in the container.

Step 5: Log in to Applicare console. Go to the Download Agent screen in the left-side menu, Download the
SingleAgentLinux agent and extract it into the designated directory ApplicareSingleAgentLinux in host
machine.

ARCTURUS

LOAD O/min ARTOms SUCCESSO/min  HTTP O/min SOL O/min JNDI O/min WEB SERV... ®5 @0 ®o Admin .
App Analyzer Lt Download Agents Application All v
Server Analyzer

LAMA

Sensor Analyzer

entUpdat }.‘
Alerts
Performance Comparison
Download Agents Using Command Mode
Events Calendar Note: Sudo (Linux) or Administartor (Windows) privilege is required to download the agent in command mode
Server Availability
SingleAgentLinux - Curl SingleAgentLinux - Wget SingleAgentWindows - Powershell
Log Analyzer
Installer ¢ Copy Installer €1 Copy Installer €2 Copy
Reports
export PROTOCOL=http IP=192.168.2.3 PORT= export PROTOCOL=http IP=192.168.2.3 PORT= $env:PROTOCOL="http":Senv:IP="192.168.2.
Server Comparison 80: bash -¢ "$(curl -k -noproxy '* SPROTOCO 80; bash <(wget --no-check-certificate —-no-prox 3"%env:PORT='80":$ProgressPreference='Sile
L://$IP:3$PORT/applicare/standalone?filename= y -qO- SPROTOCOL://$IP:3PORT/applicare/stan ntlyContinue';invoke-WebReguest -Uri http://

AWS curllinuxinstall) dalone?filename=wgetlinuxinstall) 192.168.2.3:80/applicare/standalone?filenam
e=windowsagentinstall.ps1 -OutFile $pwd\wi
Kubernetes ndowsagentinstall.ps1;./windowsagentinstall. ~

Update & Copy Update

&
o

Update &1 Copy
&> Download Agents 21 Cop!
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Step 6: In the 'agentscripts' directory within the extracted ApplicareSingleAgentLinux folder, locate
and edit the 'startAgent.sh' file. Before the line containing 'JAVA_OPTS', insert the following line and
save the changes.

BASH
JAVA_HOME_PATH=/usr/bin/java
export JAVA_HOME_PATH

if [[ $(uname -s) == "Darwin™ ]]; then
JAVA HOME PATH="$ARCTURUS HOME/jre/mac/zulu-8 jre/Contents/Home"
else
JAVA _HOME_PATH="$ARCTURUS_HOME/jre/linux/jre"
fi
#export JAVA_HOME

JAVA HOME_PATH=/usr/bin/java
export JAVA_HOME_PATH

JAVA OPTS="-noverify -Xmx1024m -Dserver.name=$SERVER_NAME -javaagent:$§
#JAVA OPTS=" $JAVA OPTS -Darcturus_info pass=arcturus -Darcturus_debug
export JAVA OPTS

Step 7: Add the following command in your existing docker-compose.yml file.
hostname: The name which we need to add the agent in Applicare entrypoint: ["sh", "-c"]

command: > 'apk add --no-cache openjdk8-jre && chmod +x [usr/local/agent_startup.sh &&
Jusr/local/agent_startup.sh && nginx -g "daemon off;""

Add the following line to the Volume mount line in that yml file.

- where the agent_startup.sh file is located/agent_deploy.sh:/usr/local/agent_startup.sh - where the
agent directory is located/ApplicareSingleAgentLinux:/usr/local/ApplicareSingleAgentLinux - where the
custom_nginx.conf file is located/custom_nginx.conf:/etc/nginx/nginx.conf

Example:
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BASH

version: '3.8'

services:

nginx:

image: nginx:1l.23-alpine
container_name: nginx-server

restart: always

hostname: nginx_agent

entrypoint: ["sh", "-c"]

command: >
'apk add —-no-cache openjdk8-jre &&
chmod +x /usr/local/agent_startup.sh &&
/usr/local/agent_startup.sh &&

nginx -g "daemon off;"'

ports:
- '"85:80"
— "443:443"

volumes:
- /usr/local/agent_startup.sh:/usr/local/agent_startup.sh
- /usr/local/ApplicareSingleAgentLinux:/usr/local/ApplicareSingleAgentLinux

— /usr/local/custom_nginx.conf:/etc/nginx/nginx.conf

Step 8: After the container starts, the agent is automatically added with the Applicare controller. To
manage it, log in to the Applicare console and go to the Overview menu. Find the newly added agent,
select it, and click Edit to configure as needed.
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Note: If the sub_status module is available, continue with Step 9. Otherwise, skip Step 9 and move

directly to Step 10.

Step 9: Enable the "Add Nginx Configuration" checkbox and add the below values.

1. Log file path
2. Nginx Host
3. Nginx Port

4. Nginx Protocol

¢ Click the update button to save.
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~/ Add Nginx Configuration

Log File Path | /. 2 iograccess log

Nginx Host 127 0.0.1

Nginx Port 80
Nginx Protocol: HTTP -
Add 1IS Server log location
Add generic data importer log locations
Add Azure |1S Configuration
Enable Process Availability Monitoring -

e

Step 10: Select the "Add Nginx Configuration" checkbox and add the below values.
1. Log file path

¢ Click the update button to save.

/| Add Nginx Configuration

Log File Path | 2 r10g/access log
Nginx Host |
Nginx Port
Nginx Protocol: HTTP ~

Add IS Server log location
Add generic data importer log locations
Add Azure 11S Configuration
Enable Process Availability Monitoring q
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CONFIGURATION GUIDES > DOCKER

Agent configuration in Nginx container

Applicare 9.2 - Updated September 16, 2025 - docker, nginx - Pending technical review

If the nginx.conf file is not on the local machine, copy the file from the nginx container and save it on
the local machine.

Run the following command to copy the nginx.conf file from nginx container to local machine, replacing
<container_id> with your actual container ID or name

BASH

docker cp <container_id>:/etc/nginx/nginx.conf ./nginx.conf

Note: The following changes need to be made to the nginx.conf file that is passed from the local machine
to the nginx container.

Step 1: Edit the nginx.conf file and comment out the existing log format and replace it with the following
log_format.

TEXT

log_format main '$remote_addr — $remote_user $time_iso8601 [$request_time] "$request" '
'$status $body_bytes_sent || "$request_body" || "$http_referer" '
'"$http_user_agent" "$http_x_forwarded_for"';

log format main '$remote addr - Sremote user S$time is08601 [Srequest time] "Sregquest" '
'Sstatus Sbhody bytes sent || "Srequest body" || "Shttp referer" '
'"Shttp user_agent" "Shttp x forwarded for™';

access log logs/access.log main;

Step 2: If the access_log line is commented out, Please uncomment it.

log format main '$remote addr - Sremote user S$time iso8601 [Srequest time] "Srequest" ’
'$status Sbody bytes sent || "Srequest body" || "Shttp referer" '
'"Shttp user agent" "Shttp x forwarded for™';

access_log logs/access.log main;

Note: If the sub_status module is available, proceed with Step 3 as outlined. However, if the module
is not available, skip Step 3 and proceed directly to Step 4.

Step 3: Insert the following lines within the server module.

location /nginx-status { stub_status on; allow 127.0.0.1; deny all; }
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server |
listen 82;
server name localhost:

#charset koi8-r:
#access log logs/host.access.log main;
location / {

root hitml 2
index index.html index.htm;

location /nginx-status {
stub status on:
allow 127.0.0.1:;
deny all;

Step 4: Download the file agent_deploy.sh from this link.

Note: We can easily download our agent directly into the nginx container, but some containers do
not have commands like curl or wget and unzip, so we have to download our agent manually and
mount the volume to the container.

Step 5: Login to Applicare console. Go to the Download Agent screen in the left-side menu, Download the
SingleAgentLinux agent and extract it into the designated directory ApplicareSingleAgentLinux in local
machine.

ARCTURUS

LOAD O/min ARTOms SUCCESSO/min  HTTP O/min SOL O/min JNDI O/min WEB SERV... ®5 @0 ®o Admin .
App Analyzer Home - Download Agents Application All v
Server Analyzer

LAMA

Sensor Analyzer

Alerts

Performance Comparison
Download Agents Using Command Mode

Events Calendar Note: Sudo (Linux) or Administartor (Windows) privilege is required to download the agent in command mode

Server Availability

SingleAgentLinux - Curl SingleAgentLinux - Wget SingleAgentWindows - Powershell
Log Analyzer
Installer ¢ Copy Installer €1 Copy Installer &1 Copy
Reports
export PROTOCOL=http IP=192.168.2.3 PORT= export PROTOCOL=http IP=192.168.2.3 PORT= $env:PROTOCOL="http":Senv:IP="192.168.2.
Server Comparison 80: bash -¢ "$(curl -k -noproxy '* SPROTOCO 80; bash <(wget --no-check-certificate —-no-prox 3"%env:PORT='80":$ProgressPreference='Sile
L://$IP:3$PORT/applicare/standalone?filename= y -qO- SPROTOCOL://$IP:3PORT/applicare/stan ntlyContinue';invoke-WebReguest -Uri http://
AWS curllinuxinstall) dalone?filename=wgetlinuxinstall) 192.168.2.3:80/applicare/standalone?filenam

e=windowsagentinstall.ps1 -OutFile $pwd\wi
Kubernetes ndowsagentinstall.ps1;./windowsagentinstall. ~

Update & Copy Update

&
o

Update &1 Copy
&> Download Agents 21 Cop!
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Step 6: Add the following command along with the command that starts the container.

Add the following command before the image name.

TEXT
-v where the agent_deploy.sh file is located/agent_deploy.sh:/usr/local/agent_deploy.sh-v
ApplicareSingleAgentLinuxDirectory:/usr/local/ApplicareSingleAgentLinux——entrypoint sh ——

hostname The name which we need to add the agent in Applicare

Add the following command after the image name.

TEXT
-c 'rm /var/log/nginx/access.log && touch /var/log/nginx/access.log && chown nginx:nginx

/var/log/nginx/access.log && chmod +x /usr/local/agent_deploy.sh &&
/usr/local/agent_deploy.sh && nginx —g "daemon off;"'

Example:

BASH
docker run -d ——name nginx -v /home/nginx/nginx.conf:/etc/nginx/nginx.conf:ro -v
/var/run/docker.sock:/tmp/docker.sock:ro -p 81:80 -v
/home/nginx/agent_deploy.sh:/usr/local/agent_deploy.sh -v
/root/ApplicareSingleAgentLinux:/usr/local/ApplicareSingleAgentLinux --entrypoint sh —-
hostname jpetstore nginx -c 'rm /var/log/nginx/access.log && touch /var/log/nginx/access. log
&& chown nginx:nginx /var/log/nginx/access.log && chmod +x /usr/local/agent_deploy.sh &&
/usr/local/agent_deploy.sh && nginx —-g "daemon off;"'

Note:
rm Jvar/log/nginx/access.log= Deletes the file or symbolic link at /var/log/nginx/access.log

touch Jvar/log/nginx/access.log= Creates a new, empty file at /var/log/nginx/access.log if it doesn't
already exist.

chown nginx:nginx [varf/log/nginx/access.log= Changes the ownership of /var/log/nginx/access.log to
the nginx user and group.

Step 7: Once the container starts, the agent will be automatically added to the Applicare controller. To
manage it, log in to the Applicare console and go to the Overview menu. Find the newly added agent,
select it, and click Edit to configure as needed.
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Note: If the sub_status module is available, proceed with Step 8 as outlined. However, if the module
is not available, skip Step 8 and proceed directly to Step 9.

Step 8: Enable the "Add Nginx Configuration" checkbox and add the below values.

1. Log file path
2. Nginx Host
3. Nginx Port

4. Nginx Protocol

¢ Click the update button to save.
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/| Add Nginx Configuration

Log File Path | ivar/loginginx/access log |

s

MNginx Host 127 0.0.1

Mginx Port | 80 |

Mginx Protocol: HTTP

Add IS Server log location
Add generic data importer log locations
Add Azure IS Configuration

Enable Process Availability Monitoring -

C——

Step 9: Enable the "Add Nginx Configuration" checkbox and add the below values.

1. Log file path

¢ Click the update button to save.

/' Add Nginx Configuration

Log File Path |\ ar0g/nginx/access.log|
Nginx Host
Nginx Port
Nginx Protocol: HTTP v

Add IS Server log location
Add generic data importer log locations
Add Azure IS Configuration

Enable Process Availability Monitoring
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CONFIGURATION GUIDES > DOCKER

Deploy the agent in the Nginx-proxy container

Applicare 9.2 - Updated February 27, 2025 - docker, nginx - Pending technical review

Note: This step is only necessary when initially creating the container that deploys the agent. For
subsequent operations, such as stopping and restarting the container, the steps below are not needed.

Step 1: Edit the default.conf file and comment out the existing log format and replace it with the following
log_format.

TEXT
log_format main escape=default '$remote_addr — $remote_user $time_iso8601 [$request_timel
"$request" $status $body_bytes_sent "$http_referer" "$http_user_agent"
"$http_x_forwarded_for" "$upstream_addr" $host';

gzip_types text/plain text/css application/javascript application/json application/x-javascript text/xml application/xml application/xml+rss
#log_format vhost escape=default "$host $remote_addr - $remote_user [$time_local] "$request™ $status $body_bytes_sent "$http_referer™ "$http
log_format vhost escape=default ‘$remote_addr - $remote_user $time_isoB86@01 [$request_time] "$request™ $status $body_bytes_sent “$http_refere
access_log off;

Step 2: If there is a line called access_log off, comment out that line and add it to the below condition in
the next line.

TEXT
access_log /var/log/nginx/access.log main;

access_log /dev/stdout main;

log format vhost escape=default ‘$remote addr - $remote_user $time_iso8601 [$request_time] "$request”
access_log off;
ccess_log /var/log/nginx/access.log vhost;
ccess_log /dev/stdout vhost;
53531 _Pprotocols TLovVl.Z TLOV1.J,
ssl_ciphers 'ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256: ECDHE-ECDSA-AES256-GCM-SHA
ssl_prefer_server_ciphers off;
error_log /dev/stderr;

Note: If the sub_status module is available, proceed with Step 3 as outlined. However, if the module
is not available, skip Step 3 and proceed directly to Step 4.

Step 3: Add the following lines into the http server module.

YAML
Syntax:

location /nginx-status {stub_status on;allow IPADDRESS;
deny all;}

Example:
location /nginx-status {stub_status on;allow 192.168.1.7;
allow all;}
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server {
server_name _; # This is just an invalid value which will never trigger on a real hostname.
server_tokens off;
access_log /var/log/nginx/access.log vhost;
access_log /dev/stdout vhost;
http2 on;
listen 80;
listen 443 ssl;
ssl_session_cache shared:S5L:50m;
ssl session_tickets off;
# No default certificate found, so reject SSL handshake;
ssl_reject_handshake on;
location "~ / {
return 5@3;

¥

location /nginx-status {
stub_status on;
allow 192.168.1.8;
allow all;

)

Step 4: Download the file agent_deploy.sh (sample file, available on the documentation site) from
this link. Edit the file and change the protocol, IP, and port as shown below.

TEXT
PROTOCOL="<Applicare_protocol>"
IP="<Applicare_IP>"
PORT="<Applicare_port>"

<Applicare_protocol>= The protocol used by the Applicare controller is http or https.
<Applicare_IP>= IP of the machine running Applicare controller
<Applicare_port>= Applicare controller running port

Step 5: Access the Applicare console. Go to the Download Agent screen in the left-side menu,
Download the SingleAgentLinux agent and extract it into the designated directory.
ApplicareSingleAgentLinux.
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ARCTURUS

LOAD O/min ARTOms SUCCESS Gimin  HTTP O/min SQL O/min JNDI O/min WEB SERV... ®5 @0 @0 Admin .
App Analyzer Home - Download Agent Application Al v
Server Analyzer

LAMA

Sensor Analyzer

Alerts

Performance Comparison
Download Agents Using Command Mode

Events Calendar Note: Sudo (Linux) or Administartor (Windows) privilege is required to download the agent in command mode

Server Availability

SingleAgentLinux - Curl SingleAgentLinux - Wget SingleAgentWindows - Powershell
Log Analyzer
Installer ¢ Copy Installer ¢ Copy Installer 1 Copy
Reports
rt PROTOCOL=http IP=192.168.2.3 PORT= export PROTOCOL=http IP=192.168.2.3 PORT= $env:PROTOCOL="http’;Senv:IP="192.168.2

Server Comparison sh -¢ "$(curl -k -noproxy '*' $PROTOCO -check-certificate —no-prox 3"$env:PORT='80";$ProgressPreference='Sile
://$IP:$PORT/applicare/standalone?filename= y -qO- SPROTOCOL://$IP:3PORT/applicare/stan ntlyContinue';invoke-WebRequest -Uri http://
AWS curllinuxinstall) dalone?filename=wgetlinuxinstall)

sagentinstall.ps1 -OutFile $pwd\
Kubemetes ndows ntinstall.ps1;./windowsagentinstall. ~

Update 3 Copy Update 1 Copy Update €1 Copy
&> Download Agents S =; : e

Step 6: Add the following command along with the command that starts the container.

Add the following command before the image name.

TEXT

-v where the agent_deploy.sh file is located/agent_deploy.sh:/usr/local/agent_deploy.sh
—-v ApplicareSingleAgentLinuxDirectory:/usr/local/ApplicareSingleAgentLinux

——entrypoint sh

——hostname The name which we need to add the agent in Applicare

Add the following command after the image name.

TEXT

-c 'rm /var/log/nginx/access.log && touch /var/log/nginx/access.log && openssl dhparam -out
/etc/nginx/dhparam/dhparam.pem 2048 && chown nginx:nginx /var/log/nginx/access.log && chmod
+x /usr/local/agent_deploy.sh && /usr/local/agent_deploy.sh && nginx —-g "daemon off;"'

Example:

BASH

docker run -d ——-name nginx -v /home/nginx/nginx.conf:/etc/nginx/nginx.conf:ro -v
/var/run/docker.sock:/tmp/docker.sock:ro -p 81:80 —p 443:443 -v
/home/nginx/agent_deploy.sh:/usr/local/agent_deploy.sh -v
/root/ApplicareSingleAgentLinux:/usr/local/ApplicareSingleAgentLinux --entrypoint sh ——
hostname jpetstore jwilder/nginx-proxy —-c 'rm /var/log/nginx/access.log && touch
/var/log/nginx/access.log && openssl dhparam —-out /etc/nginx/dhparam/dhparam.pem 2048 &&
chown nginx:nginx /var/log/nginx/access.log && chmod +x /usr/local/agent_deploy.sh &&
/usr/local/agent_deploy.sh && nginx —g "daemon off;"'

Note:
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rm Jvarflog/nginx/access.log= Deletes the file or symbolic link at /var/log/nginx/access.log

touch Jvar/log/nginx/access.log= Creates a new, empty file at /var/log/nginx/access.log if it doesn't
already exist.

openssl dhparam -out Jetc/nginx/dhparam/dhparam.pem 2048= This command creates the DH
parameters essential for SSL/TLS encryption, to enhancing secure communication and ensuring forward
secrecy.

chown nginx:nginx [var/log/nginx/access.log= Changes the ownership of /var/log/nginx/access.log to
the nginx user and group.

Step 7: Once the container starts, the agent will be automatically added to the Applicare controller. To
manage it, log in to the Applicare console and go to the Overview menu. Find the newly added agent,
select it, and click Edit to configure as needed.

Servers
Enterprise

i Server (1) Application Host Name Current Status
Overview

Find Server Find App Find Host Find Status
Operations Center

jpetstore_sa jpetstore jpetstore/172.17.0.3 Connected

User Experience

Synthetic User Experience

Business Transactions

App Analyzer

Server Analyzer

LAMA

API Performance

Sensor Analyzer

Alerts

+ Add (£ Edit of Manage Applications = Update Agent

Note: If the sub_status module is available, proceed with Step 8 as outlined. However, if the module
is not available, skip Step 8 and proceed directly to Step 9.

Step 8: Enable the "Add Nginx Configuration" checkbox and add the below values.

1. Log file path
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2. Nginx Host
3. Nginx Port
4. Nginx Protocol

¢ Click the update button to save.

v Add Nginx Configuration

09 FIE PAIN 1 varfioginginwaccess.log

MNginx Host 127 0.0.1

Mginx Port | 80

Mginx Protocol: HTTP -

Add IS Server log location
Add generic data importer log locations
Add Azure [IS Configuration

Enable Process Availability Monitoring

Configuration Guides

C——

Step 9: Enable the "Add Nginx Configuration" checkbox and add the below values.

1. Log file path

¢ Click the update button to save.
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/' Add Nginx Configuration

Configuration Guides

Log File Path | ar0g/nginx/access.log|
Nginx Host
Nginx Port
Nginx Protocol: HTTP v

Add IIS Server log location
Add generic data importer log locations
Add Azure 1IS Configuration

Enable Process Availability Monitoring
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CONFIGURATION GUIDES > KUBERNETES

.NET monitoring in Kubernetes

Applicare 9.2 - Updated July 18, 2025 - dotnet, kubernetes - Pending technical review

Before you begin .NET monitoring installation, ensure the Applicare Collector is already installed and
actively running on your Applicare Controller machine. For detailed instructions on setting up the
collector, please refer to our guide: Applicare Collector Configuration on Linux/Ubuntu

To install the operator in an existing cluster, install cert-manager, if it is not already installed.

BASH
kubectl apply —-f https://github.com/cert-manager/cert-manager/releases/download/v1.18.2/cert—

manager.yaml

Install Opentelemetry operator in your Kubernetes cluster.

BASH
kubectl apply —f https://github.com/open-telemetry/opentelemetry—

operator/releases/latest/download/opentelemetry—operator.yaml

Create a file dotnet-instrumentation.yaml and add the below content and save it.

YAML
apiVersion: vl
kind: Namespace
metadata:
name: applicareotel-ns
labels:
name: applicareotel-ns

apiVersion: opentelemetry.io/vlalphal
kind: Instrumentation
metadata:
name: dotnet-instrumentation
namespace: applicareotel-ns
spec:
exporter:
endpoint: http://<APPLICARE_CONTROLLER_IP>:4318
propagators:
- tracecontext
- baggage
dotnet:

image: ghcr.io/open-telemetry/opentelemetry-operator/autoinstrumentation-dotnet:1.9.0
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Before deploying the above Instrumentation, ensure you replace the following placeholders:

<APPLICARE_CONTROLLER_IP> : Replace this with the actual IP address or hostname of your Applicare
controller instance

After creating the yaml file, execute the command below.

BASH
kubectl apply —-f dotnet-instrumentation.yaml

Add the below annotation in your application and redeploy the application.

TEXT
instrumentation.opentelemetry.io/inject—-dotnet: "applicareotel-ns/applicaredotnet—

instrumentation"

apiVersion: apps/vl

kind: Deployment

-metadata:

E name: applicareapp
namespace: applicare-ns

replicas:
selector:
matchLabels:
app: applicareapp
template:
metadata:
labels:
app: applicareapp
annotations:
instrumentation.opentelemetry.ioc/inject-dotnet: "applicareotel-ns/applicaredotnet-instrumentation”
spec:
containers:
- name: webapplicationl
image: applicare9l0/applicareapp:dotnetcore
ports:
- containerPort:
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CONFIGURATION GUIDES > KUBERNETES

Install OTel agent in Kubernetes cluster

Applicare 9.2 - Updated September 10, 2025 - kubernetes, opentelemetry - Pending technical review

Step 1: Install the OTel log agent on the Kubernetes cluster. Download the yaml file and replace
<Applicare_lp> on line 53 of the yaml file with the IP of the machine running the Applicare controller.

If have Wget, execute the command below.

BASH
sudo wget

https://applicare.blob.core.windows.net/demoapplication/applicare_log_collector.yaml

TEXT
*% (OR) %k

If have Curl, execute the command below.

BASH
sudo curl -0

https://applicare.blob.core.windows.net/demoapplication/applicare_log_collector.yaml

Then apply that yaml file to install collector in Kubernetes cluster.

BASH
kubectl apply —f applicare_log_collector.yaml
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CONFIGURATION GUIDES > KUBERNETES

Local Kubernetes Monitoring

Applicare 9.2 - Updated March 24, 2026 - kubernetes - Pending technical review

Step 1: Run kubectl top nodes in your Kubernetes environment. If you do not see the details as expected,
proceed to Step 2 if the information is displayed correctly, move on to Step 3.

C:\Windows\s em32>kubectl top nod
NAME ( )  CPU%

o

minikube ] o%

Step 2: Install the metrics server in your Kubernetes cluster. Execute the following command to deploy the
metrics pod.

kubectl apply -f https://github.com/kubernetes-sigs/metrics-
serverfreleases/latest/download/components.yaml

Check if the metrics server is running by executing the following command.

kubectl get pods -n kube-system

ller-man ; 1/1 Runn

kube-p -kmsnd 1/1 Runnir
er-mini ; 7 Bunmni

If the metrics server is running, proceed to step 3. If it is not running,
follow the steps below

1: Edit the configuration file by running the following command.

BASH

kubectl edit deployments.apps —n kube-system metrics—server

2: Add the following lines under in the spec: container: args: in the configuration file and save your
changes.

TEXT

— —kubelet-insecure-tls
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type: HollingUpdate
template:
metadata:
creationTimestamp: null
labels:

k8e omn: motrics coruan
Fr

spec:
containers:
- args:
- --cert-dir=/tmp T
- --secure-port=4443
- --kubelet-preferred-address-types=InternallP,ExternallP,Hostname
- --kubelet-use-node-status-polrt
- --metric-resolution=15s
- --kubelet-insecure-tls
TMage - 5. prr Jojmetrics-server/metrics-server:vd. 6.1
imagePullPolicy: IfMNotPresent
livenessProbe:
failureThreshold: 3
httpGet:

e 1 Sarm—

3: After a few minutes, run the command kubectl get pods -n kube-system to check if the metrics
server is running. If it is, running skip the following step.

4: Edit the configuration file by running the command kubectl edit deployments.apps -n kube-system
metrics-server update the lines under spec: container: args: and save your changes.

TEXT
— ——kubelet-preferred-address—-types=InternallIP

type: HollingUpdate
template:
metadata:
cregtionTimestamp: null
labels:

l!"s:al: S m"'l"".| i Eoll = N a AW =N
rr

spec:
containers:
- args:
- --cert-dir=/tmp
- --spcure-port=4443
- --kubelet-preferred-address-types=InternallP
- --kubelet-use-node-status-port
- --metric-resolution=15s
- --kubelet-insecure-tls
image: kfs gor io/metrics-server/metrics-server:vi 6.1
imagePullPolicy: IfMNotPresent
livenessProbe:
failureThreshold: 3
httphet:

e 1 Sarm—

5: To verify that the metrics API server is running, execute the following command and review the output:
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kubectl top nodes

C: \Windowsy,
MNAME

minikube

SingleAgent should be deployed in the machine where Kubernetes cluster is running.
Step 3: Refer here to install SingleAgent and start.
Once the agent is started, it will automatically be added to the Applicare Console.

Step 4. Run the following command and record the cluster server details for configuration.

BASH

kubectl config view

Cluster IP : kubernetes.docker.internal

Port : 6443
Protocol : https

Step 5: Log in to Applicare Console and navigate to the Overview screen, select the newly added server
and click Edit button.

Step 6: Enable the Add Kubernetes Monitoring checkbox and enter the configuration details. Leave the
Token field empty and click the update button.
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~/ Add Kubernetes Monitoring

o Cluster IP | kubernetes.docker.internal

e Port | g443
e Protocol HTTPS v

Token

Host Name IP

o I Emr

We can edit or delete the kubernetes configuration from both the Overview or Kubernetes menu.

Overview Menu

Update
Select the row and click Edit button and update the details and click Update button.

ARCTURUS » Key Business Txn Add Nginx Configuration
INSTANT INNOVATION LOAD 0/min ARTOms SU .
Add IIS Server log location

Home « Overview v | EE LAST 15 MINUTES ~
Add generic data importer log locations :I
Servers Add Azure 1IS Configuration e 5
server Enable Process Availability Monitoring lj Agent Type |
Tl o Senss ‘_ Disable Hardware Profiling Bnd Aeert Tioe
verview =
Agent19 ) 12... | Standalone
Enable .NET profiling
| Agent20 o ... | Standalone
~/| Add Kubernetes Monitoring
Agent22 ] ... Standalone
Agent23 Cluster IP | kubernetes.docker.internal N Fr—
Agent24 Port | 6443 ... | Standalone
Agent25 Protocol HTTPS v ... | Standalone
Agent26 Token 2... | Standalone
Agent27 ... | Standalone
Host Name IP
Agent28 ... | Standalone
DESKTOP-R5G4LSM DESKTOP-R5GALSM_tc_99736 192.168.0.107 =
Agent29 ... | Standalone
DESKTOP-R5G4L5M DESKTOP-R5GAL5M _sa 192.168.0.109
Agent30 - 2... | Standalone
Agent5 e ~12... | Standalone
ente ... | Standalone
A8 I = Update | of Manage Applications
| Agent7 ] ... | Standalone - IS -

+Adde # Edit 1 Pause ® Delete + Configure Dynamic Instrumentation

Delete

Select the row and click Edit button and uncheck the Add the Kubernetes Monitoring checkbox and
click Update button.
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Host Name

Kubernetes Menu

Update

= Update OF Manage Applications

Select the row and click Edit button and update the details and click Save button.

Update Cluster Configuration

Cluster IP

kubernetes.docker.internal

port | 6443

Protocol

Token

Server

DBMP-3.fios-router.nome_sa

Delete

Select the row and click Delete button.
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Home - Kubernetes Application LAST 15 MINUTES ~

Kubernetes Clusters

Cluster IP ~ Port v Protocol~ Server v Nodes v~ Namespw. |Pods ~ Serviees

1 T T T T T T 3
kubernetes.docker.internal 6443 HTTPS DBMP-3.... 1 6 12 6 I B

W Edit [ H Delete |
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CONFIGURATION GUIDES > KUBERNETES

Remote Kubernetes Monitoring

Applicare 9.2 - Updated June 20, 2026 - kubernetes - Pending technical review

1. Create an applicare-setup.yml file with the below content:
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YAML
apiVersion: vl
kind: Namespace
metadata:
name: applicare
apiVersion: vl
kind: ServiceAccount
metadata:
name: applicare
namespace: applicare
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: applicareapi-cluster-role
rules:
# Core inventory + storage objects
- apiGroups: [""]
resources:

— nodes

namespaces
- pods
- services
- events
- endpoints
- configmaps
— persistentvolumeclaims
- persistentvolumes
- replicationcontrollers
verbs: ["get", "list", "watch"]
# Container log reads (fixes "Failed to get log details ... 403")
- apiGroups: [""]
resources:
— pods/log
verbs: ["get"]
# Kubelet Summary API + cAdvisor via the API-server proxy:
# GET /api/vl/nodes/<node>/proxy/stats/summary —> pod disk (ephemeral + PVC) and
network
# GET /api/vl/nodes/<node>/proxy/metrics/cadvisor —> CPU throttling
# nodes/proxy is a distinct RBAC subresource; granting ''nodes" above does NOT cover it.
- apiGroups: [""]
resources:
- nodes/proxy
- nodes/stats
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- nodes/metrics
verbs: ["get"]
# Resource quotas per namespace (near-limit alerting)
- apiGroups: [""]
resources:
- resourcequotas
- limitranges
verbs: ["get", "list", "watch"]
# Events via the newer events.k8s.io API group
- apiGroups: ["events.k8s.io"]
resources:
- events
verbs: ["get", "list", "watch"]
# CPU / memory metrics (KubernetesNodesMetrics / ContainerMetrics jobs)
- apiGroups: ["metrics.k8s.io"]
resources:
- nodes
- pods
verbs: ["get", "list"]
# Workload objects (desired-vs—ready replica health)
- apiGroups: ["apps"]
resources:
- deployments
- replicasets
- statefulsets
- daemonsets
verbs: ["get", "list", "watch"]
# Batch workloads (Job / CronJob failure monitoring)
- apiGroups: ["batch"]
resources:
- jobs
— cronjobs
verbs: ["get", "list", "watch"]
# Ingress resources — topology Ingress-Service-Pod chain
- apiGroups: ["networking.k8s.io"]
resources:
— ingresses
- ingressclasses
verbs: ["get", "list", "watch"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: applicareapi-cluster-role-binding
subjects:

— kind: ServiceAccount
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name: applicare
namespace: applicare
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: applicareapi-cluster-role
apiVersion: vl
kind: Secret
metadata:
name: applicare-token
namespace: applicare
annotations:
kubernetes.io/service-account.name: applicare
type: kubernetes.io/service-account-token

2. Execute the below command in the same directory where the file was created:

BASH

kubectl apply —-f applicare-setup.yml

3. Execute kubectl top nodes in the kubernetes.

C:\Windows\sy
NAME (

minikube

If you are not able to view the below details, then: Install metrics pod in Kubernetes. Execute the
below command to install metrics pod:

o kubectl apply -f https://github.com/kubernetes-sigs/metrics-
server[releases/latest/download/components.yaml

Check if the metrics server is running by executing the below command.

o kubectl get pods -n kube-system

kubernet cube t pods -n kube

E RE}

edns-6d4b75cbad-17n9m i
Runnir
Runn
Runnir

Runni
Bunn

If it is still not running, then follow the below steps:
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+ Step 1: Edit the configuration file by executing the below command.

BASH
kubectl edit deployments.apps —n kube-system metrics—server

o Step 2: Add the below lines in the spec: container: args: and save the file.

TEXT
- ——kubelet-insecure-tls

type: HollingUpdate
template:
metadata:
creationTimestamp: null
labels:
k8s-3pn: metrics-sepryer
spec:
containers:
- args:
- --cert-dir=/tmp T
- --secure-port=4443
- --kubelet-preferred-address-fypes=InternallP,ExternallP,Hostname
- --kubelet-use-node-status-polrt
- --metric-resolution=15s
--kubelet-insecure-tls
Image: s g dometrics-server/metrics-server:ve.6.1
imagePullPolicy: IfMotPresent
livenessProbe:
failureThreshold: 3
httpGet:
ol w F1 S rm—

o Step 3: After a few minutes, execute the command kubectl get pods -n kube-system and check if
the metrics server is running.
o Ifitis not running, then: Edit the configuration file by executing the command kubectl edit
deployments.apps -n kube-system metrics-server modify the below lines in the spec:
container: args: and save it.

TEXT
- ——kubelet-preferred-address—-types=InternallIP

Applicare 9.2 - Arcturus Technologies Inc. Page 108 of 421



Arcturus Technologies - Applicare Configuration Guides

type: HollingUpdate
template:
metadata:
creationTimestamp: null
labels:

k8e omn: motrics coruan
Fr

spec:
containers:
- args:
- --cert-dir=/tmp
- _--secure-port=~4443
- --kubelet-preferred-address-types=InternallP
- --kubelet-use-node-status-port
- --metric-resolution=15s
- --kubelet-insecure-tls
image: kfs ger. do/metrics-server/metrics-server:vid 6.1
imagePullPolicy: IfMNotPresent
livenessProbe:
failureThreshold: 3
httpGet:

e 1 Sarm—

« Step 4: To verify the metrics APl server is running, execute the below command and check kubectl
top nodes.

NAME

minikube

4. Refer here to install SingleAgent and start.
* Once we start the agent it will be added to Applicare Console.

5. Execute the below command one by one to get the Cluster IP and Token. Copy the $APISERVER and
$TOKEN value for configuration.

To get APISERVER and TOKEN in PowerShell:

TEXT
$APISERVER = kubectl config view ——minify -o jsonpath='{.clusters[@].cluster.server}'
Write-Host "APISERVER: $APISERVER"

$TOKEN = kubectl get secret applicare-token -n applicare -o jsonpath='{.data.token}' |
ForEach-Object {

[System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String($_)) }
Write-Host "TOKEN: $TOKEN"

To get APISERVER and TOKEN in Bash
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BASH

APISERVER=$(kubectl config view ——minify -o jsonpath='{.clusters[0].cluster.server}')

echo "APISERVER: $APISERVER"

TOKEN=$ (kubectl get secret applicare-token -n applicare -o jsonpath='{.data.token}' | base64
—-decode)

echo "TOKEN: $TOKEN"

6. Login into the Applicare console and go to the Overview screen. Select the newly added server and
click the Edit button.

7. Enable the Kubernetes Integration checkbox and add the configuration details.

8. Remove the "https:/[ (or) http:/[" and port in APISERVER value and Paste the remaining value in the
CLUSTER IP field.

9. Copy the TOKEN value and paste it in the BEARER TOKEN field.
10. Enter the Kubernetes running port in the PORT field.

11. Select the Kubernetes protocol from the PROTOCOL dropdown. Protocol details will be available in the
APISERVER. "https:// (or) http://"

12. Click the Update Server button.

Kubernetes Integration

CLUSTER IP PORT PROTOCOL

aks-cluster 443 HTTPS ~

BEARER TOKEN

[] Redis Monitoring

Cancel Update Server

* Note: We can edit or delete the Kubernetes configuration from both the Overview or Kubernetes
menu.

Overview Menu

Update
» Select the row and click the Edit button to update details and then click the Update button.
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) Server Overview 2

@ <> JVM Args B8 Manage Apps  Update Agent £ Restart Agent Il Pause

e}

Windows 2 Linux 0O macOS 0O Other

Servers (2)

S ServerMap 2

Q Search servers...

Server App
® Connected1 , @ PauseO | @ Offline1 || == DESKTOP-UQPIFFO I DE!
] Tomcat DES
Delete

o Select the row and click the Edit button and Uncheck the Add the Kubernetes Monitoring checkbox.
Then, click the Update button.

O Edit Server — DESKTOP-UQPIFFO X

IP / HOST ADDRESS *

127.0.01
PROTOCOL SOAP PORT APPLICATION
HTTP v 8081 DESKTOP-UQPIFFO X

(J Node Monitoring Port  [] Disable Auto Discovery [_] Disable Hardware Profiling [_] Process Availability (] Disable ART
[7] Disable Throughput [_] Docker Monitoring [ ] Enable .NET Profiling [ Individual Transaction Tracing

(] Enable LAMA Disk Metrics

%
[] Azure Integration v
[] Kubernetes Integration w
[] Redis Monitoring v
(] COBOL Log o
[] Custom Log v

Cancel Update Server I
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Kubernetes Menu

Update

o Select the row and click the Edit button to update details. Then, click the Save button.

< Clusters

Cluster IP Port

aks-test-rg-aks-test-97f968-ymaglobyb. hep.centralindia.azmkBs.io 443

s

& Edit (1 Delete

Delete

e Select the row and click the Delete button.

< Clusters

Cluster IP Port

aks-test-rg-aks-test-97f968-ymaglobyb. hep.centralindia.azmkBs.io 443

R

& Edit (1 Delete

Note: We can edit or delete the Kubernetes configuration from both the Overview or Kubernetes menu.

Uninstall the Applicare Kubernetes monitor service account and secrets.
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BASH
kubectl delete namespace applicare
kubectl delete clusterrole applicareapi-cluster-role

kubectl delete clusterrolebinding applicareapi-cluster-role-binding
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CONFIGURATION GUIDES > KUBERNETES

Installing Applicare SingleAgent in Kubernetes
Containers Using a Script

Applicare 9.2 - Updated August 21, 2024 - kubernetes, singleagent - Pending technical review

Note: Follow the steps in this to install the agent on the docker image

Add the following line to the end of your YAML file during container creation.

YAML

env:

- name: sname
value: <SERVERNAME>

Replace <SERVERNAME> with the desired name for container in Applicare. The <SERVERNAME> should
be unique for each containers.

e.d.

YAML
apiVersion: apps/vl
kind: Deployment
metadata:

namespace : tomcat-nsl
name: app-deployment-1
spec:

replicas: 1

selector:

matchLabels:

app: tomcat

template:

metadata:

labels:

app: tomcat

spec:

containers:

- name: tomcat-containerl
image: petstore:latest
imagePullPolicy: Never
ports:

- containerPort: 8080
env:

— name: sname

value: petstore
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Assign a unique name to each Kubernetes container.

e.g.
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YAML

apiVersion: apps/vl
kind: Deployment
metadata:

namespace : tomcat-nsl
name: app-deployment-1
spec:

replicas: 1

selector:

matchLabels:

app: tomcat

template:

metadata:

labels:

app: tomcat

spec:

containers:

- name: tomcat-containerl
image: petstore:latest
imagePullPolicy: Never
ports:

- containerPort: 8080
env:

— name: sname

value: petstorel
apiVersion: apps/vl
kind: Deployment
metadata:

namespace : tomcat-nsl
name: app-deployment-2
spec:

replicas: 1

selector:

matchLabels:

app: tomcat

template:

metadata:

labels:

app: tomcat

spec:

containers:

- name: tomcat-containerl
image: petstore:latest

imagePullPolicy: Never
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ports:

- containerPort: 8080
env:

— name: sname

value: petstore2

apiVersion: vl

kind: Service
metadata:

namespace : tomcat-ns
name: tomcat-service-1
spec:

selector:

app: tomcat

ports:

- protocol: TCP

port: 81

targetPort: 8080
type: LoadBalancer
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CONFIGURATION GUIDES > KUBERNETES

Kubernetes Monitoring

Applicare 9.2 - Updated June 11, 2026 - kubernetes - Pending technical review

Agent less K8S monitoring for Kubernetes

1. Go to the Kubernetes menu in the left side menu, click the Cluster IP to view the details.

#* Key Business Txn Health @ Errors
LOAD 260/min ART 2.6 ms SUCCESS HTTP O/min  SQL O/min JNDI Ofmin  WEB SERVICES 0

¥ Servers Health

@5 @0

Application £ LAST 15 MINUTES

Clusters &4

Cluster IP v Port ~ Protow. Server |Nodes Namx Pods~ | Servi..

F .4 B443 HTTPS | redh.. |1 4 10 4
Arcturus Applicare 9.2.1 Copyright & 2022 © All Rights Ressrved
.
2. Here you get the Kubernetes Cluster Details.
Home - Kubernetes - Cluster
8FOD1CABOC42F94925B7D5BB975FA270.gr7.us-east-' - c
Cluster Utilization C
CPU Used (mCores) Memory Used (Mi) CPU Capacity Used % ® Memory Capacity Used % 2 CPU Allocatable Used % f Mermory Allocatable Used %
7 = * B 2
£ 105 = 3 100 £ 100 g 100 > 10
g 3 5 a0 z 80 2 3 =0
E 100 2 2 &0 g 0 5 60 2 60
3 o > B 40 2 40 g a0 3
8 9 g 3 o 3 S
=1 E 0 8 0 = 20 o 20 T 20
2 9 @ 4029 = 0 ) 0 < 0 2 0
=] 20:00 20:10 = 20:00  20:10 S 20:00 20:10 £ 20:00 20:10 2 20:00 20:10 2 20:00 20:10
> v 2]
1 7 10 6
Nodes Namespaces Pods Services
Arcturus Applicare 8.1.0 Copyright ® 2022 Arcturus Technologies, Inc. | All Rights Reserved
e CPU Used -

Total CPU utilization across all nodes in the cluster, measured in milicores.
¢ Memory Used -
Total memory utilization across all nodes in the cluster, measured in mebibytes (MiB).

1. CPU Capacity Used % - Percentage of CPU utilized from its capacity value.

2. Memory Capacity Used % - Percentage of memory utilized from its capacity value.
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« Allocatable - It indicates the amount of resources on a Node that is available to be consumed by
normal Pods.

o Capacity - Indicates the total amount of resources that a Node has

e CPU Allocatable Used % - Percentage of CPU utilized from its allocatable value.

« Memory Allocatable Used % - Percentage of memory utilized from its allocatable value.
3. Click the Nodes, Namespaces, Pods and Services to view the details.

Nodes

1 7 10 6
Nodes Namespaces Pods Services
Status Name 05 05 Arch 1P CPU Memory CPU Memory Pods Pods Pods  Created Age Last
Image Capacity Capacity Allocatable Allocatable Capacity Allocatable Added Time Refresh
(mCores) (Mi) (mCores) (M) (UTC) Time
Active ip-192-168-58- Amazon linux amdé4 192.168.58.58 2000 7.858 1930 7118 35 35 10 Sep-19- 21d  Oct-10-
58.eczinternal  Linux 2 2022 2022
06:10:17 20:10:00
4. Click the Name column to view the node details.
e CPU Used - Total CPU utilization for individual node in the cluster.
+ Memory Used - Total memory utilization for individual node in the cluster.
Home » Kubemetes » Nodes Application Al v B Last 15 minutes -
kubernetes.docker.internal - o
Nodes  docker-deskiop v
Node CPU and Memory Utilization fs
CPU Used (mCores) Memory Used (M) CPU Capacity Used % Memory Capacity Used % €PU Alocatable Used % Memory Allocatable Used %
300 2320 100 100 100 100
280 2,300
0 0 50 50
260 2,280
240 2,260 0 0 0 0
11:31 11:32 11:33 11:34 11:31 11:32 11:33 11:34 11:31 11:32 11:33 11:34 11:31 11:32 11:33 1 11:31 11:32 11:33 11:34 11:31 11:32 11:33 11:34
Name docker-desktop Status Active Created Time (UTC) Jul-02-2024 13:17:27 -
Pods Added 11 I} 0§ Image Docker Desktop 0S linux
Arch amds4 CPU Gapacity (mCores) 8000 Memory Capacity (Mi) 7,820
Pods Capacity 110 CPU Allocatable (mCores) 8000 Memory Allocatable (Mi) 7.720
Pods Allocatable 110 Memory Pressure False Memory Pressure Msg kubelet has sufficient memory available
Memory Pressure Reason KubeletHasSufiicientMemory Memory HeartBeat Time Aug-07-2024 06:01:09 Disk Pressure False
Disk Pressure Msg kubelet has no disk pressure Disk Pressure Reason KubeletHasNoDiskPressure Disk HeartBeat Time Aug-07-2024 06:01:09
PID Pressure False PID Pressure Msg kubelet has sufficient PID available PID Pressure Reason KubeletHasSufficientPID
PID Pressure HeartBeat Time Aug-07-2024 06:01:09 Ready Pressure True Ready Msg kubelet is posting ready status
Ready Reason KubeleiReady Ready HeartBeat Time Aug-07-2024 06:01:09 Internal IP 192.168 65.3
External IP Internal DNS External DNS
Age 350 Last Refresh Time Aug-07-2024 11:31.00
Pods
Status Name Namespace Node Host IP Pod IP Containers Created Time (UTC) Age Last Refresh Time
Running vpnkit-controlier kube-system docker-desktop 192.168.65.3 10.1.0.209 1 Jul-02-2024 13:17:53 35d Aug-07-2024 11:31:00

Arcturus Appiicare 9.2.8.0

Namespaces
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3 £
1 7 10 6
Nodes Namespaces Pods Services
Status Name Pods Created Time (UTC) Age Last Refresh Time
Active saas 1 Oct-11-2022 04:54:41 od Oct-11-2022 11:00:00
Active kube-system 6 Jan-06-2022 05:31:09 278d Oct-11-2022 11:00:00
Active kube-public 0 Jan-06-2022 05:31:09 278d 0Oct-11-2022 11:00:00
Active kube-node-lease 0 Jan-06-2022 05:31:09 278d Oct-11-2022 11:00:00
Active 1 Jan-18-2022 09:27:46 266d Qct-11-2022 11:00:00
Active default 0 Jan-06-2022 05:31:11 278d 0Oct-11-2022 11:00:00
Active amazon-cloud 2 Apr-30-2022 04:43:48 164d Oct-11-2022 11:00:00

5. Click the Name column to view the namespace details.

Home » Kubernetes » Namespaces Application Al v [ Last 15 minutes -

kubernetes.docker.internal

-
NameSpace  kube-system
Details  Events
Name kube-system N Status Active Greated Time (UTC) Jul02-2024 13:17:27 =
Pods Available 10 Age 354 Last Refresh Time Aug-07-2024 11:31:00
Pods
Starus Name Namespace Node Host TP Pod IP Containers Created Time (UTC) Age Last Refresh Time
Running vpnkit-controller Kube-system docker-desktop 192.168.65.3 10.1.0209 1 Jul02:2024 13:17:53 350 Aug-07-2024 11:31:00
Running storage-provisioner kube-system docker-desktop 192.168.65.3 10.1.0.207 1 Jul-02-2024 13:47:52 35d Aug-07-2024 11:31:00
Running metrics-server-514D885416-vxnbs Kube-system docker-deskiop 192.168.65.3 10.1.0206 1 Jul-09-2024 09:25:36 28d Aug-07-2024 11:31:00
Running kube-scheduler-docker-desktop Kube-system docker-desktop 192.166.65.3 192.166.65.3 1 Jul02-2024 13:17:31 35d Aug-07-2024 11:31:00
Running Kube-proxy-hfz7p Kube-system docker-desktop 192.168.65.3 192.168.65.3 1 Jul02-2024 13:17:43 35d Aug-07-2024 11:31:00
Running kube-controller-manager-docker-desktop Kube-system docker-desktop 192.168.65.3 192.166.65.3 1 Jul02-2024 13:17:38 35d Aug-07-2024 11:31:00
Running kube-apiserver-docker-deskiop kube-system docker-desktop 192.168.65.3 192.166.65.3 1 Jul-02-2024 13:47:34 35d Aug-07-2024 11:31:00
Running etcd-docker-desktop Kube-system docker-desktop 192.168.65.3 192.168.65.3 1 Jul02-2024 13:17:33 350 Aug-07-2024 11:31:00
Running coredns-76(7501574-1250] Kube-system docker-desktop 192.168.65.3 10.1.0208 1 Jul02:2024 13:17:43 35d Aug-07-2024 11:31:00
Running coredns-76{7541574-7gpij kube-system docker-desktop 192.168.65.3 10.1.0210 1 Jul02-2024 13:47:43 35d Aug-07-2024 11:31:00

Current Pods CPU and Memory Utilization
o |Pods ~ | containers CPU Used (mCores) v | Memory Used (Mi) v |CPU LImit % v | Memory Limit % v | CPU Request % v | Memory Request %
Find Pod Find Container

Arcturus Applicare 9.2.8.0 Copyright ©2024 Arciurus Technal nc. | All Rights Reserved

6. Click the Events tab to view the event details for the selected namespace.

Home » Kubemetes » Namespaces Application Al v B Lastiday v

kubernetes.docker.internal

«
NameSpace  kubesystem v
Detalls  Events  fm_—)
Time - Event 200f 46 entries  Details
08/07724 1:30:14 storage-provisioner_31467a6-28b7-42a2-bbf3-T051e6a Trece became leader v
I 08/07724 11:30:14 Back-offrestarting failed container storage-provisioner in pod storage-provisioner_kube-system(a3eTTadf se87-4455-a0ch-643c98248804 o
I 08/07724 11:30:14 docker-deskiop_70d1497-8a67-463d-a443-cofd194dF354 became leader v
I 08/07724 11:30:14 Readiness probe fallec: Get hitp-/110 1.0 208-8181 ready™ mall?\‘cp 10.4.0 2088181 connect: connection refused v
I 08/07724 11:30:14 Started container vprikt-contraller v
I 08107724 11:30:14 Greated container vpnkit-controller v
I 08107724 11:30:14 Started container storage-provisioner v
I 08107724 11:30:14 Started container metrics-server v
I 08107724 11:30:14 Started container coredns v
I 08107724 11:30:14 Created container coredns v
08/07724 11:30:14 Started container coredns v
I 08/07724 11:30:14 Created container coredns v
I 08/07724 11:30:14 Container image ™ priit de33 1afb6e’ alieady present on machine v
I 08/07/24 11:30:14 Created container storage-pr¢ v
'
Arcurus Appiicars 928.0 Copyright © 2024 Arcturus Technologies, Inc. | All Rights Reserved
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Home » Kubemetes » Cluster Application Al v [ Lastiday v
kubernetes.docker.internal - [
S |Pods ~ | containers CPU Used (mCores) ~ | Memory Used (Mi) v |CPU Limit % ~ | Memory Limit % ~ | cPU Request % ~ | Memory Request% - -
Find Pod Find Gomtainer
© | coredns-76175df574-7gpf] (1) avg: 3 avg: 37 avg: 0 avg: 0 avg: 3 avg: 53 =
coredns 3 37 0 0 3 53
© | coredns-76175df574-r2sdj (1) avg: 2 avg: 42 avg: 0 avg: 0 avg: 2 avg: 61
coredns 2 a2 2 61

5
Namespaces

0 0
kL
Pods

4
Service

M_A:‘m ®

Status Name Pod IP Containers Created Time (UTC) Age Last Refresh Time
Running vpnkit-controller kube-system docker-desktop 192.168.65.3 10.1.0.209 1 Jul-02-2024 13:17:53 35d Aug-07-2024 11:51:00
Running storage-provisioner kube-system docker-deskiop 192.168.65.3 10.1.0.207 1 Jul-02-2024 13:17:52 35d Aug-07-2024 11:51:00
Running u 5 oG Kube-syst docker-deskiop 192.168.65.2 10.1.0.206 1 Jul-09-2024 09:25:36 28d Aug-07-2024 11:51:00
Running kube scheduler-docker-deskiop kube-syst docker-deskiop 192.168.65.3 192.168.65.3 1 Jul-02-2024 13:17:31 35d Aug-07-2024 11:51:00
Running kube-proxy-hiz7p Kube-system docker-deskiop 192.168.65.3 192.168.65.3 1 Juk02-2024 13:17:43 35d Aug-07-2024 11:51:00
Running kube-controll ger-docker-deskiop kube-syst docker-deskiop 192.168.65.3 192.168.65.3 1 Jul-02-2024 13:47:38 35d Aug-07-2024 11:51:00
Running kube-apiserver-docker-deskiop kube-system docker-deskiop 192.168.65.3 192.168.65.3 1 Jul-02-2024 13:17:34 35d Aug-07-2024 11:51:00
Running efcd-docker-deskiop Kube-system docker-deskiop 192.166.65.3 192.166.65.3 1 Juk02-2024 13:17:33 35d Aug-07-2024 11:51:00
Running coredns-76f75af574-r25d) kube-system docker-desktop 192.168.65.3 10.1.0.208 1 Jul-02-2024 13:17:43 35d Aug-07-2024 11:51:00
Running coredns-76175d1574-7gpf} kube-system docker-deskiop 192.168.65.3 10.1.0.210 1 Jul-02-2024 13:17:43 35d Aug-07-2024 11:51:00
Running ‘golang-deployment-7d2876d485-xaqqc default docker-deskiop 192.168.65.2 10.1.021 2 Aug-07-2024 05:59.39 od Aug-07-2024 11:51:00 .
Arcturus Applicare 9.2.8.0 Copyright ® 2024 Arcturus Technologies, Inc. | All Rights Reserved
Home > Kubemnetes » Pods Application All ~ [ Last1day v
kubernetes.docker.internal - o
Pods  etcd-dockerdeskiop v
Pod CPU and Memory Utilization =
CPU Used (miCores] Used Use emary Limi Used CPU Request Use Memary R
50 150 380
" iz Aug07 0 1200 Aug 07 200 Aug07 12:00 Aug 07 12:00 Mg 07
Details. Events
Name etcd-docker-desktop Status Running Created Time (UTC) Jul02-2024 13:17:33
Namespace kube-sysiem Node docker-deskiop Termination Grace Peried (Sec) 30
Service Account HostIP 192 168659 Pod IP 192,168 65 3
Initialized Status True Initialized Time Aug-07-2024 05:58:59 Ready Status True
Ready Time Aug-07-2024 0559 14 Container Ready Status True Container Ready Time Aug-07-2024 05 53 14
Pod Scheduled Status True Pod Scheduled Time Aug-07-2024 055859 Scheduler Name default.scheduler
Containers 1 DNS Policy ClusterFirst Restart Policy Alvays
Age 350 Last Refresh Time Aug-07-2024 115100
Containers
Status Name Start Time (UTC) Image Container [D CPULimit  Memory Limit (Mi) CPU Memory Request Last
(mCores) Request i) Refresh
(mCores) Time
Running Aug-07-2024 registry ks lofetcd 3.5.10-0 docker /7802362 56cr23b710a8ceed7 b7 bleT004e N NA 100 100 Aug-07-
05:59.01 2024
1:51:00

Arcturus Applicare $ 2 8.0

Copyright @ 2024 Arc

e CPU Used - Total CPU utilization of all the containers in the pods (milicores).

« Memory Used - Total memory utilization of all the containers in the pods (mebibytes).

us T e Inc. | All Rights Reserved

e CPULimit - Defines a hard ceiling on how much CPU time that the container can use. During each
scheduling interval (time slice), the Linux kernel checks to see if this limit is exceeded; if so, the kernel
waits before allowing that cgroup to resume execution.

 Memory Limit - Defines a memory limit for that cgroup. If the container tries to allocate more memory
than this limit, the Linux kernel out-of-memory subsystem activates and, typically, intervenes by
stopping one of the processes in the container that tried to allocate memory. If that process is the
container's PID 1, and the container is marked as restartable, Kubernetes restarts the container.

Applicare 9.2 - Arcturus Technologies Inc.
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« CPU request - Typically defines a weighting. If several different containers (cgroups) want to run on a
contended system, workloads with larger CPU requests are allocated more CPU time than workloads
with small requests.

« Memory request - Mainly used during (Kubernetes) Pod scheduling.

e CPU Limit Used % - Percentage of CPU utilized from its cpu limit.

o Memory Limit Used % - Percentage of memory utilized from its memory limit.
¢ CPU Request Used % - Percentage of CPU utilized from its cpu request.

« Memory Request Used % - Percentage of memory utilized from its memory request.

8. Click on the Events tab to view the pod event details.

Home » Kubernetes > Pods Application Al v Ellastiday -

kubernetes.docker.internal - o
[+

Pods  golang-deployment-7d9876d488-xgqqc v

Pod GPU and Memery Utilization o
CPU Used (mCores) Memory Used (Mi) CPU Limit Used % Memary Limic Used % CPU Request Used % Memory Request Used %
0 00 00 00 00
0 0 0 0
o 0 o , 0 , od , od
11:00 11:00 11:00 11:00 11:00 11:00
Details  Events g
Time - Evemt TofTentries  Details
08107724 11:30:14 Started container golang v
| 08107724 11:30:14 Created container golang v
| 08107724 11:30:14 Container image "applicared1D/applcareapp golangtom” already present on machine v
| 08107724 1:30:14 Started container autainstrumentation-go v
08107724 11:30:14 Created container autoinsirumentation-go v
| 08107724 11:30:14 Container image "stel/autoinstrumentation-go” already present on machine v
| 08107724 11:30:14 y assigned depl 5 qqc to docker-dskiop v
Arcturus Applicare $.2.8.0 Copyright © 2024 Arcturus Technologies. Inc. | Al Rights Reserved

9. Click on the Container in the Name column to view the container details.

Applicare 9.2 - Arcturus Technologies Inc. Page 122 of 421



Arcturus Technologies - Applicare

Home » Kubemetes » Pods

kubernetes.docker.internal

Pods

Pod CPU and Memory Utilization

CPU Used (mCores)

10

golang-deployment-7d9876d488-xgaqqc

11:00

Details Events

Pod Scheduled Status True
Containers 2
Age 0d

Containers

Status

Running

Running

Name

golang

autoinstrumentation-go

Memary Used (Mi)

12
11
10
11:00
Start Time (UTC)
Aug-07-2024
05:59:40
Aug-07-2024
05:59:40

Current Containers CPU and Memory Utilization

CPU Limit Used %

Configuration Guides

Memary Limit Used %

100 100
50 50
0= 0=

11:00

Pod Scheduled Time Aug-07-2024 05:59:39

DNS Policy ClusterFirst

Last Refresh Time Aug-07-2024 11:51:00

Image

applicare910/applicareapp:golangtom

applicare910/applicareapp:golangtom

e CPU Used - Total CPU utilization for each individual container in the pod.

11:00

Container ID

docker:/iT7c476b61d262c7c990%650e9d75d2a06d67 15ee820684651(

docker:/iT7c476b61d262c7c990%65de9dT5d2a06d67 15ee8e0684651(

« Memory Used - Total memory utilization for each individual container in the pod.

Home » Kubemetes » Containers

kubernetes.docker.internal

Containers  auloinstrumentationgo
Container GPU and Memory Utilization

CPU Used (i

11:00

Dotails  Transactions  Logs  Events
Name autoinstrumentation-go

Pod golang-deployment-7d38760488-xgqqc
GPU Limit (mCores) NA

Memory Request (Mi) NA

Image Pull Policy INNotPresent

Status Reason

Image applicare910/applicareapp.golangtom

Application  All ~ [ Last1 day v
- 5]
o
[+

Status Running

Node docker-deskiop
Memory Limit (Mi) NA

Termination Msg Path /devitermination-log

Exit Code 0
Status Msg

Image ID docker-pullable iapplic:

43

Container ID dackerit7cd
Command
Args

a6 7

Environment Variables OTEL _GC__AU&ZI__TAF!GET_ExE='gurnurkEr<demu OTEL_EXPORTER_OTLP_ENDPOINT=ntip//192 168 0.126:4318,0TEL_SERVICE_MAME=GWTN156-1_sa
Last Refresh Time Aug-07-2024 11:56.00

Restart Count
Volumes
Name

Arcturus Applicare 9.2.8.0

Mount Path

Mount Propagation

ReadOnly

Sub Path

11:00

Start Time (UTC) Aug-07-2024 0559 40

Namespace default
CPU Request (mCores) NA
Termination Msg Policy File
Finished At
Ready true

Sub Path Expression

10. Click on the Transactions tab to view the Application transaction details.

Applicare 9.2 - Arcturus Technologies Inc.

Last Refresh Time

Copyright ©2024 Asclurus Tochnalagies, Inc. | All Rights Resarved
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Home > Kubemetes > Containers

kubernetes.docker.internal
Containers  autoinstrumentationgo v

Container CPU and Memory Utilization

Application Al v E Lastiday v

- <

ed (mCores) Memory Used (Mi) CPU Limic Used % y Limit Used % CPU Request Used %
10 0 100 100 100
200
5 5 50
19.0
o4 } 0 o 04 o4
11:00 11:30 12¢ 00 11:00 1130 12:0 11:00 11:30 12¢ 11:00 11:30 12:¢ 11:00 1130 12:0

Details ~ Transactions  Logs  Events
Operation Name $pans count Time ~ | Duration status code
SayHello 3 Spans 08/07/24 12:05:41 699 ms 380 s N/A =
GET 4 Spans 08/07/24 12:05:35 788 ms 318 s 200
GET 4 Spans 08/07/24 12:05:30 44ms 78 s 200
GET 4 Spans 08/07/24 12:05:24 389 ms 109 s 200
GET 4 spans 08/07/24 12:05:18 917 ms 227 s 200
GET 4 Spans 08/07/24 12:05:13 818 ms 929 us 200
GET 4 spans 08/07/24 12:05:08 63 Ms 123 s 200
GET 4 Spans 08/07/24 12:05:02 921 ms 674 s 200
GET 4 Spans 08/07/24 12:04:56 500 ms 217 ps 200
GET 4 Spans 08/07/24 12:04:51 100 ms 509 ps 200
GET 4 spans 08/07/24 12:04:46 21 ms23 ps 200
GET 4 Spans 08/07/24 12:04:41 164 ms 480 ps 200
GFT 4 soans 0BI0T/74 120436 13ms 97 us, 200

Arcturus Applicare 9.2.8.0

11. Click on the Logs tab to view the Container Log entries.

us Techno

Copyright © 2024 Arc gies, Inc. | All Rights Reserved

Details  Transactions  Logs  Events
Type \ Details
Time 120 of 1650 entries.
Filter by type Filter by description

08/06124 20:20:01 lovel warn 15" 2024-08.06T1449:42 0745742 callr" ™ pclntarceplor. g 197" meg"raquestsatsstart e’ "2024-08-06T14:45:42 5237412 me speni’450.753380ms’ remole"127.0.1:38894' esponse tpe' etcdserverpb KT request
count 1, "request size"545 response count”0.Tespanss size" 40, request content™compare:<targetMOD key 1 ktop!” mod_revision: 1106620 > success: <request_put-<key \lregistry/leases/kube-node-lease/docker-
desktop\” value_size:490 >> failure:<request_range:<key.\' o deskiop\”> >}

08/06/24 20:20:01 [level""wam" ts""2024-08-06T14:49:42.6771682" "caller" "etcdserver/util go:170",'msg""apply request took too long” "took”-"423. 444931 ms" "expected-duration":"100ms",'prefix""read-only range " "request""key \registry/heal
" response' “range_response_count:) size:6'}

0810624 20:20:01 INFO [levelinfo", ts""2024-08-06T14:49:42.9772572" "caller raceutiltrace. go-171".‘msg" "race[1817673617] range’ "detail""{range_begin-/registry/health; range_end:; response_count:0; response_revision: 1106634; J","duration”"423.541595ms" "start""2024-06-
0674542 5538867 "end"*2024-08-06T14:49:42.5772312" "steps" ['trace] 1817873817] ‘agreement among raft nodes before linearized reading’ (duration: 423.385495ms)'] "step_count'1}

0810624 20:20:01 [level"wam",'1s""2024-08-06T14:49.42. 977322 "caller”"v3rpc/interceptor. go: 19 2024-08-06T14:49:42 5536642 23 634964ms","remote™"127.0.0.1:38606","response type"-etcdserverpb KV/Range"  request
count™, request size":18, response count™0, "response size":28, request content”"key.\ /rag\s"y/h ealthi

08/06124 20:20:01 INFO [lever’ 5""2024-08-06T14:49:42.9751332" "caller” go:171"."msg""trace 152] oop” "detail 1276610 1276610; )" "duration""421.379463ms","start":"2024-08-

06T14:49:42. 5537337 "end""2024-06-06T14:49:42.975112Z","steps ™[ trace[353235152] ‘read index received (duration: 421.373216ms)",

Arcturus Appiicare 9.2.8.0

12. Click the Events tab to view the container event entries.

“trace{353235152] ‘applied index is now lower than readState.Index’ (duration: 5.166@5)

"step_count™2}

Copyright © 2024 A4 nc. | All Rights Reserved

Home » Kubemetes » Containers

kubernetes.docker.internal

Containers  aufoinstrumentation-go v

Container CPU and Memory Utilization

ory Limit Used %

CPU Used (mCor ory Used (Mi)

Application Al v B Last1day v

- [+

Memory Request Used %

100

19.0
0 u 0 0 0 0
11:00 11:30 12.C 00 11:00 11:30 12.C 11:00 11:30 12.C 11:00 11:30 12:C 11:00 11:30 12:C

Details  Transactions  Logs  Events
Time 4 Event 7 of 7 entries Details.
08/07/24 11:30:14 Started container autoinstrumentation-go v

I 08/07/24 11:30:14 Created container autoinstrumentation-go v

I 08/07/24 11:30:14 Container image "otellautoinstrumentation-go” already present on machine v

I 08/07/24 11:30:14 Stopping container autoinstrumentation-go A
Cluster IP kubernetes.docker.internal
Count 1
Kind Pod
Kind Container autoinstrumentation-go
Kind Name golang-depl i
Message Stopping container auto on-g

Arcturus Applicare 9.2.8.0 N Copyright © 2024 Arcturus Technal nc | All Rights Reserved

Services
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5 4
Namespaces Services

Name Namespace Cluster IP Tipe
metrics-server kube-system 10.96.67.160 ClusterlP
kube-ans \ kube-system 10.96.0.10 ClusterlP
kubemetes default 10.96.0.1 ClusterlP

golang default 10.109.47.232 LoadBalancer

Arcturus Applicare 9.2.8.0

13. Click the Name column to view the details of the service.

Home » Kubemetes » Services

Kubernetes.docker.internal

Services kube-dns v
Nare kube-dns Namespace kube-system
Gluster IP 10.96.0.10 Type ClusterlP

Last Refresh Time Aug-07-2024 12:11:00

Ports
Name Protocol Port Target Port App Protacol
metrics TCP 9153 9153
dns-cp e 53 53
dns uop 53 53

Configuration

* Configuring Local Kubernetes Monitoring

* Configuring Remote Kubernetes Monitoring

You can use Applicare to assist with your Monitoring needs.

Monitoring with Applicare

Applicare 9.2 - Arcturus Technologies Inc.

Created Time (UTC) Age Last Refresh Time
Jul-09-2024 09:25:36 280 Aug-07-2024 12:06:00
Jul-02-2024 13:17:38 350 Aug-07-2024 12:06:00
Ju-02-2024 13:17:33 354 Aug-07-2024 12:06:00
Jul-02-2024 14:00:59 35d Aug-07-2024 12:06:00
Copyright ® 2024 Arcturus Technologies, Inc. | All Rights Reserved
Application Al v [ Last1day v
-
Created Time (UTC) Ju-02-2024 13:17:38 B
Age 35d
Node Port Last Refresh Time

Aug-07-2024 12:11:00
Aug-07-2024 12:11:00

Aug-07-2024 12:11:00
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CONFIGURATION GUIDES > KUBERNETES

Monitoring Nginx in a Kubernetes

Applicare 9.2 - Updated May 9, 2026 - kubernetes, nginx - Pending technical review

Step 1: Add the following line next to the From line in the Dockerfile that builds Nginx.

BASH

RUN apt-get update && \
apt-get install unzip -y && \
apt—-get install curl -y && \
apt-get clean

RUN mkdir /usr/local/Applicare

WORKDIR /usr/local/Applicare

RUN curl $CONTROLLER_PROTOCOL://$CONTROLLER_IP:$CONTROLLER_PORT/applicare/standalone?
filename=ApplicareSingleAgentLinux >ApplicareSingleAgentLinux.zip

RUN unzip ApplicareSingleAgentLinux.zip

RUN ["rm", "—frv", "/usr/local/Applicare/ApplicareSingleAgentLinux.zip"]
COPY startAgent.sh /usr/local/Applicare/agentscripts/startAgent.sh

COPY start_nginx.sh /usr/local/Applicare/start_nginx.sh

RUN chmod -R 755 /usr/local/Applicare

WORKDIR /usr/local/Applicare

CMD ["./start_nginx.sh"]

Replace the below values in the above command
CONTROLLER_PROTOCOL -> http (or) https
CONTROLLER_IP -> Applicare Controller IP
CONTROLLER_PORT -> Applicare Controller Port

Step 2: Create a file named start_nginx.sh with the following content:

BASH
#!/bin/bash# Start Nginx in the backgroundnginx —-g "daemon off;" &# Start our
Agent/usr/local/Applicare/startAgent.sh

Step 3: Create a file named startAgent.sh with the content below.
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BASH

#!/bin/sh

SERVER_NAME="hostname’ _sa

export SERVER_NAME

if [ -z "$ARCTURUS_HOME" 1; then

ARCTURUS_HOME="/usr/local/Applicare"

fi

export ARCTURUS_HOME

JAVA_HOME_PATH=$JAVA_HOME

INBUILD_JAVA_PATH=$ARCTURUS_HOME/jre

export INBUILD_JAVA_PATH

if [[ $(uname -s) == "Darwin" 11; then

JAVA_HOME_PATH="$ARCTURUS_HOME/jre/mac/zulu-8_jre/Contents/Home"

else

JAVA_HOME_PATH="$ARCTURUS_HOME/jre/linux/jre"

fi

#export JAVA_HOME

export JAVA_HOME_PATH

JAVA_OPTS="-noverify -Xmx1@024m -Dserver.name=$SERVER_NAME -

javaagent:$ARCTURUS_HOME/applicare-db—aspects.jar=verbosity=0, logfile=false,norestart-

intellitrace=false -Darcturus_home=$ARCTURUS_HOME -XX:HeapDumpPath=/dev/null -

Djava. library.path=. :$ARCTURUS_HOME/bin -Dapplicare.standalone=true"

export JAVA_OPTS

EXECUTABLE_NAME=$ARCTURUS_HOME/AgentStartHelper.jar

export EXECUTABLE_NAME
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if [ -d "$JAVA_HOME_PATH/bin" ] ; then

"$JAVA_HOME_PATH/bin"/java -jar $JAVA_OPTS $EXECUTABLE_NAME

else

java —jar $JAVA_OPTS $EXECUTABLE_NAME

fi

Step 4: In the nginx.conf file, make the following changes:

a.) Comment out the existing log_format directive and add the new log_format as shown below.

TEXT

log_format main '$remote_addr - $remote_user $time_iso8601 [$request_timel "$request" '
'$status $body_bytes_sent "$http_referer" ' '"$http_user_agent"
"$http_x_forwarded_for"';

http {
#log_format main “%remote_addr - $remote_user [%time_local] “%request”
# "$status fbody bytes_sent "http_referer” °
# ""Shttp_user_agent”™ "$http_x forwarded_for"";

log_format main "$remote_addr - Sremote_user Stime_iso8681 [Frequest_time] "$request”
*$status fbody_bytes_sent “$http_referer™ °
""Shttp_user_agent™ "§http_x_forwarded_for™";

access_log [fvar/log/nginxfaccess.log main;

sendfile on;
tep_nopush on,
tecp_nodelay on;

keepalive_timecut  &5;
types_hash_max_size 2848;

b.) Uncomment the access_log line if it is already commented.

#log_format main ‘'Sremcote addr - Sremote user [$time local] "Srequestc™ !

# 'S$status Shody _bytes sent "Shttp referer™ !
# '"Shttp user agent™ "Shttp x forwarded for™';
log_format main ‘'Sremote_addr - Sremote _user Stime iso8601 [Srequest_time] "Srequest™ !

'S$status Sbody _bytes sent "Shttp referer™ !
'"Shttp_user_agent" "Shttp x forwarded for™';

access_log logs/faccess.log maing

c.) Add the below lines inside the server module

TEXT

location /nginx-status {stub_status onj;allow 127.0.0.1;}
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server {
listen 80;
#listen 22108
listen 127.9.0.1:80;

¥

Server_name _;
root Jusr/share/nginx/html;

# Load configuration files for the default server block.
include /etc/nginx/default.d/*.conf;

error_page 404 /484 .html;
location = /404 .html {

¥

error_page 500 502 503 584 /50x.html;
location = /5@x.html {

}

location /nginx-status {
stub_status on;
allow 127.0.0.1;

¥

Step 5: Add the following line to the container specification in the YAML file that starts Nginx on
Kubernetes.

TEXT

hostname: <hostname>

Replace <hostname> with the name which we need to add the agent in Applicare.
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apiVersion: apps/vl
kind: Deployment
]m&tadata:

name: nginx-ubuntug-deployment
- namespace: nginx-ubuntu
]spec:

replicas: |
] selector:
| matchLabels:
. app: nginx-ubuntu
| template:
| metadata:
| labels:
p App: nginx-ubuntu
| spec:

containers:

| - name: nginx-ubuntu

image: nginx-ubuntu:latest

ports:
- containerPort:

Configuration Guides

Step 6: Log in to the Applicare console, go to the Overview menu, select the newly added agent, and

click the Edit button.

Step 7: Enable the "Add Nginx Configuration" checkbox and add the below value.

1. Log file path - <access log file location>
2. Nginx Host - 127.0.0.1

3. Nginx Port - <Nginx_Port>

4. Nginx Protocol - http (or) https

Click the update button to save.

Applicare 9.2 - Arcturus Technologies Inc.
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Deploy Go auto instrumentation in Kubernetes

Applicare 9.2 - Updated April 1, 2025 - kubernetes, go, opentelemetry - Pending technical review

Step 1: Create an autoinstrument.yaml file with the following content.

YAML

spec:

template:

spec:

shareProcessNamespace: true
containers:

- name: autoinstrumentation-go
image: otel/autoinstrumentation-go
imagePullPolicy: IfNotPresent

env:

- name: OTEL_GO_AUTO_TARGET_EXE
value: /<File_executable_path>

— name: OTEL_EXPORTER_OTLP_ENDPOINT
value: "http://<Applicare_ip>:<Applicare_collector_port>"
- name: OTEL_SERVICE_NAME

value: "<service_name>"
securityContext:

runAsUser: 0

privileged: true

It is important to change the following values in the above file.
<File_executable_path>= Directory for starting the Go application
<Applicare_ip>= IP address of the machine running Applicare
<Applicare_collector_port>= Port of the machine running Applicare
<Service_Name>= The name of the agent as shown in the Applicare console.

Step 2: Go to the directory with the YAML file and run the command below

BASH
kubectl patch deployment <deployment_name> --patch "$(cat autoinstrument.yaml )"

It is important to change the below values in the above command.
<deployment_name>= Go Application Deployment Name
Step 3: This will restart your pods in the Kubernetes deployment.

The following document outlines how to access Go application data in Applicare after configuration.
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Go application data in Kubernetes Monitoring
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CONFIGURATION GUIDES > OPENTELEMETRY

Applicare OTel Collector installation on Linux

Applicare 9.2 - Updated September 9, 2025 - opentelemetry, linux - Pending technical review

Applicare OTel Collector is only supported on Redhat, Ubuntu and Debian OS.
Minimum required version: RHEL > 7.9, Ubuntu = 18.04 and Debian = 10

Step 1: Execute the command below inside the applicare_otel_collector directory in the Applicare home
directory. (Create the applicare_otel_collector\linux directory if it does not exist)

If have Wget, execute the command below.

BASH
sudo wget

https://applicare.blob.core.windows.net/demoapplication/applicare_otel_collector.zip

(OR)

If have Curl, execute the command below.

BASH
sudo curl -0

https://applicare.blob.core.windows.net/demoapplication/applicare_otel_collector.zip

Step 2: Install unzip, if not already installed.

BASH
sudo apt install unzip -y

Step 3: Execute below command to unzip the file.

BASH
sudo unzip applicare_otel_collector.zip

Step 4: Execute the below command to give the permission.

BASH
sudo chmod -R 750

Step 5: Execute the command below to install the collector.
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BASH

sudo ./install_applicare_otel_collector.sh

Step 6: After executing the command, some packages will be installed, please wait for a few minutes.

After everything is done, a message like the one below will appear, meaning that Applicare collector is

running.

The following port must be opened on the system where the ApplicareCollector is running.

4318
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CONFIGURATION GUIDES > OPENTELEMETRY

Applicare Metrics, Trace and Log Collector installation
on Windows

Applicare 9.2 - Updated October 29, 2025 - opentelemetry, windows - Pending technical review
Step 1: Download Applicare collector from the link below and extract it to the directory named
applicare_otel_collector\windows in the Applicare home directory.

TEXT

https://applicare.blob.core.windows.net/demoapplication/windows_collector.zip

= J > =+ Windows(C) > Applicare > applicare otel collector > windows >
Tl Sort - = View ~ .o
Name - Date modified Type Size
applicare_trace-collector 9/10/2025 6:38 PM File folder
applicare_log_collector 9/10/2025 6:38 PM File folder
applicare_metrics_ollector 9/10/2025 6:38 PM File folder

Step 2: We can see three different directories.

Metric collector installation:

If want to install Metric Collector, open the command prompt in administrator mode, go to the
applicare_metrics_collector directory and execute the create_metrics_collector_task.bat file.

C:\Applicare\applicare_otel_collector\windows\applicare_metrics_collectoricreate_metrics_collector_task.bat
Creating task "\ApplicareCollector\start_metric_collector"...

SUCCESS: The scheduled task "\ApplicareCollector\start_metric_collector" has successfully been created.
SUCCESS: "\ApplicareCollector\start_metric_collector" created.

Starting metric collector...

Creating task "\ApplicareCollector\stop_metric_collector"...
SUCCESS: The scheduled task "\ApplicareCollector\stop_metric_collector" has successfully been created.
SUCCESS: "\ApplicareCollector\stop_metric_collector" created.

Task created successfully!:

The following port must be opened on the system.
9090
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Trace collector installation:

If want to install Trace Collector, open the command prompt in administrator mode, go to the
applicare_trace_collector directory and execute the create_collector_task.bat file.

After executing, it will take a minute for elasticsearch to run, so wait until then and do not close the
command window.

D:\windows collector\applicare trace-collectorycreate collector task.bat

: Specified value was saved.
Successfully set SPAN _STORAGE TYPE to “"elasticsearch”

S: Specified value was saved.
fully set ES SERVER_URLS to "http://localhost:92
g task "\ApplicareCollector\startelasticsearch"...
The scheduled task "\ApplicareCollector\startelasticsearch" has successfully been created.
"\ApplicareCollector\startelasticsearch" created.
g Elasticsearch task...
: Attempted to run the scheduled task "\ApplicareCollector\startelasticsearch".
task "\ApplicareCollector\stopelasticsearch"...
The scheduled task "\ApplicareCollector\stopelasticsearch"” has successfully been created.
"\ApplicareCollector\stopelasticsearch" created.
This task will not run now. You must run it manually when needed.
Creating task "\ApplicareCollector\applicare-collector”...
SUCCESS: The scheduled task "\ApplicareCollector\applicare-collector" has successfully been created.

Creating task "\ApplicareCollector\applicare-query"”...
'ESS: The scheduled task “\ApplicareCollector\applicare-query" has successfully been created.
off.
ECHO is off.
ECHO is off.
"It will take 120 seconds for Elasticsearch to start completely. Please wait 120 seconds.”

for @ seconds, press a key to continue ...
"\ApplicareCollector\applicare-collector" created.

g collector...

: Attempted to run the scheduled task "\ApplicareCollector\applicare-collector".
"\ApplicareCollector\applicare-query" created.

g collector...

: Attempted to run the scheduled task "\ApplicareCollector\applicare-query".

g task "\ApplicareCollector\stopcollector™...
The scheduled task "\ApplicareCollector\stopcollector" has successfully been created.

my

\ApplicareCollector\stopcollector" created.

The following port must be opened on the system.
4318

Log collector installation:

If want to install Log Collector, open the command prompt in administrator mode, go to the
applicare_log_collector directory and execute the create_logcollector_task.bat file.
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C:\Applicare\applicare_otel_collector\windows\applicare_log_collectorpcreate_logcollector_task.bat
Creating task "\ApplicareCollector\start_log_collector"...
: The scheduled task "\ApplicareCollector\start_log_collector" has successfully been created.
"\ApplicareCollector\start_log_collector" created.
Starting log collector...
SUCCESS: Attempted to run the scheduled task "\ApplicareCollector\start_log_collector".

Creating task "\ApplicareCollector\stop_log_collector"... X
: The scheduled task "\ApplicareCollector\stop_log_collector" has successfully been created.
"\ApplicareCollector\stop_log_collector" created.

Task creation process completed!

The following port must be opened on the system.
3100
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CONFIGURATION GUIDES > OPENTELEMETRY

Monitor Traces and Metrics in Containerized .NET
Applications with Applicare and OpenTelemetry

Applicare 9.2 - Updated August 22, 2025 - opentelemetry, dotnet, docker - Pending technical review

To enable OpenTelemetry auto-instrumentation for your .NET application and send traces to Applicare, you
will need to apply configuration changes in both your Dockerfile and your application's YAML
deployment script (e.g., Kubernetes Deployment, Docker Compose file, or other container orchestration
tool's configuration).

Step 1: Modify your Dockerfile

Add the following lines to your application's Dockerfile. These commands will install necessary utilities,
download the OpenTelemetry .NET auto-instrumentation setup script, and Applicare.NetTrace setup,
execute it.

Add the Diagnostic tools stage below before the FROM base AS final (or) FROM runtime AS final
stage

TEXT
# Diagnostic tools stage

FROM mcr.microsoft.com/dotnet/sdk:8.0 AS diagnostic-tools

RUN dotnet tool install —-tool-path /dotnet-tools dotnet-counters \
&& dotnet tool install —-tool-path /dotnet-tools dotnet-trace \

&& dotnet tool install —-tool-path /dotnet-tools dotnet-dump

# See https://aka.ms/customizecontainer ...

FROM mcr.microsoft.com/dotnet/aspnet:8.0 AS base
USER SAPP _UID

WORKDIR /app

EXPOSE 8080

FROM mcr.microsoft.com/dotnet/sdk:8.0 AS build
ARG BUILD CONFIGURATION=Release
WORKDIR /src

COPY ["WebApplicationl/WebRpplicationl.csproj"™, "WebApplicationl/"]
RUN dotnet restore "./WebApplicationl/WebApplicationl.csproj"”
COFPY .

WORKDIR "/src/WebApplicationl"
RUN dotnet build "./WebBApplicationl.csproj" -c $SBUILD CONFIGURATION -o /app/build

FROM build AS publish
ARG BUILD CONFIGURATION=Release
RUN dotnet publish "./WebApplicationl.csproj" -c SBUILD CONFIGURATION -o /app/publish /p:UseAppHost=false

#Diagnostic tools stage [ PLACE IT HERE

FROM mcr.microsoft.com/dotnet/sdk:8.0 AS diagnostic-tools

RUN dotnet tool install —-tool-path /dotnet-tools dotnet-counters \
&& dotnet tool install --tool-path /dotnet-tools dotnet-trace \
&& dotnet tool installhfftoolfpath /dotnet-tools dotnet-dump

FROM base AS final

WORKDIR /app
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Note: The apt-get commands assume a Debian/Ubuntu-based base image (e.g.,
mcr.microsoft.com/dotnet/aspnet:8.0-alpine would use apk add —-no-cache instead). Adjust package
manager commands as per your base image.

Below lines should be added inside final runtime stage, and specifically after FROM base AS final
(or) FROM runtime AS final

TEXT

ENV OTEL_AGENT_VERSION=1.9.0

ENV DOTNET_EnableDiagnostics=1

ENV OTEL_DOTNET_AUTO_HOME=/otel-dotnet-auto

ENV DOTNET_SHARED_STORE=$0TEL_DOTNET_AUTO_HOME/store

ENV
DOTNET_STARTUP_HOOKS=$0TEL_DOTNET_AUTO_HOME/net/OpenTelemetry.AutoInstrumentation.StartupHook
.dll

ENV DOTNET_ADDITIONAL_DEPS=$0TEL_DOTNET_AUTO_HOME/AdditionalDeps

#Diagnostic tools stage [Z PLACE IT HERE

FROM mcr.microsoft.com/dotnet/sdk:8.0 AS diagnostic-tools

RUN dotnet tool install --tocl-path /dotnet-tools dotnet-counters \
&& dotnet tool install --tool-path /dotnet-tools dotnet-trace \
&& dotnet tocl install --tool-path /dotnet-tools dotnet-dump

FROM base AS final
WORKDIR /app

ENV OTEL_AGENT VERSION=1.9.0

ENV DOTNET EnableDiagnostics=1

ENV OTEL_DOTNET_AUTO HOME=/otel-dotnet-auto

ENV DOTNET SHARED STORE=50TEL_DOTNET AUTO HOME/store

ENV DOTNET STARTUP HOOKS=$CTEL DOTNET AUTO HOME/net/OpenTelemetry.AutoInstrumentation.StartupHook.dll
ENV DOTNET ADDITIONAL DEPS=S0TEL DOTNET AUTO HOME/AdditionalDeps

a.) If "USER $APP_UID" already exists in the Dockerfile, add the following lines after the ENV stage.

TEXT
USER root
RUN apt-get update && apt-get install -y unzip curl
ADD https://github.com/open-telemetry/opentelemetry-dotnet-
instrumentation/releases/download/v1.9.0/otel-dotnet-auto-install.sh /otel-install.sh
RUN chmod +x /otel-install.sh && \
/otel-install.sh
RUN curl -L https://applicare.blob.core.windows.net/demoapplication/arc_dotnet.zip -o
arc_dotnet.zip \
&& unzip arc_dotnet.zip -d arc_dotnet \
& rm arc_dotnet.zip
COPY —-from=diagnostic-tools /dotnet-tools /dotnet-tools
ENV PATH="$PATH:/dotnet-tools"
ENV APPLICARE_URL=Protocol://ApplicareIP:ApplicarePort
USER $APP_UID
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(OR)
b.) If "USER $APP_UID" not exists in the Dockerfile, add the following lines after the ENV stage.

TEXT

RUN apt-get update && apt-get install -y unzip curl ADD https://github.com/open-
telemetry/opentelemetry-dotnet-instrumentation/releases/download/v1.9.0/otel-dotnet-auto-
install.sh /otel-install.sh RUN chmod +x /otel-install.sh && \ /otel-install.sh

# Download and unzip arc_dotnet.zip

RUN curl -L https://applicare.blob.core.windows.net/demoapplication/arc_dotnet.zip -o
arc_dotnet.zip \

&& unzip arc_dotnet.zip -d arc_dotnet \

&& rm arc_dotnet.zip

# Copy diagnostic tools into runtime
COPY —-from=diagnostic-tools /dotnet-tools /dotnet-tools

ENV PATH="$PATH:/dotnet-tools"
ENV APPLICARE_URL=Protocol://ApplicareIP:ApplicarePort # e.g. http://192.168.1.100:8880

ENV DOTNET ADDITIONAL DEPS=$0TEL_DOTNET AUTO HOME/AdditionalDeps

ENV OTEL_TRACES_ EXPORTER=otlp

ENV OTEL_DOTNET_ AUTO_LOGGING ENABLED=true

ENV OTEL_DOTNET_AUTO_ENTITYFRAMEWORKCORE_SET_ DBSTATEMENT FOR_TEXT=true
ENV OTEL_DOTNET_ AUTO_SQLCLIENT SET DBSTATEMENT FOR_TEXT=true

ENV COMPlus_EnableDiagnostics=1

ENV DOTNET EnableDiagnostics=1

ENV DOTNET ROLI_FORWARD=LatestMajor

USER root

RUN apt-get update && \

apt-get install -y curl unzip && \
apt-get clean && \

rm -rf /var/lib/apt/lists/*

ADD https://github.com/open-telemetry/opentelemetry-dotnet-instrumentation/releases/download/v1.9.0/otel-dotnet-auto-install.sh /otel-install.sh
RUN chmod +x /otel-install.sh && \
/otel-install.sh

# Download and unzip arc_dotnet.zip

RUN curl -I https://applicare.blob.core.windows.net/demoapplication/arc dotnet.zip -o arc dotnet.zip \
&& unzip arc_dotnet.zip -d arc_dotnet \

&& rm arc_dotnet.zip

# [ Copy diagnostic tools into runtime
COPY --from=diagnostic-tools /dotnet-tools /dotnet-tools %
ENV PATH="S$PATH:/dotnet-tools"

ENV APPLICARE URIL=https://testenv.applicare.io:443

We need to add ApplicareDotnetTrace.dll to the Entrypoint and configure it to start.

TEXT
Before Update ENTRYPOINT in Dockerfile
ENTRYPOINT ["dotnet", WebApplicationl.dll]

After Update ENTRYPOINT in Dockerfile
ENTRYPOINT sh —c "dotnet WebApplicationl.dll & OTEL_DOTNET_AUTO_INSTRUMENTATION_ENABLED=false
dotnet ./arc_dotnet/ApplicareDotnetTrace.dll"

Applicare 9.2 - Arcturus Technologies Inc. Page 140 of 421



Arcturus Technologies - Applicare Configuration Guides

USER $APP_UID
COPY --from=publish /app/publish .

IENTRYPOINT sh -c "dotnet WebApplicationl.dll & OTEL_DOTNET_AUTO_INSTRUMENTATION ENABLED=false dotnet ./arc_dotnet/ApplicareDotnetTrace.dll”
Step 2: Install Opentelemetry collector in your Kubernetes cluster. Download the yaml file and change
<Applicare_lp> in that yaml file.

If have Wget, execute the command below.

BASH
sudo wget

https://applicare.blob.core.windows.net/demoapplication/opentelemetry_collector.yaml

TEXT

%k (OR) %k

If have Curl, execute the command below.

BASH
sudo curl -0

https://applicare.blob.core.windows.net/demoapplication/opentelemetry_collector.yaml

Then apply that yaml file to install collector in Kubernetes cluster.

BASH

kubectl apply —f opentelemetry_collector.yaml

Step 3: Configure Environment Variables in your YAML Deployment

Add the following environment variables to the container definition section of your application's YAML
deployment file (e.g., under env: in a Kubernetes Deployment 's container specification, or
environment: in a Docker Compose service ). These variables instruct the OpenTelemetry auto-
instrumentation how to behave and where to send the telemetry data.
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YAML
env:
— name: OTEL_DOTNET_AUTO_HOME
value: "/otel-dotnet-auto"
— name: DOTNET_SHARED_STORE
value: "/otel-dotnet-auto/store"
— name: DOTNET_STARTUP_HOOKS
value: "/otel-dotnet-
auto/net/OpenTelemetry.AutoInstrumentation.StartupHook.dl1l"
— name: DOTNET_ADDITIONAL_DEPS
value: "/otel-dotnet-auto/AdditionalDeps"
# Kubernetes Metadata (Critical Fix)
- name: KUBE_POD_NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
— name: KUBE_NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
# Resource Attributes (Updated)
— name: OTEL_RESOURCE_ATTRIBUTES
value: "k8s.pod.name=$(KUBE_POD_NAME), k8s.namespace.name=$(KUBE_NAMESPACE)"
# Metrics Configuration
— name: OTEL_METRICS_EXPORTER
value: "otlp"
— name: OTEL_DOTNET_AUTO_METRICS_ENABLED
value: "true"
— name: OTEL_EXPORTER_OTLP_ENDPOINT
value: "http://otel-collector.monitoring.svc.cluster.local:4318"
- name: OTEL_DOTNET_AUTO_METRICS_INCLUDE_PROCESS_RUNTIME
value: "true"
— name: OTEL_DOTNET_AUTO_METRICS_SET_SPECIFIC
value:
"Microsoft.AspNetCore.Hosting[@],Microsoft.AspNetCore.Http.Connections[0]"
- name: OTEL_DOTNET_AUTO_METRICS_ADDITIONAL_SOURCES
value: "x"
# Tracing Configuration
— name: OTEL_TRACES_EXPORTER
value: "ot1lp"
# Instrumentation
— name: OTEL_DOTNET_AUTO_ASPNETCORE_INSTRUMENTATION_ENABLED
value: "true"
- name: OTEL_DOTNET_AUTO_PROCESS_ENABLED

value: "true"
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— name: OTEL_DOTNET_AUTO_HTTPCLIENT_ENABLED
value: "true"

— name: OTEL_DOTNET_AUTO_RUNTIMEMETRICS_ENABLED
value: "true"

— name: OTEL_DOTNET_AUTO_ENTITYFRAMEWORKCORE_SET_DBSTATEMENT_FOR_TEXT
value: "true"

- name: OTEL_DOTNET_AUTO_SQLCLIENT_SET_DBSTATEMENT_FOR_TEXT

value: "true"

Sample YAML with the above changes.

dpp: dpplludredpp
spec:
containers:
- name: webapplicationl
image: applicare$%l0/applicareapp:dotnetcoregateway
ports:
- containerPort:
env:
# OpenTelemetry Ruto-Instrumentation
- name: OTEL DOTNET AUTO_HOME
wvalue: "/otel-dotnet-auto”
- name: DOTNET SHARED STORE
value: "/otel-dotnet-auto/store”
- name: DOTNET STARTUP HOOKS
value: "/otel-dotnet-auto/net/OpenTelemetry.ButoInstrumentation.StartupHook.dll™
— name: DOTNET ADDITIONAL DEFPS
value: "/otel-dotnet—auto/AdditionalDeps”
# Kubernetes Metadata (Critical Fix)
- name: KUBE POD NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
- name: KUBE NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
# Besource Attributes (Updated)
— name: OTEL RESCOURCE ATTRIBUTES
value: "kis.pod.name=§ (KUBE_POD NAME) , k83.namespace.name=5 (KUBE NAMESFACE) , k8s.deployment.name=% (KUBE DEPLOYMENT WAME) ™
# Metrics Configuration
- name: OTEL METRICS EXPORTER
value: "otlp”
- name: OTEL DOTNET AUTO METRICS_EMABLED
value: "true"
- name: OTEL_EXPORTER_OTLE ENDEOINT
wvalue: "http://otel-collector.monitoring.sve.cluster.local:4318"
- name: OTEL DOTNET AUTO_METRICS_INCLUDE_PROCESS RUNTIME
value: "true"
- name: OTEL DOTNET AUTO METRICS_SET SPECIFIC
value: "Microsoft.AspNetCore.Hosting[0],Microsoft.AspNetCore.Http.Connections[0]™
- name: OTEL DOTNET AUTO METRICS ADDITIOMAL SOURCES
value: "*"
# Tracing Configuration
- name: OTEL TRACES EXPORTER
wvalue: "otlp” L\\)
# Instrumentation
- name: OTEL DOTNET AUTO_ASPNETCORE INSTRUMENTATION EMABLED
value: "true"
- name: OTEL DOTNET AUTO_PROCESS_EMABLED
value: "true"
- name: OTEL DOTNET AUTO_HTTPCLIENT EMABLED
value: "true"
- name: OTEL DOTNET AUTO RUNTIMEMETRICS ENABLED
value: "true”|

Step 4: On the machine running Applicare, download the shell script for below URL and give the
executable permission for that shell script and execute the shell script.

If have Wget, execute the command below.

BASH
sudo wget

https://applicare.blob.core.windows.net/demoapplication/applicare_metric_collector_install.sh

TEXT
sk (OR ) ok
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If have Curl, execute the command below.

BASH
sudo curl -0

https://applicare.blob.core.windows.net/demoapplication/applicare_metric_collector_install.sh

The following port must be opened on the system where the Applicare controller is running.

9090 and 4318
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Applicare Installation for Linux

Applicare 9.2 - Updated July 17, 2025 - controller, linux - Pending technical review

Prerequisites

Essential System Requirements for Applicare Controller and Database
¢ Red Hat Linux 6.x or newer - RHEL 8 recommended

System Requirements

e o Disk Space: 10 GB
o RAM: 16 GB

o CPU: Intel i7 4-core or equivalent, or higher

Ports Requirements

« VM Access: Ensure the VM is accessible to all agents via its IP address.

Additional products needed

¢ Java 1.8. java downloads.
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Installation

1. Copy the downloaded installer to the machine where Applicare will be installed.

e Open PUuTTY and navigate to the directory containing the installer. Execute the command java -jar
AP_XXX.jar to begin with installation process.
¢ Press '"1' and 'Enter’' to continue the installation.

» Next, read the license agreement. To accept it press '1' and then press 'Enter'.
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2. Enter the directory to install Applicare and (APPLICARE_HOME) and press 'Enter’.

e Press 0 and then 'Enter' to create the target directory.

e Press 1 and 'Enter' to proceed with the installation.

3. Enter the IP address of the machine (the same machine that Applicare is being installed on to) and
enter.

e Choose any port as you prefer and enter.
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¢ Press 1 and then 'Enter' to continue installation.

4. Select the database of your choice. Press '"1' and then 'Enter' to proceed the installation.

e For proof of concept (POC) purposes, we recommend using the Derby Database. For production
environments or system with high workloads, we advise using MySQL or Oracle.

7. Installation is now completed. The automatic installation script screen will appear. Type N and press
'‘Enter’.

8. Grant executive permissions by running the following command from the parent directory of Applicare.

¢ (In the example above we installed Applicare in Jusr/Applicare and hence run this command from Jusr
directory)
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BASH
chmod -R 777 Applicare/*.

9. Applicare controller port (default port 8880) and 8983 must be opened to access the Applicare
controller in a browser.

1. Installed on RHEL/CentOS/Fedora Os, use the following command to open the port.

BASH
sudo firewall-cmd —--permanent —--add-port=8880/tcp
sudo firewall-cmd —--permanent --add-port=8983/tcp

sudo firewall-cmd —--reload

2. Installed on Ubuntu/Debian Os, use the following command to open the port.

BASH
sudo ufw allow 8880/tcp
sudo ufw allow 8983/tcp

sudo ufw enable

Note:
To configure predictive analysis data, Refer here.
Starting Applicare Controller

For Other Docs - Click here
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CONFIGURATION GUIDES > INSTALL, START & UPDATE

Run the Applicare Controller as a service on Linux

Applicare 9.2 - Updated August 22, 2024 - controller, linux - Pending technical review

To install or uninstall applicare.service, admin permissions are required.
1. Navigate to the directory where the Applicare Controller is installed.

2. Run .finstallControllerService.sh to install applicare.service. This command will both install and start

the service.

2. To Stop service execute the command systemctl stop applicare

3. To Start service execute the command systemctl start applicare
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CONFIGURATION GUIDES > INSTALL, START & UPDATE

Starting Applicare Controller on a Linux system

Applicare 9.2 - Updated August 22, 2024 - controller, linux - Pending technical review

Method 1: Starting Controller via Command mode

Navigate to the Applicare Controller installation directory, then proceed to the [server/bin path and run
.Jstartup.sh to start the Applicare Controller.

Method 2:Starting the Controller in Background Mode

Navigate to the Applicare Controller installation directory, then go to the path [server/bin path and
execute the following command to start the Applicare Controller.

TEXT

nohup ./startup.sh &

Method 3: Start Controller as a Service

Run Applicare controller as a service
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CONFIGURATION GUIDES > INSTALL, START & UPDATE

Applicare Installation for Windows

Applicare 9.2 - Updated December 3, 2024 - controller, windows - Pending technical review

Prerequisites

System Requirements for Applicare Controller and Database*

* Applicare controller and Agents must have Administrative rights

» Operating System: Windows 10 or later, or Windows Server 2012 or newer

Note that these requirements may vary depending on the number of agents deployed and the volume of
data being collected and below should be used as a starting point.

System Requirements

+ Disk Space: 100 GB (mostly for storing data) or 1 TB or higher for production monitoring.
« RAM: 16 GB (small POC environment) or 48 GB or higher for production.
e CPU: Intel i7 6-core equivalent, or higher.

Port Requirements

« The Agent must have access to Applicare Controller IP and port. (Default port 8880)

e The VM should be accessible to all agents via its IP address
Additional Required Products

e Java 1.8. Java downloads

« MySQL is optional if you prefer using Derby as your database. If you choose MySQL, you can download
and install it from MySQL's official site. To get the latest Applicare installer, please register and log in to
our support site and download it from there.
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Installation

Y

(%]

Downloads Help Desk

White Papers

Recent Logins

User Report

1. Transfer the downloaded installer to the machine where Applicare will be installed.

* Double-click the installer to begin the installation process.

« |f double-clicking the installer doesn't work, open a command window, navigate to the directory where
the installer is located and run the command. Execute the java -jar AP_XXX.jar command to start the
installation.

3 Applicare Installer 8.8.0 - X
' = ARCTURU
Applicare Installer
v8.8.0
Acotuns Technologies - /e, srctunisech com
B Next || €3 Quit

2. Click 'Next' to proceed with the installation.

e Then, review and accept the license agreement, and click on Next.
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ﬂ Applicare Installer 8.2.0 - >
Please read the following license agreement carefully:
END USEE LICENSE AGEEEMENT (3
IMPORTANT: READ THESE TERMS CAREFULLY BEFORE USING
THIS SOFTWARE. BY CLICKEING THE 'I ACCEPT' BOX AND
USING THIS SOFIWARE, YOU ACKNOWLEDGE THAT YOU HAVE
READ THIS END USER LICENSE AGREEMENT ('EULA'), THAT
YOU UNDERSTAND IT, A&AND THAT YOU AGREEE TCO BE BOUND
BY ITS5 TEEMS. IF YOU DO HOT AGREE TO THE TERMS AND
CONDITIONS OF THIS EULA, CLICK ON THE 'I DECLINE'
BOX AT THE ENWND OF THIS PAGE.
1. Grant of License for Registered Users
W
(®) I accept the terms of this license agreement.
() I do not accept the terms of this license agreement.
Arcturus Techneologies - hitp:/fwew. arcturustech.com
| @Previous | | EoNext | @oaut |
3. Select the directory where you want to install Applicare (APPLICARE_HOME) and click Next.
E Applicare Installer 2.8.0 — >

1  Arcturus Technologies - hitp:/www.arcturustech.com

Select the installation path:
|D|: fapplicare " Browse...

| Previous || BpNext | @quit |

4. In the server details window, enter the IP address of the machine where Applicare is being installed and

choose a preferred port.
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E} Applicare Installer 8.8.0 - *

Server Details

Enter settings for Applicare Server (Do not use localhost or 127.0.0.1
as ip if you want to monitor servers running on more than one maching)

Server IP: |l

Port:

Arcturus Technelogies - http:/www. arcturustech. com

| @res | [Brer]| Oan |

5. On the next screen, select your preferred database and click on Next.

o For proof of concept (POC) purposes, we recommend using the Derby database. For production
environments or system with high load, we advise using MySQL or Oracle**

** In case of MySQL or Oracle as the database, you will need to create the schema for Applicare before

proceeding past this step.

E} Applicare Installer 8.8.0 — x

Database Selection

Please select the database for use by Applicare. You can use the
bundled Derby database or a MySQL/Orace database.

Choose Database Type:

Arcturus Techneologies - hitp:/f'www.arcturustech.com

| @vons | [Bwr]| Oox |

6. Choose the Applicare package and click on Next.

Applicare 9.2 - Arcturus Technologies Inc. Page 155 of 421



Arcturus Technologies - Applicare Configuration Guides

F] Applicare Installer 8.8.0 it b4

Select the packs you want to install:
Mote: Grayed packs are required.

Applicare

Description
Total space required: 1.6 GB
Available space: 79.96 GB

Arcturus Technolegies - http:/iwww.arcturustech.com

| @erevoss || BNext || @it |

7. Review the settings and click on Next.

E Applicare Installer 2.2.0 — >

Installation will proceed with the Following settings. Press Mext to continue,
Installation Path

D:'\Applicare
Server Details

Server Host/TP 192.168.0.106

Server Port 8880
Database

Vendor Derby
JDK Path

Java Home C:'\Program Files'Java'jdk1.8.0 171
Chosen Installation Packs

Applicare

Arcturus Technologies - http:/fwww. arcturustech.com

| GEevios | [ lec || @out |
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E Applicare Installer 8.2.0 — x

Pack installation progress

[ [ 11 |

Arcturus Techneologies - http:/fwww.arcturustech.com

[ @pems | [ [ [ @on

8. Click on the Next button once the package installation is completed.

e Then, click on Done.

ﬁ Applicare Installer 8.8.0 — >

Installation has completed successfully,

An uninstaller program has been created in:

D:VWpplicare \Uninstaller

Arcturus Technologies - hitp:/fwww . arcturustech.com

Starting Applicare Controller
For other docs - click here

Configuring SQL Mode for MySQL in Applicare - click here
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Update the Applicare Controller

Applicare 9.2 - Updated April 2, 2025 - controller - Pending technical review

Please follow the steps below to update your Applicare installation

Step 1: To download the update.jar, log in with your Arcturus Support Login ID on the Arcturus Support
site.

Step 2: For updating Arcturus Applicare v9.0 onwards to v9.* Click on provided link.

) ARCTURUS

CONSTANT INNOVATION

Downloads

s Arcturus Applicare 9.2.7 (All Operating Systems)

B o ¢ Arcturus Applicare Installation Guide

-I Arcturus Applicare Update from v9.0 onwards to v9.2.7

Search Users
Please contact us at helpdesk@arcturustech.com if you are looking for a previous version of

Applicare.

Expiring
Permissions

Step 3: After downloading the update.jar copy update.jar in the <Applicare Installation
Dir>/tmp/updates/ folder. If there is update.jar.processed file then delete that file.

Step 4: Stop any active Applicare processes if they are running.

Step 5: If the Applicare controller is running on windows, open the command prompt and cd into the
directory <Applicare Installation Dir>/scripts. Then, execute runupdate.bat.

TEXT
OR

If the Applicare controller is running on Linux, go to the directory <Applicare Installation Dir>[scripts
and execute runupdate.sh.

If Applicare controller is running on Linux, Grant full permissions to Applicare directory after completing
the update.

Step 6: On windows, navigate to <Applicare Installation Dir>/controllerscripts. Open a command
prompt in administrator mode at this location and execute the createControllerTask.bat.

Step 7: Start the Applicare controller.
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Follow the steps below to update the license file

Step 1: Download the license file and replace it in <Applicare Installation Dir> directory.
Step 2: Restart Applicare if it is running, replacing the license file.

Monitoring with Applicare
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CONFIGURATION GUIDES > INSTALL, START & UPDATE

Applicare Updates

Applicare 9.2 - Updated September 13, 2024 - controller - Pending technical review

To check for available updates and download update files, visit the Applicare Updates page located in the
Configuration section.

Downloading updates requires an Arcturus support login ID with Applicare download access. You can
create an ID or request download access by visiting the Arcturus Support Site.

Downloading Updates

Enter your Arcturus support login ID and password, then click the Check For Updates button. The
Download button will become enabled if a new version Applicare is available. Click the Download button
to begin downloading the updates files, which will be saved in the Applicare/tmp/updates directory.

Performing the Update

After the download is complete, follow the instructions provided in the Version Notes section to complete
the update process.

Monitoring with Applicare
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CONFIGURATION GUIDES > INSTALL, START & UPDATE

Deploying the Applicare Service Pack

Applicare 9.2 - Updated September 13, 2024 - controller - Pending technical review

Service packs (patches) are minor incremental updates or bug fixes that provide incremental
improvements.

Step 1: Create a backup of the applicare.war file.
Step 2: Stop Applicare server and delete the directory: <Applicare-Home>/server/webapps/applicare

Don't delete <Applicare-Home>/server/webapps/applicare.war, as this will prevent the service pack
from working correctly.

Step 3: create the directory <Applicare-Home>/sp if it doesn't already exist. If there are any files in
<Arcturus-Home>/sp, delete them.

Step 4: Extract the files from patch.zip and copy them to <Applicare-Home>/sp

Step 5: Open command prompt in administrator mode and go to the <Applicare-Home> path and run
the patch using the following command.

java -Darcturus_home=<PATH_TO_APPLICARE_HOME> -jar applicare-patch.jar
Example: java -Darcturus_home=E:\Applicare -jar applicare-patch.jar

The modification date of the file <Applicare-Home>/serverfwebapps/applicare.war should be
updated.

Step 6: Start the Applicare server.

Monitoring with Applicare
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CONFIGURATION GUIDES > INSTALL, START & UPDATE

Starting the Applicare Controller

Applicare 9.2 - Updated March 12, 2025 - controller - Pending technical review

Method 1 - Start the Controller Using Command mode

Open the command prompt as an administrator. Navigate to Applicare Controller installation directory
then to the path [server/bin and run startup.bat to start the Applicare Controller.

EX Administrator; Command Prompt

D:\Applicare " artup.bat

Method 2 - Start the Controller Using Task Scheduler

a. Please open the command prompt as an administrator, navigate to the Applicare Controller home
directory\controllerscripts directory and run createControllerTask.bat

:\Applicare 9281 mysqgl\controllerscriptsicreateControllerTask.bat
1 file( moved.
duled task "\Appli oller? tApplicare”
hedule ' roller\
to run the scheduled
moved.
uled task "
2025-83-12T00:01:01
1 file( moved.
duled task "\ApplicareController\RestartApplicare” has
moved.

“\Applicare( roller\ itorApplicare”™ has succ

eduled pl \ rappli

to run the scheduled task "\ApplicareController\MonitorApplicare”.

b. The controller will start automatically after executing the script. Open the task scheduler, expand the
task scheduler library, and select the ApplicareController folder. Make sure that the task created in it is the
same as the one for the controller start, stop, and restart.
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@ Task Scheduler

File Action View Help
«= 25 HEE

o
</ Tatsk Schedules (LDC?E] Mame Status Triggers
v @ Task Scheduler Library

9 ApplicareAgent 5 MonitorApplicare  Running At system startup

* arcturus test tomcat () RestartApplicare  Ready At 12:01 AM every day

_ GoogleSystem (5 StartApplicare Running At system startup

_ Microsoft (5 StopApplicare Ready  At2:14 PM on 3/16/2023
I—_ ApplicareController

-

Once the controller is running, you can browse the Applicare console using any browser with the IP
address and port you chose during installation.

Applicare console URL : http://<IP>:<PORT>/applicare

e.g. If the controller IP is 192.168.0.106 and port is 8880 then the Applicare console URL would be:
http://192.168.0.106:8880/applicare

& C @ nhitp://192.168.0.106:8880/applicare/ ® » 2 :

ARCTURUS

CONSTANT INNOVATION

Sign In

Usemame

Password

LOGIN

The default username and password to logging into the Applicare dashboard are both "admin".
Next Steps - Installing SingleAgent

Monitoring with Applicare
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Applicare Sentinel

Applicare 9.2 - Updated January 16, 2026 - controller - Pending technical review

A new custom error handling mechanism within Sentinel. This feature is designed to replace the standard
blank white error page with a branded, user-friendly HTML interface during Controller update cycles,
ensuring users are informed of the system's status during scheduled downtime.

Updating Applicare Controller...

We're currently rolling out important updates to improve your experience.
Please be patient — the application will be available shortly.

Thank you for your patience
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CONFIGURATION GUIDES > INSTALL, START & UPDATE

Set up the Applicare Controller in Task Scheduler

Applicare 9.2 - Updated September 13, 2024 - controller, windows, tasks - Pending technical review

Follow the steps for installing ApplicareController

1. Launch the command prompt with administrator rights, go to the directory where Applicare controller is
installed and run the createControllerTask.bat file.

BX Administrator: Command Prompt

D:\Applica rollerTask.bat
1 .

k "\applicareController\ApplicareAdmin” ha

D:\Applica

2. Open Task Scheduler, expand the Task Scheduler Library, and choose the ApplicareController
folder.

IZE-:ZI Task Scheduler
File Action View Help

|7 E HE

E— Task Scheduler (Local)

v [ Task Scheduler Library 2 . :
| Agent Activation Runtime © ApplicareAdmin T R R
| ASUS
| Elastic_Search
| Mchfee
| Microsoft
1 Mozilla

1 MySCL

Mame Status  Triggers M

| MyTasks
| 5-1-5-21-42A3762905- 2040610960- 1442181444-1002
1| ApplicareController

3. Right-click on the ApplicareAdmin task and choose Properties.

Mame Status Triggers
End
Disable
Export...
Properties 1\
> Delete -
— —
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4. Enable Run whether the user is logged on or not option and click OK.

(& ApplicarefAdmin Properties (Local Computer) x

General | Triggers  Actions  Conditions  Settings  History (disabled)

Mame: Applicarefdmin
Location: \ApplicareController
Author: DESKTOP-CAES3R user

Description: | Applicare tunes applications, monitors transactions and self-detects problems. Get visibility to
every business transaction, every application, everywhere,

Security options

When running the task, use the following user account:

user Change User or Group...

(O Run only when user is logged on

(®) Run whether user is logged on or not

[] Do not store password. The task will only have access to local computer resources.

[] Run with highest privileges
[] Hidden Configure for: | Windows 10 -

Cancel

5. Provide the username and password, then click OK.
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{® ApplicareAdmin Properties (Local Computer) X

General Triggers Actions Conditions  Settings  History (disabled)

Mame: ApplicareAdmin
Location: “ApplicareController
Author: DESKTOP-CAK93R user

Description: | Applicare tunes applications, menitors transactions and self-detects problems. Get visibility to
every business transaction, s -

Task Scheduler i ..

Security options

When running the task, use the following

USEr Enter user account information for running this task.

Fun only when user is logged on
o L 99 User name: |  user v |

(® Run whether user is logged on or not
Password; | Ty |

[] Do not store password. The task o

[] Run with highest privileges

= | — rl oK | cancel | |
idden Cenfigure for: E‘ftna - : I e
[ ok || canca |

6. Right-click the ApplicareAdmin task and choose Run.

Mame Status Triggers Mext Run Time

i Applicarefdmin Ready At swstem startun

Eun
End
Dizable

Export...

Properties

Delete

Ctat e Tringgrc

[ Applicarefdmin Running At system startup

Monitoring with Applicare
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Start the Controller in Task Scheduler

Applicare 9.2 - Updated September 13, 2024 - controller, windows, tasks - Pending technical review

Step 1: Open the command prompt with administrator privileges, and navigate to the Applicare controller
installation directory, and run the createControllerTask.bat. file.

BE Administrator: Command Prompt

D:\Applica

Step 2: Open Task Scheduler, expand the Task Scheduler Library, and select the ApplicareController
folder.

(5 Task Scheduler
File Action View Help
o= 25 HE

'ZE-:Z' Task Scheduler (Local)
v [z Task Scheduler Library

Mame Status Triggers N

| Agent Activation Runtime @ ApplicareAdmin Ready At system startup

| ASUS

| Elastic_Search

| Mchfee

| Microsoft

| Mozilla

1 MysaL

| MyTasks

| 5-1-5-21-4263762905-2040610960- 1442181444-1002

= ApplicareController

Step 3: Right-click the ApplicareAdmin task and choose Properties.

Mame Status Triggers

IE] Applicarefdmin i " -

un

End

Disable

Export...

Properties 1\
Delete P

Step 4: Select the Run whether user is logged on or not option and click OK.
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(B ApplicareAdmin Properties (Local Computer) X

lﬁtﬂera!' | Triggers  Actions  Conditions  Settings  History (disabled)
Name: |hpplicar¢Admin

Location: \ApplicareController
Author: DESKTOP-CAKS3R5\user

Description: | Applicare tunes applications, monitors transactions and self-detects problems. Get visibility to
every business transaction, every application, everywhere.

Security options

When running the task, use the following user account:
user | Change User or Group...

(O Run only when user is logged on
[TEI' Run whether user is logged on or not

=

[C] Do not store password. The task will only have access to local computer resources.

[ Run with highest privileges

[] Hidden Configurefor: | Windows 10 v|

m Cancel

Step 5: Enter the username and password, then click OK.
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{® ApplicareAdmin Properties (Local Computer) b

General Triggers Actions Conditions  Settings  History (disabled)

Mame: ApplicareAdmin
Location: “ApplicareController
Author: DESKTOP-CAK93R user

Description: | Applicare tunes applications, menitors transactions and self-detects problems. Get visibility to

every business transaction, — -
Task Scheduler ? ot

Security options ] %

When running the task, use the following

USEr Enter user account information for running this task. 1398 |

(O) Run only when user is logged on e e |ﬁ P V| A
(® Run whether user is logged on or not
Password; | Ty |

[] Do not store password. The task o

[] Run with highest privileges

| oK || Cancel |

[] Hidden Configure for: iWina I "I
[ ok ]| canca |

If the 2147943712 error occurs while saving the password. Refer here

Step 6: Right Click the ApplicareAdmin task and select Run.

Marne Status Triggers Mext Run Time

@

Applicarefdmin Ready At swstem starfun

Bun
End
h=able

Export...

Properties
Delete

Step 7: After starting the controller, you can access the Applicare console using any browser by entering
the IP address and port you specified during the installation.

URL for the Applicare Console : http://<IP>:<PORT>/applicare

For the above case Applicare console URL will be: http://192.168.0.106:8880/applicare
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&« C @ hitp://192.168.0.106:8880/applicare/ ®» 2

ARCTURUS

CONSTANT INNOVATION

Sign In

Usemame

Password

LOGIN

The default login credentials for the Applicare dashboard are both "admin" for the username and
password.

Next Steps - Installing SingleAgent

Monitoring with Applicare
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CONFIGURATION GUIDES > INSTALL, START & UPDATE

Start the Controller in command-line mode

Applicare 9.2 - Updated September 13, 2024 - controller, windows, tasks - Pending technical review

Step 1: Open a command prompt with administrator privileges.

Step 2: Navigate to the directory where the Applicare controller is installed, then go to the [server/bin
path and run startup.bat to start the Applicare controller.

B Administrator: Command Prompt

D:\Applicare\s

Step 3: After the controller is started, you can access the Applicare console in any web browser using the
IP address and port specified during installation.

Applicare console URL : http://<IP>:<PORT>/applicare

For the above case Applicare console URL would be: http://192.168.0.106:8880/applicare

&« C @ http://192.168.0.106:8880/applicare/ @ » 2

ARCTURUS

GONSTANT INNOVATION

Sign In

Usemame

Password

LOGIN

The default username and password for logging into the Applicare dashboard are both "admin".
Next Steps - Installing SingleAgent

Monitoring with Applicare
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Update Agents

Applicare 9.2 - Updated August 23, 2024 - singleagent - Pending technical review

Overview

Configuration Guides

You can update or restart the active agent in the Applicare controller remotely, without needing physical
access to machine running the agent; instead, these tasks can be managed directly from the Applicare

console.

« Agent Auto Update is only available for Active Agents.

« For Windows, the agent must be running as a task scheduler, and the PowerShell version 5 and

above.

e For Linux, the agent must be running as a systemctl service.

o Agent Auto Restart is available only for Active Standalone Agent.

Steps to Update and Restart Agents

Step 1: Navigate to the Overview menu.

Step 2: Check the Enable multiple selection checkbox to update multiple agents. If updating only one
agent you can skip this step.

Step 3: Select the agents from the grid.

Step 4: Click the Update Agent button to update the agents.

ARCTURUS RN L i 7 Servers Healt
STANT NHCVATION LOAD O/min ART 3. SUCCESS O/min HTTP O/min SQL O/min JNDI 0/min WEB SERVICES 0 ™5 @0 ®2 Admin
Home - Overview Application All ~ [ Last 15 minutes ~
Servers e v Enable multiple selection Auto Refresh ¥
Enterprise
Server Application Host Name Current Status ~ | Agent Version Aspect Version Agent Type
Overview = == D e Find A =
Operations Center snmp_DESKTOP-LO Not Specified/192 16 Connected SNMP
- ApplicareAdmin ApplicareAdmin DESKTOP-LOHKKIU/ Connected 9272 -29-Decemb 9272 -29-Dacemb Tomcat
User Experience T
DESKTOP-GU9189S... | DESKTOP-GU9189S DESKTOP-GU91895. Connected 9272 -29-Decemb 9272 - 29-Decemb Standalone - IIS
samthot: oo CInenonce DESKTOP-LOHKKIU | DESKTOP-LOHKKIU | DESKTOP-LOHKKIU/ Connected 9272 29 Decemb 9272 29Decemb_ Standalone - IIS
Business Transactions MSSQL sa DESKTOP-LOHKKIU _| DESKTOP-L OHKKIU/ . Not Connected 9272-6December 927.2-6-December . Standalone - MSSQL
Tomcat DESKTOP-LOHKKIU DESKTOP-LOHKKIU/ Connected 927 2-29-Decemb 9.2.7.2 - 29-Decemb Tomcat
App Analyzer
dotnet_sa dotnet |'dotnet/192.168.0.114 ‘ Not Connected 9272 -12-Decemb 927.2-12Decemb Standalone
Server Analyzer
LAMA
Iy

Sensor Analyzer

Alerts

Performance Comparison

Events Calendar

Server Availability

@

+Add =t Update Agent

Step 5: The agent update process typically 1 or 2 minutes. After updating, the "Agent" and "Aspect"
versions columns will reflect the changes SingleAgent for grid. For other server agents, you may need to
manually restart the servers to see the updated versions. Check the Auto Refresh checkbox to view the
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updated Agent and Aspect versions.

LOAD O/min ART6mS SUCCESSOmMIN  HTTPOMIn SQLO/min JNDI Oimin WEB SERVICES 0 @5 @0 ®2 Admin

e - Overview Application All v Last 15 minutes v

Servers Enable multiple selectior

Q

Enterprise

Server Application Host Name Current Status ~ | Agent Version Aspect Version Agent Type
Overview me— = Find H Find Status Eind vers [= s Find Agent Type
Operations Center snmp_DESKTOP-LO. Not Specified/192.16.. Connected SNMP
= ApplicareAdmin ApplicareAdmin DESKTOP-LOHKKIU, Connected 9.2.7.2 - 29-Decemb. 92.7.2-29-Decemb... | Tomcat
User Experience
DESKTOP-GU9189S DESKTOP-GU9189S DESKTOP-GU9189S Connected 9.27.2-29-Decemb 9272-29-Decemb. Standalone - IS
YRHENRe DactExpeTieIo: DESKTOP-LOHKKIU. . | DESKTOP-LOHKKIU  DESKTOP-LOHKKIU/ Connected 9.27.2-29-Decemb... |9.2.72-29-Decemb... |Standalone - IIS
Eriiinas Baistcing MSSQL_sa DESKTOP-LOHKKIU | DESKTOP-LOHKKIU/. . | (@) Not Connected 9.27.2-6-December... |9.2.72-6-December... | Standalone - M
Tomcat DESKTOP-LOHKKIU DESKTOP-LOHKKIU! Connected 9272 -29-Decemb 9272 -29-Decemb Tomcat
App Analyzer
dotnet_sa dotnet dotnet/192.168.0.114 . Not Connected §.27.2 - 12-Decemb 9272 - 12-Decemb. Standalone

Server Analyzer

Step 6: To Restart SingleAgent, select the rows and click the Restart Agent button. The agents will
restart within few minutes.

LOAD Oimin ART Oms SUCCESS Gimin HTTP Gmin SOL O/min JNDI Ohmn WEB SERVICES Dimin

Servers

Applicatio Host Name

Aspect Version Agent Type

z| g

9272 -2-January-2024 09.52AM 9272 - 2-January-2024 09.52 AM
9272-3-January-2024 0334 PM (92732 -3

User Experience

Synthetic User Expenience

localhost localdomain/192 168 1 8

AM  Standalone - Apache I

Step 7: To verify that the agent is updated and restarted, go to the Applicare Information menu and
check the Start Time and Update Time columns.
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e ] MTTP . SOL Ut S04 i WER SERVCES e @2 @6
Application Al v
Appiicare Properties  Applicore SGLData JVMAmsinfo  Rest AP
License type Commarci

Controller Version Arciurus Applicare 92 7 2 - Build Date S-Januar

License Key |EVPM s Controller Aspect Version  Arc 272 - Build Date: S-Januar
License Expires On Wegd Controller Start Time  Tue Jar 43EST2024
Maximum Number of Agents. 100 Number of Agents Added 8
License Status Valid Update License [Choges Fila | No ils chosan gload
Server Agent Version Aspects Version Start Time Update Time

Arcturus Applicare 9 2 7.2 - Bulld Date: 6-December-20 . | Arcturus Applk 72 - Buid Date: 6-Decsmber-2

272 - Build Date: 2-Janua

2 - Build Date:

1 - Build Date: 30-Nav

anua
localdomain_sa 2- y 2 Date: 8-January-2
u Build € uary-2024 turus Applicars 9.2 7 2 - Build Date: 5-January-2024 § | 9
WIN-JOHSDH2KD1T _sa Arcturus Applicare 9.2 7 2 - Bulld Date: 28-December-2 .. Arcturus Applicare 9.2 7 2 - Build Date: 28-Decamber-2

(@ Applicare Information

Configuration for Linux agents:

To enable a specific user to execute singleagent.service commands without requiring a password,
Adjust sudoers file as follows.

1. open the sudoers file with visudo

BASH
sudo visudo

2. Append the following lines to the end of the sudoers file

<USERNAME> ALL=(ALL:ALL) NOPASSWD: /bin/systemctl start singleagent.service, /bin/systemct| stop
singleagent.service, [bin/systemctl restart singleagent.service, /bin/systemctl status singleagent.service

Replace <USERNAME> with the actual username.

TEXT
applicare ALL=(ALL:ALL) NOPASSWD: /bin/systemctl start singleagent.service, /bin/systemctl
stop singleagent.service, /bin/systemctl restart singleagent.service, /bin/systemctl status

singleagent.service
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Downloading Applicare Agents

Applicare 9.2 - Updated September 13, 2024 - singleagent - Pending technical review

Applicare Console

LOAD 692/min ART 1.9ms SUCCESS 692/min HTTP 2/min SQLO/min JNDI 0/min WEB SERVICES Ofmin @4 ®o0 ®o

Hor wnlc Aoents Application | A v

Download Applicare Agents

Agent Type Download Link
SingleAgentWindows
SingleAgentLinux

SingleAgentUpdate (Windows & Linux)
Tomcat

WebLogic

WebSphere

JBoss

DotNet

Node.js

Generic

Standalonecollector

applicare_jvmti

b

Using Curl to Download SingleAgent

1. Navigate to the machine where you plan to deploy SingleAgent and run the command provided below.
Replace the ControllerProtocol, ControllerlP, ControllerPort and ApplicareSingleAgentName details.

curl ControllerProtocol://ControllerIP:ControllerPort/applicare/standalone?
filename=ApplicareSingleAgentName.zip >ApplicareSingleAgentName.zip

ControllerProtocol -> http (or) https ControllerIP -> Applicare Controller running IP ControllerPort ->
Applicare Controller running port ApplicareSingleAgentName -> ApplicareSingleAgentWindows (or)
ApplicareSingleAgentLinux (or) ApplicareSingleAgentUpdate

Example:

curl http://127.0.0.1:8880/applicare/standalone?filename=ApplicareSingleAgentWindows.zip
>ApplicareSingleAgentWindows.zip curl http://127.0.0.1:8880/applicare/standalone?
filename=ApplicareSingleAgentLinux.zip >ApplicareSingleAgentLinux.zip curl
http://127.0.0.1:8880/applicare/standalone?filename=ApplicareSingleAgentUpdate.zip >Ap

Monitoring with Applicare
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Installing the SingleAgent on Windows

Applicare 9.2 - Updated February 6, 2025 - singleagent - Pending technical review

Installation Steps for Windows

1. Login into Applicare console and navigate to the Download Agents screen.

2. Click the SingleAgentWindows button to download the agent. This will download the
ApplicareSingleAgentWindows.zip file. Copy ApplicareSingleAgentWindows.zip file to the machine
where the agent will be deployed.

3. Extract the contents of ApplicareSingleAgentWindows.zip file into a directory named
ApplicareSingleAgentWindows.

4. Open a command prompt in administrator mode, navigate to the
ApplicareSingleAgentWindows\agentscripts directory and run the createAgentTask.bat file.

BN Administrator: Command Prompt

The SingleAgent will be installed as a task and will run by default. To view the task, open Task Scheduler,
expand Task Scheduler Library and select the ApplicareAgent folder. You will see two tasks will be listed
there.

» SingleAgent - Run this task to start the SingleAgent. After installation, the agent will run by default.
« StopSingleAgent - Run this task to stop the SingleAgent.

} Task Scheduler

File Action View Help
&« 7o H=

() Task Scheduler (Local) :
| s CReREiE Dca,‘l Name Status Triggers Next Run Time Last Run
| » L@ Task Scheduler Library B ) ) ]
; e L MonitorSingleAgent  Running At system startup 3/13/2024
| ApplicareAgent *— RestartSingleAgent  Ready At 12:01 AM every day 3/14/2024 12:01:01 AM 3/13/2024
TGooglesystem L StartSingleAgent Running At system startup 3/13/2024
" Microsoft 5 StopSingleAgent Ready At 7:48 PM on 1/13/2023 3/13/2024
© UpdateSingleAgent  Ready At 9:47 PM on 12/27/2... 3/13/2024
< >

For Other Docs - Click here

Applicare 9.2 - Arcturus Technologies Inc. Page 177 of 421



Arcturus Technologies - Applicare Configuration Guides

CONFIGURATION GUIDES > INSTALL, START & UPDATE

Manual Installation of Applicare SingleAgent on Linux

Applicare 9.2 - Updated December 17, 2024 - singleagent - Pending technical review

For a quick installation of SingleAgent, use the CURL or WGET commands from the Download Agents
page. If CURL or WGET is not available, follow the instructions below.

1. Login into Applicare console, navigate to Download Agents screen and download
SingleAgentLinux. Copy ApplicareSingleAgentLinux.zip file to the machine where the agent will be
deployed.

2. Create a directory named "ApplicareSingleAgent" on the agent machine and extract the contents of
ApplicareSingleAgentLinux.zip into that directory.

3. Set chmod -R 755 permission to that ApplicareSingleAgent directory.

Refer here to start SingleAgent.
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Uninstalling an agent and scheduled task on Windows

Applicare 9.2 - Updated August 22, 2024 - singleagent - Pending technical review

Step 1: Open the Command Prompt in administrator mode, navigate to the
ApplicareSingleAgentWindows\agentscripts directory, and execute the deleteAgentTask.bat file.

D:\ApplicareSingleAgentWindows®, : tTask.bat

Step 2: After deleting the task, close the Command Prompt and delete the ApplicareSingleAgent
directory.
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Remote Deployment for Applicare

Applicare 9.2 - Updated September 13, 2024 - singleagent - Pending technical review

Linux
1. Navigate to the Remote Deployment menu.

~* Key Business Txn Health & Errors 27 Servers Health
LOAD O/min ARTOms SUCCESS O/min HTTP O/min SQL O/min JNDI O/min WEB SERVICES 0 @0 ®0 ®6

Home - Remote Deployment Application I:
& REMOTE DEPLOYMENT
Saved configs ~

Authentication options

Host (Unix machines only) | host name (Ex : 192.168.1.78 or mymachine.com,
User Name
Password

Use Sudo Password

Install Options

Install Directory

Install jre
Install Auto Injection Applicable for Java App server monitoring Agents
Start Agent After Install Applicable for Hardware, DB and Log Monitoring Agents

Save Clear Delete

Install SingleAgent | Start SingleAgent  Stop SingleAgent  Install Auto Injection ~ Uninstall Auto Injection = Update SingleAgent
| Remote Deployment

2. Provide the configuration details for the machine where the agent will be deployed:
Host (Unix machines only) - Enter the hostname or IP address of the machine.
User Name - Provide the user name for login.

Password - Enter the login user password.

Use Sudo Password - Check this option if the login user requires elevated privileges through sudo to
perform actions.
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Authentication options

Host (Unix machines only) st name (Ex: 192,168

User Name

Password

Use Sudo Password

Install directory - Specify the location where the agent will be deployed.

Install JRE - Enable this option if the machine does not have the java installed. If this option is enabled
agent will have its inbuilt JRE. Applicable for hardware, database and log monitoring agents.

Applicare Installer will have the JRE inbuilt by default in the location
<ApplicarelnstallerDirectory/jre/linux>. If we are going to use different JRE then zip the needed JRE
folder and give a name to that new jre zip file and place it in the location
<ApplicarelnstallerDirectory/jre/linux>. So all the JRE's will be displayed in the JRE dropdown in the
remote deployment screen. We can select the needed JRE and install the agent.

Applicare + jre & linux 1

s

Mame Install jre |+ jre.zip v

Bir
B jen e vt e jre_n.zip

To zip custom JRE
Install the JRE based on the operating system and zip JRE directory.

Command to zip JRE directory

TEXT

zip -r <zipname>.zip <zip_directory>

e.d. To zip jre1.8 directory which is available in the path /dev/home zip -r jre18.zip [dev/home/jre1.8

Install Auto Injection - Select this option to install the Applicare wrapper on the configured machine,
which will automatically inject the SingleAgent startup scripts while starting the java app servers. Enable
this if you plan to monitor Java app server agents.

Start Agent After Install - It will start the SingleAgent immediately after installing the agent. Enable this
option if we are going to monitor hardware, database and log monitoring agents.
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Install Options

Install Directory

Install Jre
Install Auto Injection Applicable for Java App server monitoring Agents
Start Agent After Install Applicable for Hardware. DB and Log Monitoring Agents

Saved configs - This dropdown will have all the saved configuration details.

Saved configs d

192.168.0.1

tiratinn antinns

Button Functionalities
Save - It will save the machine configuration details.

Clear - It will clear the fields on the screen.

Delete - It will remove the previously saved configuration details.

Save Clear Delete

Install SingleAgent - This will set up Install SingleAgent on the configured machine.

Install SingleAgent

Update SingleAgent - This will update the SingleAgent on the configured machine.

Update SingleAgent

Applicable to hardware, database, and log monitoring agents:
Start SingleAgent - It will Start SingleAgent on the configured machine.

Stop SingleAgent - It will Stop SingleAgent on the configured machine.

Start SingleAgent  Stop SingleAgent

Applicable for Java app server agents

Applicare 9.2 - Arcturus Technologies Inc. Page 182 of 421



Arcturus Technologies - Applicare Configuration Guides

Install Auto Injection - It will install the wrapper on the configured machine to auto inject the SingleAgent
startup scripts while starting the Java app servers.

Uninstall Auto Injection - It will uninstall the wrapper in the configured machine.

Install Auto Injection Uninstall Auto Injection

Monitoring with Applicare
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Deploying the agent on Linux and Windows via the
Remote Deployment feature

Applicare 9.2 - Updated September 13, 2024 - singleagent - Pending technical review

Step 1: Log in to Applicare controller and navigate to the Remote Deployment screen on left side menu.

+* Key Business Txn Health & Errors &7 Servers Health
LOAD O/min ART Bms SUCCESS 0/min HTTP Q/min SQL O/min [NDI O/min WEB SERVICES 0 @0 Go ®e
Home - Remote Deployment Application | A

& REMOTE DEPLOYMENT

Saved configs v

Authentication options

Host (Unix machines only) host name (Ex

User Name

Password

Use Sudo Password

Install Options

Install Directory

Install Jre
Install Auto Injection Applicable for fava App server monitoring Agents
Start Agent After Install Applicable for Hardware, DB and Log Monitoring Agents

Save Clear Delete

Install SingleAgent | Start SingleAgent = Stop SingleAgent  Install Auto Injection | Uninstall Auto Injection = Update SingleAgent

Step 2: Enter the configuration details of the machine where the agent will be deployed.
Host (Unix machines only) - Enter the hostname or IP address of the machine.

User Name - Enter the login user name.

Password - Enter the login user password.

Use Sudo Password - Enable this option if the login user does not have root permission.
Install directory - Specify the location where the agent will be deployed.

Start Agent After Install - Enable this option to start the agent immediately after installation, particularly
if you plan to monitor hardware, database and logs.

Step 3: After entering all the configuration details click the save button.
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& REMOTE DEPLOYMENT

Saved configs bl

Authentication options

Host (Unix machines only) | 192.168.1.8
User Name | root
e R

Use Sudo Password

Install Options
Install directory | /home/ApplicareSingleAgent
Install Jre
Install Auto Injection Applicabie for Java App server monitoring Agents
Start Agent After Install / Update v Applicable for Hardware, DB and Log Monitoring Agents
=

Step 4: Save the configuration, select the machine from the saved config dropdown. Then click on Install
SingleAgent button.
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& REMOTE DEPLOYMENT

ISaved configs 192.168.1.8 i

Authentication options

Host (Unix machines only) =~ 192.168.1.8

User Name = root

Password — ssssssscssssssssnssensan

Use Sudo Password

Install Options

Install directory /nome/ApplicareSingleAgent x

Install Jre
Install Auto Injection Appiicable for Java App server monitoring Agents
Start Agent After Install / Update « Appiicable for Hardware, DB and Log Monitoring Agents
=

Follow these steps only if you need to update the agent.

Step 1: Go to the Remote Deployment screen from the left-side menu. Step 2: Select the machine where
the agent is running from the saved config dropdown, and then click the Update SingleAgent button.

Monitoring with Applicare
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Standalone Agent for BTC Collector

Applicare 9.2 - Updated September 13, 2024 - singleagent - Pending technical review

Steps to Configure the Standalone Agent as a BTC Collector

1. Install the Standalone Agent.

2. Add the JVM argument -Dapplicare.btx.collector=true to the Standalone Agent startup configuration.
To prevent the automatic addition of the collector agent to the controller add the JVM argument -
Dapplicare.disable.autoadd=true in the Standalone Agent startup.Then, start the Agent.

3. Log in to Applicare Console and navigate to the "Applicare Advanced Options" screen.
4. Enable Push option in the Txn data persistence setting.

5. Add the Standalone Agent URL in the Txn Data Persistence URL.

6. Restart Applicare Controller and Agents.

7. Add the BTC Collector as one of the Agent in Applicare Controller.

Steps to enable the Queue Mechanism for BTC Collector

« By default, the queue mechanism is not be enabled in the BTC Collector.
1. Stop both the BTC Collector and Agent.
2. Add the following JVM arguments to enable the queue mechanism:

« Dapplicare.enable.intellitrace.queue=true // To enable intellitrace queue

o Dapplicare.enable.btm.queue=true // To enable BTM queue
3. Start the BTC Collector and the Agent.
Custom Startup Arguments to Add in Collector
To specify the number of threads, use the following argument:

» Dapplicare.intellitrace.queue.collector.threadcount=No.of.Threads // Intellitrace Data collector Thread
count

» Dapplicare.btm.queue.collector.threadcount =No.of.Threads // BTM Data collector Thread count
To set the thread sleep time, Use the following argument

o Dapplicare.intellitrace.queue.collector.threadsleep=time // Intellitrace Data collector Thread sleep time
in milliseconds

o Dapplicare.btm.queue.collector.threadsleep=time // BTM Data collector Thread sleep time in
milliseconds

To enable logging of messages, use the following argument:
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¢ Dapplicare.enable.queue.log=true
The Default thread-count is 1 for intellitrace and 1 for BTM with 1 second sleep time.
Docs home

Monitoring with Applicare
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Configuration Guides

Applicare Agent's Impact on Application Performance

Applicare 9.2 - Updated October 9, 2024 - singleagent - Pending technical review

The Applicare agent imposes very minimal overhead on application performance, with the impact being

mostly negligible and almost undetectable. By default, Applicare only instruments user application

packages and namespaces, ensuring efficient monitoring without compromising performance.

We advise against installing the Applicare agent on app/web servers if CPU or memory utilization is
exceeds 95% in the machine.

Following are few load test results executed at our labs.

Without agent

Label # Samples Average Min Max Std. Dev. Throughput KB/sec Avg. Bytes
petstore_item 956 7 1 128 6.15 0.00% 47 6imin 342 44200
category 956 10 2 33 372 0.00% 47.6/min 3.28 42320
product 956 8 2 239 8.82 0.00% 47.6imin 342 44200
Add-to-Cart 955 1 2 587 20.34) 0.00% 47.6/min 4.14 5348.8
TOTAL 3823 9 1 587 11.76 0.00% 3 sec 14.26] 4605.0

With agent
Label # Samples Average Min Max Std. Dev. Error % Throughput KBisec Avg. Bytes
petstore_item 957| 8 2 246 8.77) 0.00% 47 1/min 339 4420.0
category 957| 12 3 60 384 0.00% 47 2imin 325 42320
product 956 9 2 58 373 0.00%! 47.2/min 339 4420.0
Add-to-Cart 956| 12 2 202 7.79 0.00% 47 2imin 411 53488
TOTAL 3826| 10 2 246 6.69] 0.00% 3.1isec] 14.13 4605.1
Without agent
Label # Samples Average Min Max Std. Dev. Ermor % Throughput KBlsec Avg. Bytes
petstore_item 52510 0| 0 1883 950 0.00% 175.4/sec] 757.24 4420.0
category 52510 1| 1 137 1.14] 0.00% 175 4/sec] 725.01 42320
product 52510 1) 0 67 0.85 0.00%)| 175.4/sec 757.22 4420.0
Add-to-Cart 52510 1 1 66 1.14] 0.00%: 175.4/sec] 916.34 53488
[TOTAL 210040| 1| 0 1883 4.85 0.00%)| 701.7/sec] 3155.70 4605.2
With agent
Label # Samples Average Min Max \ Sid. Dev. Emor % Throughput KBisec Avg. Bytes
petstore_ite 30038 [ 1] 48] 07 0.00% 113 Sisec 49012 44201
category 30937 2 2 764/ 445 0.00% 113.5/sec| 469.28/ 4232.(
product 30937 1 1| 374 345 0.00% 113.5/sec| 490.13, 4420.(
Add-to-Cart 30937 2| 1 65| 123 0.00%; 113.5/sec| 593.13 5348.¢
TOTAL 123749 2| 1 764 287 0.00%; 454 2Jsec 2042.57 4605.:
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Starting SingleAgent on Linux

Applicare 9.2 - Updated February 5, 2025 - singleagent, linux - Pending technical review

We can start the SingleAgent in two ways
Background mode

1. To enable background mode, Navigate to the directory where ApplicareSingleAgent/agentscripts
and run following command.

TEXT

nohup ./startAgent.sh &

Service Mode

1. Administrative permission required to install or uninstall singleagent.service
2. Navigate to the directory where ApplicareSingleAgent/agentscripts.

3. Execute ./installAgentService.sh to install singleagent.service. and start singleagent.service.

4. To Uninstall the service, execute ./uninstallAgentService.sh:
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| & root@L11-RHELT:/home/ApplicareSingleAgent - O x

Monitoring with Applicare
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SingleAgent Installation Using Command Mode for
Linux

Applicare 9.2 - Updated January 27, 2026 - singleagent, linux - Pending technical review

1. Login into Applicare console and navigate to Download Agents screen.

2. On the target machine, use either WGET or CURL installer command, depending on which is available to
deploy the agent.

Download Agents Using Command Mode

Mote: Sudo (Linux) or Administartor (Windows) privilege is reguired to download the agent in command mode.

SingleAgentLinux - Curl SingleAgentLinux - Wget

Installer & Copy Installer £ Copy
export PROTOCOL=http IP=172.30.21 sxport PROTOCOL=httn 1P=172.30.21
8.190 PORT=80; bash -c "§(curl 3PROT 2.190 PORT=20: bash =(weet -00- $PR
OCOL://3IP:$PORT/applicare/standalo OTOCOL://$IP:$PORT/applicare/standa

nazfilename=curllinuxinstall)” TTRr TR T T e [

3. Paste the copied command into the terminal window and press Enter to begin the installation process.

@ root@redhat-linux:/opt — O

4. The script automatically validates the environment by checking for minimum of disk space, verifying
directory write permissions, and confirming whether the current user has permission to perform systemd
operations.

If all requirements are satisfied, the agent is installed in the current directory and configured to run as a
systemd service. If systemd permissions or disk space are insufficient, the script displays a list of
alternative directories (such as Jopt, [var, or Jusr) that meet the requirements. Select one of these
options, or choose to proceed with installation in the current directory without systemd, in nohup mode.

2P root@redhat-linux:/opt — O X
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E2 applicare@centos-stream8:~ - m] X

5. To complete the setup, enter "y"” to start the SingleAgent for standard monitoring, or enter “n" if you
are monitoring Java-based applications such as Tomcat, JBoss, WildFly, WebLogic, or WebSphere.
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Starting SingleAgent on Windows

Applicare 9.2 - Updated September 13, 2024 - singleagent, windows - Pending technical review

We can start SingleAgent using either of the following methods:

Script Mode

1. Navigate to the ApplicareSingleAgent installation directory and execute the startAgent.bat file

Task Scheduler Mode

1. Open command prompt as an administrator mode, navigate to the ApplicareSingleAgent installation
directory and run the createAgentTask.bat file.

BN Administrator: Cormmand Prompt

plicare_Mysql\ApplicareSingleAgentWindows}creat

2. SingleAgent will be set up as a scheduled task and will start automatically when the machine boots. To
view the task, open Task Scheduler, expand the Task Scheduler Library, and select the
ApplicareAgent folder. You will find two tasks listed there.

* SingleAgent - Use this task to start SingleAgent. By default, it will be running after the agent
installation.

« StopSingleAgent - Execute this task to stop the SingleAgent.
= e |F]H] M| EE

E—:J Task Scheduler (Local)
~ [ Task Scheduler Library

Mame Status Triggers MExt Run

| Agent Activation Runtime (& SingleAgent Running At system startup
I | ApplicareAgent (Si5topSingleAgent Ready At 7248 PM on 1/13/2023
| ApplicareController
1 asus
| Microsoft
MySCOL

Tomcat

Monitoring with Applicare
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Installing SingleAgent via Command Line on Windows

Applicare 9.2 - Updated February 6, 2025 - singleagent, windows - Pending technical review

1. Login in to Applicare console and navigate to the Download Agents screen.
2. Copy the SingleAgentWindows - Powershell Installer command.
3. On the target machine where agent will be deployed. Open PowerShell in administrator mode, navigate

to any one root directory, paste the copied command, press Enter.

SingleAgentWindows - Powershell

Installer 4 Copy

$E"|'-I:F’F'.OTOCOL='http':SEf‘l‘u‘:iF"="_¢’_ ¥;$env:PORT
='805ProgressPreference="SilentlyContinue’;invoke-WebRe
quest -Uri http://1 :80/applicare/standalone?fil
ename=windowsagentinstall.ps1 -OutFile $pwdwindowsag
entinstall.ps1;. /windowsagentinstall.ps1;

EX Administrator: Windows PowerShell = O *

debRequest http:/f
gentinstall.psl

4. Select option "1".

SingleAgent will be installed as a task and will start automatically. To view the task, open Task Scheduler
and expand the Task Scheduler Library, and select the ApplicareAgent folder. You will see five task
listed there.

E:*:Z' Task Scheduler
File Action View Help

M sk Schedutes (LDCE_D Name Status Triggers Next Run Time
v | Task Scheduler Library "
# . uni il © MeniterSingleAgent  Running At system startup /13,
ApplicareAgent © RestartSingleAgent  Ready At 12:01 AM every day 3/14/2024 12:01:01 AM
~Googlesystem (® StartSingleAgent Running At system startup 3/13/202
| Microsoft (% StopSingleAgent Ready At 7:48 PM on 1/13/2023 3/13/202
5 UpdateSingleAgent  Ready At 9:47 PM on 12/27/2... 3/13/202

< >
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« SingleAgent - Run this task to start the SingleAgent. After installation, the agent will automatically be
in a running state.

« StopSingleAgent - Use this task to stop the SingleAgent.
» RestartSingleAgent - Execute this task to restart the SingleAgent.
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Deploying the agent on Windows using an Ansible
script

Applicare 9.2 - Updated September 13, 2024 - singleagent, windows - Pending technical review

Ensure that Ansible is installed before proceeding with the steps below.
If Ansible is not installed, follow the steps in this link - Installing Ansible on Windows via Ubuntu

Step 1: On the machine where the agent will be deployed, open PowerShell in administrator mode and
execute the below command one by one.

TEXT

Enable-PSRemoting -Force

reg query HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System /v
LocalAccountTokenFilterPolicy

Open port 5985 on the Machine where the agent will be deployed.

Step 2: On the machine where Ansible is running, Create a file named host.yml with the content below.

XML
[win]

<Machine_IP>

[win:vars]

ansible_user=<UserName>
ansible_password=<Password>
ansible_connection=winrm
ansible_winrm_transport=ntlm
ansible_winrm_scheme=http
ansible_winrm_server_cert_validation=ignore
ansible_shell_type=cmd

ansible_port=5985
ansible_winrm_read_timeout_sec=300

ansible_winrm_operation_timeout_sec=150

Update the values in the file as specified below.
<Machine_IP> = The machine_|P that wants to deploy the agent

<UserName> = Machine Username (Ensure the account has administrative privileges on the Windows
machine.)

<Password> = Machine Password
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Step 3: On the machine where Ansible is running, Create a file named Agent_deploy.yml with the
following content.

POWERSHELL
- name: Create Directory on Windows
hosts: win
gather_facts: no
tasks:
- name: Change to the specific directory
win_shell: cd C:\
args:
chdir: C:\

— name: Execute PowerShell command in the specific directory
win_shell: |

# Your PowerShell command here

$env:PROTOCOL="CONTROLLER_PROTOCOL"; $env:IP="CONTROLLER_IP';$env:PORT="'CONTROLLER_PORT';$Prog
ressPreference='SilentlyContinue';Invoke-WebRequest -Uri
CONTROLLER_PROTOCOL://CONTROLLER_IP:CONTROLLER_PORT/applicare/standalone?
filename=windowsagentinstall.psl -OutFile
$pwd\windowsagentinstall.psl;./windowsagentinstall.psl;
args:
chdir: C:\

- name: Run the BAT file
win_shell: |
.\agentscripts\createAgentTask.bat
args:
chdir: C:\ApplicareSingleAgentWindows
become: yes
become_user: <UserName>

become_method: runas

- name: Start the MyScheduledTask task
community.windows.win_scheduled_task:
name: StartSingleAgent
state: present
folder: "\"ApplicareAgent\""
actions:
— path: C:\ApplicareSingleAgentWindows\StartAgent.bat # Example action

arguments: test.txt # Optional arguments for the executable

Change the below values in the above file.

CONTROLLER_PROTOCOL -> http (or) https
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CONTROLLER_IP -> Applicare Controller IP
CONTROLLER_PORT -> Applicare Controller Port

<UserName> = Machine Username (Ensure the account has administrative privileges on the Windows
machine.)

Step 3: Navigate to the directory where the file was created and execute the below command.

TEXT

ansible-playbook —i host.yml Agent_deploy.yml

Follow these steps only if you are updating the agent.

Step 1: On the machine where Ansible is running, Create a file named update_agent.yml with the
following content.

BAT

— name: Check Task Status on Task Scheduler
hosts: win
gather_facts: false

tasks:

- name: Run the BAT file
win_shell: |
.\agentupdate.bat
args:
chdir: C:\ApplicareSingleAgentWindows\agentscripts
become: yes
become_user: <UserName>

become_method: runas

Update the following values in the file.

<UserName> = Machine Username (Ensure the account has administrative privileges on the Windows
machine.)

Step 2: Run the following command from the same directory where host.yml is located.

TEXT

ansible-playbook —-i host.yml update_agent.yml

Monitoring with Applicare
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SingleAgent Remote deployment in Windows using
Powershell

Applicare 9.2 - Updated December 31, 2024 - singleagent, windows - Pending technical review

Applicare provides the capability to deploy agents remotely, ensuring a smooth and efficient setup
process.

Step 1: Download the machine_details.txt file in the Host machine and add the Machine IPs, Login
Usernames and passwords.

* Download the machine_details.txt from here and add the list of target machines with their IP
addresses, login usernames and passwords.

Example:

TEXT
#MachineIP,MachineUserName, Password
192.168.0.0, testuser, testpass
192.168.0.1, testuser, testpass
192.168.2.0,userone, pass2
192.168.2.3,userone, pass2

#MachineIP,MachineUserName,Password
192.168.0.0,testuser,testpass
192.168.0.1,testuser,testpass
192.168.2.08,userone,pass2
192.168.2.3,userone,pass2

Step 2: Download the windows_agent_instalation_script.ps1 file in the Host machine and add
Controller Protocol, IP, and Port.

+ Downlaod the windows_agent_instalation_script.ps1 from here and configure the controller
protocol, ip and port details in the script using the following variables.

Template:
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POWERSHELL

$env:PROTOCOL = 'Controller-protocol’
$env:IP = 'Controller-ip'

$env:PORT = 'Controller-port'
$ProgressPreference = 'SilentlyContinue'

# Download and execute the script

Invoke-WebRequest -Uri Controller-protocol://Controller-ip:Controller-
port/applicare/standalone?filename=windowsagentinstall.psl —-OutFile
$pwd\windowsagentinstall.psl

.\windowsagentinstall.psl

Example:

POWERSHELL

$env:PROTOCOL = 'http'

$env:IP = '192.168.0.154"

$env:PORT = '8880'

$ProgressPreference = 'SilentlyContinue'

# Download and execute the script

Invoke-WebRequest -Uri http://192.168.0.154:8880/applicare/standalone?
filename=windowsagentinstall.psl -QutFile $pwd\windowsagentinstall.psl
.\windowsagentinstall.psl

# OLUVUAT LUT LT LT LG

39 Invoke-Command -Session $session -ScriptBlock {

40 # Rdd your remote command script block here

41 param ($option)

42

43 Set-ExecutionPolicy Unrestricted -Scope CurrentUser -Force
44 Set_Locatjon —-Path 'C:\"

45 Senv:PROTOCOL = "http'

46 Senv:IP = '192.168.0.154"

47 Senv:PORT = '8880°

48 =rn ntlyContinue'

49

50 I Invoke-WebRequest -Uri http://-%;._fi.i._Ee:EEEZ/Jpplicare/standalone?filename:n
51 .\windowsagentinstall .p=T d

52 - } -ArgumentlList SmachineIP

Step 3: Enable the following PowerShell settings on both the host and remote machines to ensure
proper communication and functionality

On the Host Machine:
1. Set Network Profile to Private

Powershell

POWERSHELL

Get-NetConnectionProfile | Set-NetConnectionProfile -NetworkCategory Private
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Explanation: Setting the network category to private allows trusted communication with other devices
on the network and enables protocols like WinRM for remote management.

. Enable WinRM

Powershell

TEXT
winrm quickconfig —Force

Explanation: WinRM (Windows Remote Management) is required for PowerShell remoting. This
command ensures WinRM is enabled and ready to communicate with remote machines.

. Enable the ExecutionPolicy

Powershell

POWERSHELL

Set-ExecutionPolicy Unrestricted -Scope CurrentUser

Explanation: PowerShell to execute scripts without any restrictions, but only for the current user.

On the Remote Machine:

1.

Set Network Profile to Private

Powershell

POWERSHELL

Get-NetConnectionProfile | Set-NetConnectionProfile -NetworkCategory Private

Explanation: A private network category allows trusted communication with other devices in the
network and enables protocols like WinRM for remote management.

. Enable PowerShell Remoting

Powershell

TEXT

Enable-PSRemoting -Force

Explanation: This command configures the remote machine to accept PowerShell commands from the
host.

. Allow Traffic on Port 5985 Ensure the firewall allows traffic on the WinRM default port (5985) TCP.

Explanation: This opens the required port to enable communication via WinRM over HTTP.

. Machine IP, Login Username and Password Ensure that the login user has Administrator privileges

on the machine.

Explanation: Administrator access is required to enable remote communication protocols, and execute
scripts with elevated permissions.
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Step 4: Open PowerShell in Administrator mode in the Host machine and navigate to the directory
where the script is located and execute the following command

POWERSHELL
.\windows_agent_instalation_script.psl

Note: Ensure that both the machine_details.txt and windows_agent_instalation_script.ps1 are located
in the same directory before running the script.
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CONFIGURATION GUIDES > INSTALL, START & UPDATE

Setting Up Automatic Start of Applicare Agent with
Windows Task Scheduler

Applicare 9.2 - Updated September 13, 2024 - singleagent, windows, tasks - Pending technical review

To Applicare SingleAgent start task is automatically added to Windows Task Scheduler when downloaded
using the PowerShell command from the Agent Download page. Alternatively, it can be manually added
by running createAgentTask.bat in Applicare SingleAgent home directory.

1. Open Task Scheduler, expand the Task Scheduler Library and select the ApplicareAgent folder. You
will find two task.

« SingleAgent - To start the SingleAgent
« StopSingleAgent - To stop the SingleAgent
™ = | 21|E])| M |GE

:1-:) Task Scheduler (Local)

~ [ Task Scheduler Library
= (5 SingleAgent Running At system startup

Agent Activation Runtime
I——gﬁm (LiStopSingleAgent Ready At 7:48 PM on 1/13/2023
] ApplicareController
| Asus
| Microsoft
7 mMysaL
~| Tomcat

Mame Status Triggers Mzt Run

Monitoring with Applicare
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CONFIGURATION GUIDES > INSTALL, START & UPDATE

Task creation to stop the SingleAgent

Applicare 9.2 - Updated September 13, 2024 - singleagent, windows, tasks - Pending technical review

1. Navigate to ApplicareSingleAgent home directory and create a stopAgent.bat file with the following
content. Save the file once created.

@echo off wmic process where "commandline like '%%applicare.standalone=true%%"' and
name='java.exe'" delete

Zecho off
wnic process where "commandline like '%%applicare.standalone=trucii' and name='java.exe'"™ delete

2. Open Task Scheduler and create the task as specified below.

:@ Task Scheduler (Local) Narme Status | Tiggers

v '_E.b:l'a_sk Scheduler Library S 2hLo

| | | Agent Activation Runtime 5 Singlefgent gady At systern startup
E | ApplicareAgen o

: [ AsUS

: 5 [ Microsoft Create Basic Task...

i » [ MySOL e reate

: - Tomeat Import Task...

E Refresh
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(B Create Task et

General Triggers Actions Conditions  Settings

Mame: StopSinglefgent e |

Location:  “\Applicarefgent [E
Author DESKTOPR-R3G4AL5M\stham
Description:

Security options

Whe ing the task, use the following user account:

DES)aGdLSM\stham Change User or Group... |

{3 Run only when user iz logged on

(® Run whether user is logged on or not

Do not store password. The task will only have access to local computer resources.

Run with highest privileges

[] Hidden Configure for: iWindows Vista™, Windows Server™ 2008 ~ |

ok | | cance |
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(D) Create Task (Mot Responding) n

General | Triggers | Actions Conditions  Settings

When yol a task, you can specify the conditions that will trigger the task.

Trigger Details Status

Edit... Delete

QK | | Cancel

Do not alter the start time.
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Mew Trigger

Begin the tazk: | On a schedule

S |

Settings

) Weekl
) Month by

Advanced settings

[] Delay task for up to (random delay): 1 hour

Enabled e

Program/script: AgentHomeDir\stopAgent.bat
Add arguments(optional): AgentHomeDir\stopAgent.bat
Start in (optional): AgentHomeDir\

Replace AgentHomeDir with the correct path.

Applicare 9.2 - Arcturus Technologies Inc.
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@ Onetime Start: | 1/20/2023 [E~ | | 1:12:45 PM L—§| ] Synchronize across time zones

[] Repeat task every: 1 hour for a duration of: |1day
Stop all running tasks at end of repetition duration
[] Stop task if it runs longer than: 3 days
[] Expires | 1/20/2024 11249 PM = Synchronize across time zones

[ ok ||L Cancel
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(B Create Task

General Triggel} Actions  Con|

When you create

ou mu

Action

Details

Edit....

Mew Action

You must specify what action this task will perform.

Action: |Start a program

Settings

Program/script:

I| ErApplicare\MySOLApplicare82 T\ stopAgent.bat

| | Browse... |

Add arguments (opticnal):

Start in (optional):

|}Iicare921\stophg ent. bat|

|'e\My5DL\Applicare921‘a|

@ Il QK I Cancel
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(T Create Task =

General Triggers Actions Conditions  Settings

Specify the conditions that, al the trigger, determine whether the task should run. The task will not
run if any condition specified ot true,
[] Start the task only if begomputer iz idle for 10 minutes

Wait for idle for: 1 hour

| Stop if the computer ceases to be idle

Restart if the idle state resumes

Power
[] Start the task only if the computer is on AC power
Stop if the computer switches to battery power

[] Wake the computer to run this task

Metwork
[] Start only if the following network connection is available:

—_ il

@ oK | Cancel
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(% Create Task x

General Triggers Actions Conditions| Settings

Specify additional settings that affect the behavior of the task.

Allow task to be run on demand @

[] Run task as soon as possible after a scheduled start is missed

b i the task fails, restart every:
Atternpt to restart up to: Firpikc

&

(Fdays =

[] Stop the task if it runs longer than:

If the running task does not end when requested, force it to stop

L[] If the task is not scheduled to run again, delete it after: 30 days

If the task is already running, then the following rule applies:

|Do not start @ new instance V| @ @

The task will be generated.

Task Scheduler (Local)

e i Mame Status  Triggers
v 3 Tzfsk Scheduler Library &
"] Agent Activation Runtime iDiSinglefgent Feady At system startup
| ApplicareAgent T stopSingleldgent Ready
| ApplicareController
[ Asus

» [ Microsoft
w51 el

Running this task it will terminate all the Java processes, and the SingleAgent task Status will be changed
to Ready. Next, right-click the SingleAgent task and select Run to start the agent.

Monitoring with Applicare
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CONFIGURATION GUIDES > APPLICATION SERVERS

Installing the Agent for Tomcat, JBoss, WebLogic,
WebSphere, and Other Java-Based Monitoring

Applicare 9.2 - Updated September 13, 2024 - java, singleagent - Pending technical review

Windows

1. Log in to Applicare console and navigate to the Download Agents screen.

2. Click the SingleAgentWindows button to download the agent. This will download the
ApplicareSingleAgentWindows.zip file. Next, transfer the ApplicareSingleAgentWindows.zip file to the
machine where the agent will be deployed.

3. Extract the ApplicareSingleAgentWindows.zip file into a directory named
ApplicareSingleAgentWindows.

Linux

1. Log in to the Applicare console, navigate to the Download Agents screen and download
SingleAgentLinux. Then, transfer the ApplicareSingleAgentLinux.zip file to the machine where agent
will be deployed.

2. Create a directory named "ApplicareSingleAgent" on the agent machine, then extract the
ApplicareSingleAgentLinux.zip file into that directory.

3. Set chmod -R 777 permission for the ApplicareSingleAgent directory.

Monitoring with Applicare
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Domain Configuration

Applicare 9.2 - Updated September 13, 2024 - java, singleagent - Pending technical review

You need to save WebLogic domain information in Applicare before deploying the Applicare agent to
WebLogic servers.

Home - Configure AppServer Domains popicaton [A v & st s

Domain Name ~  Server Name Admin Server P Admin Server Port Validation Validated At

Adminserver Adminserver 192.168.1.61 7001 VALID 08/24/2021 10:49:10

Configuration

Click the "New" button to add a new domain. Enter the domain name and the Admin Server connection
details for the domain.

Home « Configure AppServer Domains

Domain Information
Server Type WeblLogic ~

Server Admin5erver ~

Domain Name | AdminServer

Admin Server |P | 192.123.14.1

Admin Server Port | 7001

Username | weblogic

Password

Confirm Password

CETTETITY b4

» Save ¥ Cancel

Monitoring with Applicare
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WebSphere Monitoring

Applicare 9.2 - Updated September 13, 2024 - java, singleagent - Pending technical review

1. Install Applicare SingleAgent in the machine that WebSphere is running in.

2. Log in to the Websphere console and navigate servers> server Types > Websphere application
servers, and then select the server.

WebSphere. ||

| View: | All tasks e

Welkcome

[# Guided Activities

Application servers

Use this page to visw a list of the application sarvers in your snviremmant and the status of sach of thess servars. You can also use this pags to changs the statui
serves

E Prefarances

2k

Hame 2 Node Host Name | version

You can administer the follawing resources:

o sarverl DESKTOR-DEKSD09Nodedl DESKTOPR-DEKSDO9 ND 5.0.5.6
Toml 1

3. Click on Java and Process Management> Process definition under the Server Infrastructure section.

Server Infrastructure

IE Java and Process Management Io

Class loader
|- Frocass dafinition |°
= Process execution

H Administration

Java SDKs

4. In the additional properties section, click on Java Virtual Machine.

Additional Properties

| « Jawa Virtual Machina |

5. Save the value in the boot classpath as shown below

XML

<ApplicareSingleagent_homepath>\applicare-aspects.jar

* <ApplicareSingleagent_homepath> - refers to the directory where the Applicare SingleAgent zip file
extracted.
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General Properties

Clagspatn

Boot Classpath
D \AnandApplicare,_singleagent_new'\applicare-aspects.jar

Configuration Guides

6. Save the value as shown below the Generic JVM arguments.

TEXT

-noverify —javaagent:<ApplicareSingleagent_homepath>\applicare—

aspects.jar=verbosity=0, logfile=false

+ Note: <ApplicareSingleagent_homepath> - Applicare SingleAgent zip file extracted directory.

Debug argurments
-mgantibjdwp=ransport=dt_socket servar=y suspend=n adcdress=77718

|Ganaric M ArgUTRNEE
-novenfy ~Javaagent: D \Anand\Apphcane_singleagent_rew\apolicars-
aspects,jar=verbasity=0,logfle=false DenablelntellitraceDmeman

7. Next, add the following custom properties by clicking the Custom Properties link under Additional

Properties heading on the same page.

Additional Properties

Custom properties

Name Value

Arcturus_home <ApplicareSingleagent_homepath>

java.awt.headless True

java.library.path <ApplicareSingleagent_homepath>/bin

profile.name <Profile Name>

server.name <Server Name>

8. Restart the WebSphere server to apply the changes.

For Other Docs - Click here
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CONFIGURATION GUIDES > APPLICATION SERVERS

Wildfly Monitoring

Applicare 9.2 - Updated August 22, 2024 - java, singleagent - Pending technical review

Step 1: Install Applicare SingleAgent in the machine where Wildfly is running. Follow the instructions for
installing Applicare SingleAgent

If Wildfly is started using the standalone.conf.bat file proceed to Step 2.

Step 2: Navigate to <Wildfly_home_path>\bin Add the following line at the beginning of the
standalone.conf.bat file.

BAT
set SERVER_NAME=ServerName
call <ApplicareSingleAgentHomePath>\scripts\setJBossAgentEnv.bat

rem Uncomment the following line to disable manipulation of JAVA OPTS (I

1E rem set PRESERVE JAVA OFTS=true

VM paramsters)

12 |eall C:il\Anand\RpplicarsSingleagent_LE\scripts\setJBcssAgencEnv.bad |

Replace ServerName with the desired name for the agent. The name will be used when adding the agent to
the controller.

Replace ApplicareSingleAgentHomePath with the actual path to your ApplicareSingleAgent home
directory.

Example:

rem set PRESERVE JAVA OPTS=trues

all I:\Anand\ApplicareSingleAgentWindows\scripts\setJBossAgentEnv.bat

tet SERVER_NAME=Fetstore

if not "x%TJAVA OPTSE"™ == My" |
echo "JAVA OPTS already set in environment; overriding default settings with wvalues:
goto JAVA OPTS SET

Additional steps for install Applicare SingleAgent with Wrapper.

For Other Docs - Click here
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CONFIGURATION GUIDES > APPLICATION SERVERS

Monitoring JBoss on Linux

Applicare 9.2 - Updated September 13, 2024 - java, singleagent - Pending technical review

Step 1: Install the Applicare SingleAgent on the machine running JBoss. Follow these steps: installing
Applicare SingleAgent

If Jboss is started using the standalone.conf.sh file proceed with Step 4.

Step 2: Navigate to <JBoss_home_path>\bin and Add the following line at the beginning of the
standalone.conf.sh file.

BASH
export SERVER_NAME=ServerName

. /<Applicare_agent_home_directory>/scripts/setJBossAgentEnv.sh

=
#PRESERVE_JAVA_OPTS=true

#
# Specify options to pass to the Java WM.

r fhnmefﬁingleﬂgentbscriptsfset]ansﬂgentEnu.5h

if [ “xBJAVA_OPTS" = “x" ]; then
JAVA_OPTS="-Xms1383m -Xmx1303m -XX:MetaspaceSize=-96M -XX:MaxMetaspaceSize=256m -Djava.net.preferIPvdStack=true”
JAVA_OPTS="%1AVA OPTS -Diboss.modules.system.pkgs=$IB055_MODULES SYSTEM_PKGS -Djava.awt.headless=true"”
else
echo "JAVA_OPTS already set in environment; overriding default settings with wvalues: $JAVA_OPTS”
fi
I

Replace ServerName with the desired name for the agent. The agent will be registered with the controller
under this name.
Replace Applicare_agent_home_directory with the actual directory path of the ApplicareSingleAgent.

e.g.

export SERVER_NAME=petstore
. fhome/ApplicareSingleAgent/scripts/set]BossAgentEnv.sh

if [ "x$IAVA_OPTS™ = "x™ ]; then
JAVA_OPTS="-Xms1383m -Xmx1383m -XX:MetaspaceSize=96M -XX:MaxMetaspaceSize=256m -Djava.net.preferIPvd5tack=true”
JAVA_OPTS="$JAVA_OPTS -Djboss.modules.system.pkgs=$JB0SS_MODULES_SYSTEM_PKGS -Djava.awt.headless=true"

alea

Additional steps to install Applicare SingleAgent with Wrapper.
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CONFIGURATION GUIDES > APPLICATION SERVERS

Installing SingleAgent for AppServer on Linux

Applicare 9.2 - Updated August 12, 2024 - java, singleagent, linux - Pending technical review

1. Log in to Applicare console, and navigate to the Download Agents section.

2. Click the SingleAgentLinux button to download the agent. This will download the
ApplicareSingleAgentLinux.zip file. Copy this file to the machine where the agent will be deployed.

3. Extract the contents of the ApplicareSingleAgentLinux.zip file into a directory named
ApplicareSingleAgentLinux.

4. Grant chmod -R 777 permission to the ApplicareSingleAgentLinux directory.

For Other Docs - Click here
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CONFIGURATION GUIDES > APPLICATION SERVERS

SingleAgent Installation for Appserver using
command Mode for Linux

Applicare 9.2 - Updated September 13, 2024 - java, singleagent, linux - Pending technical review

1. Log in to Applicare console, Navigate to Download Agents screen.

2. On the machine where the agent will be deployed. If Wget is installed, execute the Wget Installer
command. If Curl is installed, Use the Curl Installer command instead.

Download Agents Using Command Mode

Mote: Sudo (Linux) or Administartor (Windows) privilege is reguired to download the agent in command mode.

SingleAgentLinux - Curl SingleAgentLinux - Wget

Installer t8] Copy Installer &2 Copy
export PROTOCOL=http IP=172.30.21 export PROTOCOL=http IP=172.30.21
8.190 PORT=80; bash -c "${curl 3PROT £.190 PORT=80; bash <(wget -gO- $PR
OCOL://$IP:$PORT/applicare/standalo OTOCOL://$IP:$PORT/applicare/standa
nerfilename=curllinuxinstall)’ lonezfilename=wgetlinuxinstall)

3. Enter n to prevent the SingleAgent from starting Automatically.

Monitoring with Applicare
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CONFIGURATION GUIDES > APPLICATION SERVERS

Installing Applicare SingleAgent on WebLogic running
on Linux

Applicare 9.2 - Updated March 23, 2026 - java, singleagent, linux - Pending technical review

1. Install Applicare SingleAgent in the machine where Weblogic is running.
2. Navigate to the <weblogic_domain_path>\bin directory and add the following line to the
startWebLogic.bat file:

TEXT
. /<ApplicareSingleAgent_homepath>/scripts/setAgentEnv.sh

o <ApplicareSingleagent_homepath>

- The directory where the Applicare SingleAgent zip file has been extracted.

3. Restart Weblogic

For Other Docs - Click here
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CONFIGURATION GUIDES > APPLICATION SERVERS

Installing SingleAgent for Appserver on Windows
using Command Line

Applicare 9.2 - Updated September 13, 2024 - java, singleagent, windows - Pending technical review

1. Log in to the Applicare console and navigate to the Download Agents screen.

2. On to the machine where the agent is to be deployed. Copy the SingleAgentWindows - PowerShell
Installer command. Open PowerShell in administrator mode, navigate to any drive, and paste the copied
command and press Enter button.

SingleAgentWindows - Powershell

Installer t# Copy
$EW:PQOTOCO=_='http':5er‘n-':!P="_¢_ Y:%env:PORT
='80"%ProgressPreference="SilentlyContinue’Invoke-WebRe
quest -Uri http://1 ):80/applicare/standalonefil

ename=windowsagentinstall.ps1 -OutFile $pwdwindowsag
entinstall.ps1;./windowsagentinstall.ps1;

EXN Administrator: Windows PowerShell — O >

gentinstall.psl
51

Y

3. Select option n if you do not wish the start SingleAgent.

Monitoring with Applicare
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CONFIGURATION GUIDES > APPLICATION SERVERS

Deploying SingleAgent for WebLogic on Windows

Applicare 9.2 - Updated March 23, 2026 - java, singleagent, windows - Pending technical review

1. Install Applicare SingleAgent on the machine where Weblogic is running.
o If Weblogic is started using startWebLogic.bat file follow these step.

2. Navigate to the <weblogic_domain_path>\bin directory startWebLogic.bat file.

o Go to <weblogic_domain_path>\bin directory and add the following line to the
startWebLogic.bat file.

BAT

call <ApplicareSingleAgent_homepath>\scripts\setAgentEnv.bat

* <ApplicareSingleagent_homepath> - The directory where the Applicare SingleAgent zip file has
been extracted.

@cho % % o s o ok ok ok ok ok ok ok o ok ok ok ok e o ok ke o ok ke e ok ok e e o ok e e e e ok b b e e ok e b ke ok ok ke ok e ok

echo * To start WebLogic Server, use a username and *
191 echo * password assigned to an admin-level user. For *
193 echo * server administration, use the WebLogic Server *
;@Z echo * console at http:\\hostname:port\console *
977 echo **k*kkkkhkkhhkhkhkhkhkhkhkhkhkhkhkhkhkhhhkdkhkhhhkhkhkhhhkhkhkhbhkhkhkhkhhhhkhhkhh
'_[4'{; @REM START WEBLOGIC

201 |eall D:\ApplicareSingleAgentWindows\scripts\setAgentEnv.kat
3. Restart Weblogic

Docs Home - Click here
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CONFIGURATION GUIDES » WEB SERVERS

Apache Monitoring on Linux

Applicare 9.2 - Updated February 28, 2025 - apache - Pending technical review

1. Follow the steps for Installing Applicare SingleAgent.

2. After starting the agent, it will automatically be registered with the Applicare controller. Log in to the
Applicare console and navigate to the Overview menu.

3. After a few minutes, choose the newly added agent and click the Edit button.

HTTP 0/min SQL 0/min JNDI 0/min WEB SER

Servers
Enterprise

) Server (1) Application Host Name Current Status
Overview
Find Server Find App Find Host Find Status

Operations Center

User Experience jpetstore_sa jpetstore jpetstore/172.17.0.3 Connected

Synthetic User Experience

Business Transactions

App Analyzer

Server Analyzer

LAMA

APl Performance

Sensor Analyzer

e +Add @ Edit of Manage Applications = Update Agent

4. Verify if the Apache configuration appears in the popup screen under the Add Apache
configuration.

If the Apache configuration is not visible in this popup screen, follow the steps provided in this link
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CONFIGURATION GUIDES > WEB SERVERS

Apache server 2.4 Monitoring for Linux

Applicare 9.2 - Updated September 13, 2024 - apache - Pending technical review

To installing Applicare SingleAgent, Follow these steps:
Before proceeding with the configuration verify the following:
1. Identify the location of the default log configuration settings for the Apache server.

2. Confirm that all Apache server requests are being logged in the currently configured log file.

Apache server Monitoring with Applicare

Step 1: Enable the server-status and custom log modules in Apache. Navigate to Apache installation
directory and edit the conf file. (Default location: Jetc/httpd/conf (or) Jetc/apache/conf).

Step 2: Ensure the following modules are enabled in the conf file. If it is not enable it by removing '#' at
the start of the line.

If any of these modules are not present in the Apache conf file by default. add them below manually below
the 'Listen' line in the directive conf file.

TEXT
LoadModule status_module modules/mod_status.so
LoadModule log_config_module modules/mod_log_config.so
LoadModule unique_id_module modules/mod_unique_id.so
LoadModule setenvif_module modules/mod_setenvif.so

LoadModule headers_module modules/mod_headers.so

B
flListen 12.34.56.78:80
Listen 80

LoadModule status module modules/mod status.so
LoadModule log config module modules/mod log config.so
LoadModule unique_id module modules/mod_unique_id.so
LoadModule setenvif _module modules/mod_setenvif.so
LoadModule headers module modules/mod headers.so

Module Details:

mod_status.so

Provides server performance and status information.
mod_log_config.so

Configures and customizes Apache logging, allowing precise control over what information is
logged, its format, and its destination.
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mod_unique_id.so

Sets environment variables based on client request characteristics the server.
mod_setenvif.so

It is used to set environment variables based on characteristics of the client request.
mod_headers.so

Adds custom headers to server responses.

Step 3: Ensure that the LogLevel is set to warn. If the LogLevel is different, comment out the existing
LogLevel line.

S

# LogLevel: Control the number of messages logged to the error_log.

# Posszikble waluesz include: debug, info, notice, warn, error, crit,

# alert, emexg.

LogLevel warn

-

Step 4: Create a new log folder within the Apache home directory and set its permission to '777' using the
command "chmod -R 777".

Step 5: Append the following 5 lines to the end of the log_config_module section in the configuration
file. Do not modify the existing CustomLog path within the log_config_module.

TEXT

SetEnvIfNoCase Request_URI "~/server-status/pingFromApplicare" dontlog

SetEnvIfNoCase Request_URI "~/applicare_agent/*" dontlog

SetEnvIf _ap_trace_id ~[a-zA-Z0-9].% HAVE_AP_ID

RequestHeader set _ap_trace_id "%{UNIQUE_ID}e" env=!HAVE_AP_ID

RequestHeader set _ap_apache_id '"<Apache_servername>"

CustomLog "|<rotatelogs_path> —-n 1440 <Apachelog_directory>/newlogfolder/apl_log 60" 'St %h
%s %B %D %U :%{_ap_trace_id}i" env=!dontlog

1. Replace the <Apache_servername> with a unique custom name (without space) and including double
quotes and without angle brackets. You can choose any name in the <Apache_servername>. But it must
be unique.

2. The "_ap_trace_id" is an environment variable added to each request. Its value will be a random id.

3. Replace "<rotatelogs_path> " (removing the angle brackets too) with the path where 'rotatelogs’ is
installed. On Linux, you can find this path using the following command.

TEXT

which rotatelogs (or) sudo which rotatelogs
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4. Replace <newlogfolder>with the name of the folder you created within the Apache log directory (be
sure remove the angle brackets).

<IfModule log_config module>
&
# The following directives define some format nicknames for use with
# a Customlog directive (see below).
#
LogFormat “%h %1 Xu %t \"%r\" X»s %b \"E{Referer}i\” \"%{User-Agent}i\"" combined
LogFormat "%h %1 Xu %t \"Er\” X»s %" common

<IfModule logic_modules

# You need to enable mod_logic.c to wse %I and XD

LogFormat "%h %1 ¥u %t \"¥r\" X>s ¥b \"X{Referer}i\" \"¥{User-Agent}i\"” %I %0" combinedio
</ IfModules

The location and format of the access logfile (Common Logfile Format).
If you do not define any access logfiles within a <VirtualHost>
container, they will be logged here. Contrariwise, if you ®do*®
define per-<VirtualHost» access logfiles, transactions will be

logged thereln and *not* in this file.

ﬁtttttt‘

ustomlog “logs/access_log” common

#

# If you prefer a logfile with access, agent, and referer information
# (Combimed Logflle Format) you can use the followling directive.

#

CustomLog "logs/access log" combined

SetEnvIfloCase Request URI “*/server]status/pingFromipplicare” dontlog

SetEnvIf _ap_trace_id *[a-zA-Z8-9].* HAVE_AP_ID

RequestHeader set _ap_trace_id "%{UNIQUE_ID}e” enw=I!HAVE_AP_ID

RequestHeader set _ap_apache_id “Apache”

CustomLog "|fusr/sbin/rotatelogs -n 1448 /fvar/log/httpd/New_folder/fapl_log 68~ "%t %h %s %B XD XU :%{_ap_trace_id}i" env=!dontlog

</IfModules

Step 6: Append the following modules to the end of the conf file.

XML
<IfModule mod_status.c>
<Location /server-status>
ProxyPass !

SetHandler server-status
Require local

</Location>

</IfModule>

Require local - It will restrict the server status access only from the local machine.

Step 7: Verify the configuration for any Syntax errors. If the output shows Syntax OK the configuration is
correct.

For httpd

TEXT
httpd -t

For apachectl
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TEXT
apachectl -t
(or)

apachectl configtest

For apache2ctli

TEXT
apache2ctl -t
(or)

apache2ctl configtest

Step 8: If the configuration is successful, restart the Apache server.

After restarting, enter the following request in your browser's URL bar to display information about the
Apache server.

To check in browser:

XML
<Apache_Protocol>://<Apache_IP>:<Apache_Port>/server-status?auto
Example: http://127.0.0.1:80/server-status?auto

To check using curl:

BASH
curl <Apache_Protocol>://<Apache_IP>:<Apache_Port>/server-status?auto
Example: curl http://127.0.0.1:80/server-status?auto

<Apache_Protocol>:/[<Apache_IP>:<Apache_Port>/server-status?auto

<Apache_Protocol> - http (or) https <Apache_IP> - Apache server running IP <Apache_Port> -
Apache server running port

YAML

ServerMPM: event

Server Built: Jan 27 2021 07:22:47
CurrentTime: Monday, 28-Jun-2021 18:11:40 EDT
RestartTime: Monday, 28-Jun-2021 18:08:24 EDT
ParentServerConfigGeneration: 1
ParentServerMPMGeneration: @
ServerUptimeSeconds: 195

ServerUptime: 3 minutes 15 seconds

Step 9: After starting the agent, it will be automatically registered with the Applicare controller. Log in to
the Applicare console and navigate to the Overview menu.

Step 10: Locate the newly added agent and click the Edit button.
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+ Key Business Txn Health & Errors
LOAD 5/min ART 0 ms SUCCESS5 HTTP O/min SQL 0/min JNDI 0/min WEB SERVICES 0

server Host Name

Application

Find Server Find App Find Host
|PetStore eCommerce localhost/localhost
+ Add (# Edit

Step 11: Enable the "Add Apache Configuration" box and configure the setting as shown below. If the
Apache is running in https select HTTPS in the Apache Protocol dropdown. Click the update button to
save the change.
" Add Apache configuration
server Name | apache
Apache Log File Path | pvariog/httpd/apachelog
Apache Host | 192.168.1.222
Apache Port | gp
. Apache Protocol: HTTP w
Is LogCount Enable: False w
Add nginx log file location
Add 15 Server log location
Add generic data importer log locations

Add Azure 15 Configuration

Enable Process Availability Monitoring

Note:
1. Other command to check the configuration and virtual hot details of apache server.
httpd -S, apachectl -S, apache2ctl -S and for version httpd -V

2. If the new log configuration does not take effect, verify if any custom configuration are included in the
default configuration. Custom configuration may be included using the "IncludeOptional" directive.

3. To monitor only the error logs, append the following syntax to the end of the CustomLog.

TEXT
"expr=%{REQUEST_STATUS} > 200"
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e.g.
CustomLog "logs/access.log" combined "expr=%{REQUEST_STATUS} > 200"

S
# If you prefer a logfile with access, agent, and referer information
# (Combined Logfile Format) vou can use the following directive.

#

CustomLog "logs/access.log" combined "expr=% {REQUEST_ STATUS} > 200"

4. To capture only the specific request URL use this. This will capture only the [testrequestforder
requests.

SetEnvIfNoCase Request_URI "~/testrequest/order" log_this
CustomLog "logs/access.log" combined env=log_this

Monitoring with Applicare
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CONFIGURATION GUIDES > WEB SERVERS

Apache server 2.4 Monitoring for windows

Applicare 9.2 - Updated August 22, 2024 - apache - Pending technical review

Follow the steps for installing Applicare SingleAgent

Step 1: To enable server-status and custom log modules in Apache by navigating to the Apache installed
directory and editing the conf file.

Step 2: Ensure the following modules are enabled in the conf file. If they are not, enable them by removing
'#' at the beginnings of the lines.

Some of the modules may not be present in the Apache conf file by default. In that cases, manually add
the following modules below the Apache Listen line in the Apache conf file.

TEXT
#listen 12.34.56.78:80
Listen 80

LoadModule status_module modules/mod_status.so
LoadModule log_config_module modules/mod_log_config.so
LoadModule unique_id_module modules/mod_unique_id.so
LoadModule setenvif_module modules/mod_setenvif.so

LoadModule headers_module modules/mod_headers.so

Step 3: Ensure the LogLevel is set to warn. If it is set to a LogLevel is different value, comment out
existing LogLevel line.

*
# LogLewvel: Control the number of messages logged to the error_log.
# Possible walues include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LogLevel warn

Step 4: Create a new log folder within the Apache home directory.

Step 5: Append the following five lines to the end of the log_config_module and section in the
CustomLog and leave the existing log_config_module path unchanged.
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TEXT
SetEnvIfNoCase Request_URI "~/server-status/pingFromApplicare" dontlog

SetEnvIfNoCase Request_URI "~/applicare_agent/*" dontlog

SetEnvIf _ap_trace_id ~[a-zA-Z0-9].* HAVE_AP_ID

RequestHeader set _ap_trace_id "%{UNIQUE_ID}e" env=!HAVE_AP_ID

RequestHeader set _ap_apache_id '<Apache_servername>"

CustomLog " |<RotatelLogPath> —-n 1440 <ApacheInstalledDir>/newlogfolder/apl_log 60" "%t %h %s

%B %D %U :%{_ap_trace_id}i" env=!dontlog

1. Replace <Apache_servername> with a custom name (without spaces) and include double quotes
(Need to remove the angle brackets too). The name can be <Apache_servername>. But it must be
unique.

2. Replace <RotateLogPath> with the path to your rotatelogs.exe file. (and remove the angle
brackets). By default, it is located in the Apache installation directory
<ApachelnstalledDir>/bin/rotatelogs.exe

3. Replace "<ApachelnstalledDir>" with the path to your Apache installation (and remove the angle
brackets).

4. Replace <newlogfolder>with the name of the folder you created inside the Apache installation
directory (add remove the angle brackets too).

<IfModule log config module>

# The following directives define some format nicknames for use with

# a CustomLog directive (see below).

#

LogFormat "%h %1 %u %t \"3r\" %>s 3%b \"%{Referer}il\" \"%{User-Agent}i\"" combined
LogFormat "%$h %1 %u %t \"%r\" %>s %b" common

<IfModule logio_module>
# You need to enable mod_logio.c to use %I and 30
LogFormat "%h %1 %u %t \"%r\" %>s %b \"3{Referer}i\" \"%{User-Agent}i\" %I 30" combinedio

</IfModule>

¥

# The location and format of the access logfile (Common Logfile Format).
% If you do not define any access logfiles within a <VirtualHost>

# container, they will be logged herp. Contrariwise, if you *do*

# define per-<VirtualHost> access ldgfiles, transactions will be

# logged therein and *not* in this file.

#

#CustomLog "logs/access.log" common

#
4 If you prefer a logfile with access, agent, and referer information
# (Combined Logfile Format) vyou can use the following directive.

CustomLog "logs/access.log" combined "expr=%{REQUEST_STATUS} > 200"
$CustomlLog "logs/access.log" combined

SetEnvIfNoCass Request_URI "~ /server-status/pingFromApplicare” dontlog

SetEnvIf _ap trace_id *[a-zA-Z0-5].* HAVE AP ID

RequestHeader set _ap_trace id "${UNIQUE ID}e" env=!HRVE RPF ID

RequestHeader set _ap_apache_id "Rpache"

CustomLog "|E:/Apache/Apache2d/bin/rotatelogs.exe —n 1440 E:/Apache/Apache24/newlogfolder/apl log $€400" "%t %h %5 3B %D 30U :%3{_ap trace id}i" env=!dontlog

</IfModule>

Step 6: Append the following modules to the end of the conf file.
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XML
<IfModule mod_status.c>
<Location /server-status>
ProxyPass !

SetHandler server-status
Require all granted
</Location>

</IfModule>

Step 7: Verify the configuration for syntax errors. If the output shows Syntax OK, the configuration is
correct.

For httpd

TEXT
httpd -t

Step 8: Finally, Restart Apache server.

After restarting the Apache server, Enter the following URL in your browser. This will display information
about the apache server.

To check in browser:

XML
<Apache_Protocol>://<Apache_IP>:<Apache_Port>/server-status?auto
Example: http://127.0.0.1:80/server-status?auto

To check using curl:

BASH
curl <Apache_Protocol>://<Apache_IP>:<Apache_Port>/server-status?auto
Example: curl http://127.0.0.1:80/server-status?auto

<Apache_Protocol>:/[<Apache_IP>:<Apache_Port>/server-status?auto

<Apache_Protocol> - http (or) https <Apache_IP> - Apache server running IP <Apache_Port> -
Apache server running port

YAML

ServerMPM: event

Server Built: Jan 27 2021 07:22:47
CurrentTime: Monday, 28-Jun-2021 18:11:40 EDT
RestartTime: Monday, 28-Jun-2021 18:08:24 EDT
ParentServerConfigGeneration: 1
ParentServerMPMGeneration: 0
ServerUptimeSeconds: 195

ServerUptime: 3 minutes 15 seconds
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Step 9: Start the agent by executing the startAgent.bat in the <Agent_Home_Directory>.

Step 10: After the agent starts, It will be automatically added to the Applicare controller. Log in to the
Applicare console and navigate to the Overview menu.

Step 11: Choose the newly added agent and click the Edit button.

ARCTURUS + Key Business Txn Health 6 Errors

ISTANT INNOWATION LOAD 5/min ART 0 ms SUCCESS5 HTTP O/min SQL 0/min JNDI 0/min WEB SERVICES 0

server Host Name

Application

Find Server Find App Find Host
|PetStore eCommerce localhost/localhost
+ Add (# Edit

Step 12: Check the "Add Apache Configuration" box and Set the configure the setting as shown as
below. If the Apache is running over HTTPS, select HTTPS from the Apache Protocol dropdown. Click
the update button to save the change.

v Add Apache configuration
Server Mame Apache
Apache Log File Path  C:/Xampp/apache/logs

Apache Host  192,168.153.1

Apache Port g1

Apache Protocol: HTTP v

Is LogCount Enable: True v

Add nginx log file location

Add IS Server log location

Add generic data importer log locations
Add Azure IIS Configuration

Enable Process Availability Monitoring

Disable Hardware Profiling

T
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1. Use the following command to check the configuration and virtual host details of Apache server.
httpd -S and for version httpd -V

2. If the new log configuration isn't taking effect, check whether a custom configuration is being
referenced in the default configuration. Custom configuration may be included using the
"IncludeOptional" keyword.

3. If the customer is wants to log only error logs to their existing log files. Add the following syntax to the
end of their CustomLog configuration.

TEXT
"expr=%{REQUEST_STATUS} > 200"

e.g.

CustomLog "logs/access.log" combined "expr=%{REQUEST_STATUS} > 200"

S
# If you prefer a logfile with access, agent, and referer information
# (Combined Logfile Format) wvou can use the following directiwve.

#

CustomLog "logs/access.log" combined "expr=%{REQUEST STATUS} > 200"

Docs home
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CONFIGURATION GUIDES > WEB SERVERS

Monitoring Nginx

Applicare 9.2 - Updated May 9, 2026 - nginx - Pending technical review

Step 1: Follow the steps for Installing Applicare SingleAgent

Nginx Configuration
Step 2: Stop the Nginx server.

Step 3: Navigate to the directory <Nginx_Installed_Directory>/conf and open the nginx.conf file for
editing. On Linux, the default path is (Jetc/nginx).

Step 4: Comment out the current format and insert the following log_format.

log_format main '$remote_addr - $remote_user $time_iso8601 [$request_time] "$request" ' '$status
$body_bytes_sent || "$request_body" || "$http_referer" ' '""$http_user_agent" "$http_x_forwarded_for" '
""$scheme://$host:$server_port"";

log format main '$remote addr - Sremote user $time iso8601 [$request time] "$request" '’
'$status $body bytes sent || "$request body" || "Shttp referer™ '
'"shttp user agent" "shttp X forwarded for™';

access log logs/access.log main;

Step 5: If the access_log line is commented out, Please uncomment it.

log format main '$remote addr - Sremote user $time i1s0B8601 [$request time] "$request" '
'$status Sbody_bytes sent || "S$request body" || "Shttp_referer" '
'"Shttp user agent"™ "Shttp x forwarded for™';

access _log logs/access.log main;

Step 7: Insert the following lines within the server module

location /nginx-status { stub_status on; allow 127.0.0.1; deny all; }
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server |
listen 82;
server name localhost:

#charset koi8-r;
#access log logs/host.access.log main;
location / {

root hitml 2
index index.html index.htm;

location /nginx-status {
stub status on:
allow 127.0.0.1:;
deny all;

Step 8: Start the Nginx server.

Integrating Nginx to Applicare

Step 9: Once the agent is started, It will be automatically registered with the Applicare controller. Log in to
the Applicare console and go to the Overview menu.

Step 10: Select the newly added agent and click the Edit button.
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i -
petstoreconta... d73a192b5ab...
Enterprise
] overview
ons Center
User Experience
Synthetic User Experience
Business Transactions
App An
+ Add [# Edit

Step 11: Enable the "Add Nginx Configuration" checkbox and add the below value.
1. Log file path

2. Nginx Host

3. Nginx Port

4. Nginx Protocol

Click the update button to save.
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Windows

~/ Add Nginx Configuration

Log File Path | c.\nginx-1.18.0\ogs\access. log

MNginx Host 127 0.0.1

Nginx Port ‘ 80|
Nginx Protocol: HTTP -
Add 1S Server log location
Add generic data importer log locations
Add Azure IIS Configuration
Enable Process Availability Monitoring -

C——

Linux

~/ Add Nginx Configuration

Log File Path | ivarflog/nginx/access log |

15

MNginx Host 127 0.0

Nginx Port | 80| |

Mginx Protocol: HTTP

Add IS Server log location
Add generic data importer log locations
Add Azure IS Configuration

Enable Process Availability Monitoring -

C——

Note:
1. Configuration to capture the base url and save and restart the NGINX.

Remove the semicolon after the "$http_x_forwarded_for"' keyword and add the
'"$scheme:/[$host:$server_port"'; in the new line.

Applicare 9.2 - Arcturus Technologies Inc. Page 238 of 421



Arcturus Technologies - Applicare Configuration Guides

log_format main '$remote_addr - $remote_user $time_iso8601 [$request_time] "$request" ' '$status
$body_bytes_sent || "$request_body" || "$http_referer" ' '"$http_user_agent" "$http_x_forwarded_for"'

TEXT
'"$scheme://$host:$server\_port"';
T.”GuuC:}:}_J_'\JL_u 1Yo/ ALLTOoOo . LUy U Lily
log format main 'Sremote addr - Sremote user $time iso8601 [$request time] "Srequest" '
'$status S$body bytes sent || "Srequest body" || "S$http referer" '
| '"Shttp user agent" "Shttp x forwarded for™ '
I r"sscheme: //Shost: sserver port"';
Docs Home
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CONFIGURATION GUIDES > WEB SERVERS

Start Nginx using Task Scheduler

Applicare 9.2 - Updated September 13, 2024 - nginx - Pending technical review

Follow the steps below to start Nginx using Task Scheduler.

Steps 1: Create a startn.bat file with the following content in the folder where Nginx is extracted.

TEXT

start nginx.exe

Steps 2: Open Task Scheduler and click Create Task.

() Task Scheduler - [ x
File Action View Help
«=|m B
(5} Task Scheduler [Local) Actions
& Task Scheduler Library ~ | Task Scheduler (Local) -
Connect to Another Computer...
I_, . @] Create Basic Task..,
=" llm LPeay - |
Import Task...

Dizplay All Running Tasks
=] Emable Al Tasks History
AT Service Account Configuration
w View ]

Refresh

B

Help

Steps 3: Enter a name for the task and select the Run whether the user is logged on or not.
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(B Create Task

®
General  Triggers Actions Conditions Settings
Manme: ISurt_Ngim: I
9 - |
Location:  ‘\ApplicareAgent
Author DESKTOP-3TE0HO0M sha Sharma
Description:
Security eptions
When running the task, use the following user account:
DESKTOR-3TEOHOM sha Sharma Change User or Group...
) Run only when user is logged on
Fun whether user 1= logged on or not |
[[] Do not store password, The task wall only have access to local computer resources.
[[] Run with highest privileges
[ Hidden Configure for: | Windows Vista™, Windows Server™ 2008 ol
o] ome
Steps 4: Go to the Action tab click the New button.
(B Create Task ] x

General  Triggers Actions | Conditions Settings

When you create s task, you must specify the action that will occur when your task starts.

Action Details

Steps 5: Click the Browse button to select the startn.bat file. Enter the values in the Add arguments and
start in fields, then click OK.

Add arguments: startn.bat

start in: <Nginx_extracted_directory>
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Yau must specify what action this task will peform.
Actione  Start a program ™
Settings
Program/script:
GvAnand\ngin-1.19, 1hstart.bat Brawse ..

Add srgurments (opticnal): |5tarr.bat |

Start in (optional): |G:'l.hman|:|"-,ng|ru-'|.'| 810 |

O] o

Steps 6: Finally, click OK, enter the user credential and save the task.

To stop Nginx, navigate to the directory where Nginx is extracted and execute the following command.

TEXT
nginx -s stop

Monitoring with Applicare
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CONFIGURATION GUIDES > WEB SERVERS

Monitoring Applications Hosted on IIS with Applicare

Applicare 9.2 - Updated September 13, 2024 - iis, windows - Pending technical review

1. Follow the steps for Installing Applicare SingleAgent.

2. Navigate to the folder where the ApplicareSingleAgent.zip was extracted from and then run
startAgent.bat in administrator mode.

3. Login to the Applicare controller, Navigate to the overview screen, and check if the agents appear. If
needed, add the app name to that agent.

4. Click the agent and then the edit button.

+ Key Business Txn Heakth & Enors & Servers Health
LOAD O/min ART 0'ms SUCCESS (min HTTP O/min SQLOfmin JNDI Gémin WEB SERVICES O/min ®1 @0 ®o

Server Application Host Name Current Status ~  Agent Type

o rDEKTDP-3760H0075a Nop_comm DESKTOP-3760HO0/192.168.1.61 Connected Standalone I 5

5. Click the edit button to open the "Add Server" popup. In the popup, check the "Enable .NET Profiling"
checkbox.
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Add a server

Server IP: | 192.168.1.61
Protocol: HTTP

SOAP Part [4):

* Require only for WebSphere servers

Create default alerts

Add node.js standalone agent port

Add Database configuration

Add Micro Strategy Database configuration
Add spache configuration

Add nginx log file location

Add 15 Server log location

Add generic data importer log locations
Add Azure 115 Configuration

Enable Process Availability Monitoring

Disable Hardware Fruﬁ'llng

. Enable NET profiling

Host Name P
DESKTOR-DEKI009 DESKTOP-3760HO0_tc_38555 192,168 56.1 i
DESKTOR-DEKS009 AdminServer 192.168.56.1

Monitoring with Applicare
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CONFIGURATION GUIDES > DATABASES

Automate Daily Backups of Settings Tables Records to
an Archive Database

Applicare 9.2 - Updated February 12, 2026 - mysqgl - Pending technical review

Step 1: Before backing up the database, create the applicarearchive schema, execute the applicare-
related sql's and ensure all tables are created.

Step 2: Connect to the database via MySQL Workbench, open a new SQL query tab, and execute the
following command.

NOTE: Replace the <targetDB> placeholder with actual backup database name before running the query.
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YAML
DELIMITER //
DROP PROCEDURE IF EXISTS applicarearchive.sp_MasterArchive_Settings //
CREATE PROCEDURE applicarearchive.sp_MasterArchive_Settings()
BEGIN
DECLARE v_done INT DEFAULT FALSE;
DECLARE v_table_name VARCHAR(255);
DECLARE v_source_db VARCHAR(100) DEFAULT '<targetDB>';
DECLARE v_backup_db VARCHAR(100) DEFAULT 'applicarearchive';
DECLARE v_columns TEXT;

-— Full Table List
DECLARE table_cursor CURSOR FOR
SELECT tname FROM (
SELECT 'mg_dash_config' AS tname UNION SELECT 'mg_dash_exclude_api' UNION SELECT
'mg_dash_property' UNION
SELECT 'server' UNION SELECT 'application' UNION SELECT 'settings' UNION SELECT
'user_settings' UNION
SELECT 'configs_modified_time' UNION SELECT 'aop_config' UNION SELECT
'op_center_config' UNION
SELECT 'eum_url' UNION SELECT 'monitor_config' UNION SELECT 'btm_txn_settings'
UNION
SELECT 'business_transaction' UNION SELECT 'web_transaction' UNION SELECT
'java_transaction' UNION
SELECT 'processes_to_monitor' UNION SELECT 'lamaconfig' UNION SELECT
'lamaconfig_apps' UNION
SELECT 'lamaconfig_snmpapps' UNION SELECT 'lama_errors' UNION SELECT
'lama_holidays' UNION
SELECT 'apiconfig' UNION SELECT ‘'api_threshold' UNION SELECT 'api_exclude_api'
UNION
SELECT 'api_count_alert_config' UNION SELECT 'mbean_prop_identifier' UNION
SELECT 'runtime_mbean_properties' UNION SELECT 'runtime_mbean_types' UNION
SELECT 'mbean_prop_persisted' UNION SELECT 'alert_definitions' UNION SELECT
'reports_schedule' UNION
SELECT 'reports_scheduler' UNION SELECT 'log_monitor' UNION SELECT 'log_alerts'

UNION

SELECT 'log_file' UNION SELECT 'log_patterns' UNION SELECT 'login_stat' UNION

SELECT 'user_actions' UNION SELECT 'user_applications' UNION SELECT 'user_roles'
UNION

SELECT 'user_subscription' UNION SELECT 'users' UNION SELECT 'users_login_info'
UNION

SELECT 'ldap_user' UNION SELECT 'ldap_user_applications' UNION SELECT
'ldap_user_role' UNION

SELECT 'single_sign_user' UNION SELECT 'single_sign_user_applications' UNION

SELECT 'single_sign_user_role' UNION SELECT 'server_availability_config' UNION
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SELECT 'server_details' UNION SELECT 'server_domain' UNION SELECT 'session_info'
UNION
SELECT 'kubernetes_config' UNION SELECT 'aws_user'
) mapping;

DECLARE CONTINUE HANDLER FOR NOT FOUND SET v_done = TRUE;
—— Ensure Log table exists
CREATE TABLE IF NOT EXISTS applicarearchive.archive_log (
id INT AUTO_INCREMENT PRIMARY KEY,
table_name VARCHAR(255),
rows_moved INT,
sync_time TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
status VARCHAR(255)
);
SET FOREIGN_KEY_CHECKS = 0;
OPEN table_cursor;
read_loop: LOOP
FETCH table_cursor INTO v_table_name;
IF v_done THEN LEAVE read_loop; END IF;
—— RESET columns variable for each loop
SET v_columns = NULL;
—— FIND MATCHING COLUMNS (Using LOWER for maximum compatibility)
SELECT GROUP_CONCAT(CONCAT("'" ', src.COLUMN_NAME, ''')) INTO v_columns
FROM information_schema.columns src
WHERE src.table_schema = v_source_db
AND LOWER(src.table_name) = LOWER(v_table_name)
AND src.COLUMN_NAME IN (
SELECT COLUMN_NAME
FROM information_schema.columns
WHERE table_schema = v_backup_db
AND LOWER(table_name) = LOWER(v_table_name)
);

IF v_columns IS NOT NULL AND v_columns '= '' THEN
—— 1. TRUNCATE archive
SET @truncate_sql = CONCAT('TRUNCATE TABLE "', v_backup_db, '*. ', v_table_name,

PREPARE t_stmt FROM @truncate_sql;

EXECUTE t_stmt;

DEALLOCATE PREPARE t_stmt;

—-— 2. INSERT fresh data

SET @move_sql = CONCAT(
"INSERT INTO '', v_backup_db, '‘.'', v_table_name, '* (', v_columns, ') ',
' SELECT ', v_columns, ' FROM ', v_source_db, '*.""', v_table_name, '*'

);

PREPARE m_stmt FROM @move_sql;

EXECUTE m_stmt;
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SET @rows_affected = ROW_COUNT();
DEALLOCATE PREPARE m_stmt;
INSERT INTO applicarearchive.archive_log (table_name, rows_moved, status)
VALUES (v_table_name, @rows_affected, 'SUCCESS');
ELSE
—— DETAILED ERROR LOGGING
INSERT INTO applicarearchive.archive_log (table_name, rows_moved, status)
VALUES (v_table_name, @, 'FAIL: Could not find matching table/columns in Archive');
END IF;
END LOOP;
CLOSE table_cursor;
SET FOREIGN_KEY_CHECKS = 1;
END //
DELIMITER ;

NOTE: The query above only backs up data from the settings tables, rather than the entire database.

Step 3: Run the query below to enable the MySQL Event Scheduler and schedule the
sp_BatchArchiveYesterday procedure to run daily at 1:00 AM.

TEXT
SET GLOBAL event_scheduler = ON;
DELIMITER //
DROP EVENT IF EXISTS applicarearchive.setting_table_daily_archive_at_lam; //
CREATE EVENT applicarearchive.setting_table_daily_archive_at_lam
ON SCHEDULE EVERY 1 DAY
STARTS (CURRENT_DATE + INTERVAL 1 DAY + INTERVAL 1 HOUR)
DO
BEGIN
TRUNCATE TABLE applicarearchive.archive_log;
CALL applicarearchive.sp_MasterArchive_Settings();
END //

DELIMITER ;

To modify the scheduled time, first execute the query below to drop the existing event, then re-create it
with your desired schedule.

TEXT
DROP EVENT IF EXISTS applicarearchivesettings.daily_archive_at_1lam;

To change the time to 8:00 PM, We need to adjust the INTERVAL inthe STARTS clause. Since MySQL
uses a 24-hour format, 8:00 PM is 20 hours.

E.g.
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TEXT
SET GLOBAL event_scheduler = ON;
DELIMITER //
DROP EVENT IF EXISTS applicarearchive.setting_table_daily_archive_at_8pm //
CREATE EVENT applicarearchive.setting_table_daily_archive_at_8pm
ON SCHEDULE EVERY 1 DAY
STARTS (CURRENT_DATE + INTERVAL 1 DAY + INTERVAL 20 HOUR)
DO
BEGIN
TRUNCATE TABLE applicarearchive.archive_log;
CALL applicarearchive.sp_MasterArchive_Settings();
END //

DELIMITER ;

NOTE: Execute the below query to confirm the event is saved in the system.

TEXT
SHOW EVENTS FROM applicarearchive;

tabase

Time Interal Interval Starts Ends Status Originator  character_set_dient  collation_connection E:"mm

ob Name Definer 2ome Type Executeat feld

» |applicarearchive  setting_table_daiy_archive_at 8om  appicare@%  SYSTEM  RECURRING 09 1 DAY 2026-02-13 20:00:00 ENABLED 1 utfBmbé4 utfamb4 0900 ai i utfBmb4_0900 ai &

Step 4: We need to create the archive_log table in your archive database. This table will record which
table was processed, how many rows were moved, and exactly when it finished.

TEXT

CREATE TABLE IF NOT EXISTS applicarearchive.archive_log (
id INT AUTO_INCREMENT PRIMARY KEY,
table_name VARCHAR(255),
rows_moved INT,
finish_time TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
status VARCHAR(255)

Explanation of the Columns:

o id: A unigue number for every entry.
« table_name: Records the table name (and the column name used, e.g., oshistory_detail [dt] ).
* rows_moved: The number of records successfully transferred for "Yesterday".

o finish_time: The exact date and time the backup for that specific table completed.
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o status: The status column is your best friend. If a table fails because of a schema change (like a

missing column in the archive), you will see "FAIL: Could not find matching table/columns"
immediately.

Step 5: Execute query to see the results. It will show you the most recent backups at the top.

TEXT

SELECT * FROM applicarearchive.archive_log ORDER BY finish_time DESC;

7

15
14
13
12
1

[T R

4

table_name
lama_db_latency (via dt)
lama_petworks_avg (via di)
lama_network_metrics (via recorded)
lama_hdlidays (via dt)
lama_hardware_metrics (via recorded)
lama_errors (via excep_at)
lama_disk_details (via dt)
lzma_db_status (via dt)
lama_db_gueue (via dt)
intellitrace_errors (via excep_at)
lama_db_bandwidth (via dt)
lama_database_metrics (via recorded)
lama_application_metrics {via recorded)
int_profiling_hist (via from_time)
business_ba_avg (via dt)
manitnr data fuia AR

archive lnn 21 w
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rows_moved  finish_time

2 0000000000000 00

2026-02-12 1%:24:25
2026-02-12 13:24:25
2026-02-12 13:24:25
2026-02-12 13:24:25
2026-02-12 13:24:25
2026-02-12 13:24:25
2026-02-12 13:24:25
2026-02-12 13:24:25
2026-02-12 13:24:25
2026-02-12 13:24:25
2026-02-12 13:24:25
2026-02-12 13:24:25
2026-02-12 13:24:25
2026-02-12 13:24:25
2026-02-12 13:24:25
MNARNF=17 1%:04: 75

status

WO NEW DATA
MO NEW DATA
NO NEW DATA
N0 NEW DATA
NO NEW DATA
NO NEW DATA
NGO NEW DATA
MO NEW DATA
NO NEW DATA
NO NEW DATA
WO NEW DATA
NO NEW DATA
NO NEW DATA
MO NEW DATA
NO NEW DATA
NO NFW NATA

Page 250 of 421



Arcturus Technologies - Applicare Configuration Guides

CONFIGURATION GUIDES > DATABASES

Automate Daily Batch Backups of few Tables Records
to an Archive Database

Applicare 9.2 - Updated March 27, 2026 - mysql - Pending technical review

Step 1: Before backing up the database, create the applicarearchive schema, execute the applicare-
related sql's and ensure all tables are created.

Step 2: Connect to the database via MySQL Workbench, open a new SQL query tab, and execute the
following command.

NOTE: Replace the <targetDB> placeholder with actual backup database name before running the query.
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YAML
DELIMITER //
DROP PROCEDURE IF EXISTS applicarearchive.sp_MasterArchive_Int_Profiling //
CREATE PROCEDURE applicarearchive.sp_MasterArchive_Int_Profiling()
BEGIN

DECLARE v_done INT DEFAULT FALSE;

DECLARE v_table_name VARCHAR(255);

DECLARE v_id_col VARCHAR(100);

DECLARE v_time_col VARCHAR(100);

DECLARE v_source_db VARCHAR(100) DEFAULT '<targetDB>';

DECLARE v_backup_db VARCHAR(100) DEFAULT 'applicarearchive';

—— DATA MAP for selected tables only
DECLARE table_cursor CURSOR FOR
SELECT * FROM (
SELECT 'intellitrace_errors' as t, 'id' as i, 'excep_at' as c UNION
SELECT 'alert_queue', 'id', 'created_time' UNION
SELECT 'int_profiling_hist', 'rl', 'from_time'
) mapping;

DECLARE CONTINUE HANDLER FOR NOT FOUND SET v_done = TRUE;

—— Ensure custom log table exists
CREATE TABLE IF NOT EXISTS applicarearchive.archive_logcustom (
id INT AUTO_INCREMENT PRIMARY KEY,
table_name VARCHAR(255),
rows_moved INT,
sync_time TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
status VARCHAR(255)
);

—— Target exactly 31 days ago (30 days before yesterday)
SET @start_val = CONCAT(CURDATE() - INTERVAL 38 DAY, ' 00:00:00');
SET @end_val CONCAT(CURDATE() - INTERVAL 38 DAY, ' 23:59:59');

OPEN table_cursor;

read_loop: LOOP
FETCH table_cursor INTO v_table_name, v_id_col, v_time_col;
IF v_done THEN LEAVE read_loop; END IF;

SET @rows_affected = 1;
SET @total_moved = 0;

—— Move data in batches of 10,000 to prevent lag/locking
WHILE @rows_affected > 0 DO
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SET @move_sql = CONCAT(
'INSERT INTO ', v_backup_db, '.', v_table_name,
' SELECT x FROM ', v_source_db, '.', v_table_name,
' WHERE ', v_time_col, ' BETWEEN ? AND ? ',
' AND ', v_id_col, ' NOT IN (SELECT ', v_id_col, ' FROM ', v_backup_db, '.',
v_table_name, ') ',
' LIMIT 10000'
);
PREPARE m_stmt FROM @move_sql;
EXECUTE m_stmt USING @start_val, @end_val;
SET @rows_affected = ROW_COUNT();
SET @total_moved = @total_moved + GREATEST(@, @rows_affected);
DEALLOCATE PREPARE m_stmt;
END WHILE;

—— Log result into custom log table
INSERT INTO applicarearchive.archive_logcustom (table_name, rows_moved, status)
VALUES (
CONCAT(v_table_name, ' (via ', v_time_col, ")'),
@total_moved,
IF(@total_moved > @, 'SUCCESS', 'NO NEW DATA')
);
END LOOP;
CLOSE table_cursor;
END //
DELIMITER ;

NOTE: The query above only backs up data from the few tables, rather than the entire database.

If you want to run the above stored procedure manually, execute the query below.

TEXT
CALL applicarearchive.sp_MasterArchive_Int_Profiling();

Step 3: Run the query below to enable the MySQL Event Scheduler and schedule the
sp_BatchArchiveYesterday procedure to run daily at 1:00 AM.
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TEXT
SET GLOBAL event_scheduler = ON;
DELIMITER //
DROP EVENT IF EXISTS applicarearchive.daily_archive_at_lam //
CREATE EVENT applicarearchive.daily_archive_at_lam
ON SCHEDULE EVERY 1 DAY
STARTS (CURRENT_DATE + INTERVAL 1 DAY + INTERVAL 1 HOUR)
DO
BEGIN
TRUNCATE TABLE applicarearchive.archive_log;
CALL applicarearchive.sp_MasterArchive_Final();
END //

DELIMITER ;

To modify the scheduled time, first execute the query below to drop the existing event, then re-create it
with your desired schedule.

TEXT
DROP EVENT IF EXISTS applicarearchive.daily_archive_at_1lam;

To change the time to 8:00 PM, We need to adjust the INTERVAL inthe STARTS clause. Since MySQL
uses a 24-hour format, 8:00 PM is 20 hours.

e.d.

TEXT
SET GLOBAL event_scheduler = ON;
DELIMITER //
DROP EVENT IF EXISTS applicarearchive.daily_archive_at_8pm //
CREATE EVENT applicarearchive.daily_archive_at_8pm
ON SCHEDULE EVERY 1 DAY
STARTS (CURRENT_DATE + INTERVAL 1 DAY + INTERVAL 20 HOUR)
DO
BEGIN
TRUNCATE TABLE applicarearchive.archive_log;
CALL applicarearchive.sp_MasterArchive_Final();
END //

DELIMITER ;

NOTE: Execute the below query to confirm the event is saved in the system.

TEXT
SHOW EVENTS FROM applicarearchive;
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Time Interval Interval Database

Db Name Definer 2008 Type Execute at vakie field Starts Ends Status Originator  character_set_dient  collation_connection Collation

¥ |applicarearchive  setting_table_day_archive_at_8pm  appicare@%  SYSTEM  RECLRRING 9 1 DAY 2026-02-13 20:00:00 ENABLED 1 utfamb4 utfamb4_0900_ai_ i utfBmb4_0900_ai_d

Step 4: We need to create the archive_log table in your archive database. This table will record which
table was processed, how many rows were moved, and exactly when it finished.

TEXT
CREATE TABLE IF NOT EXISTS applicarearchive.archive_logcustom (
id INT AUTO_INCREMENT PRIMARY KEY,
table_name VARCHAR(255),
rows_moved INT,
finish_time TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
status VARCHAR(255)

Explanation of the Columns:

¢ id: A unique number for every entry.

+ table_name: Records the table name (and the column name used, e.g., oshistory_detail [dt] ).
« rows_moved: The number of records successfully transferred for "Yesterday".

o finish_time: The exact date and time the backup for that specific table completed.

Step 5: Execute query to see the results. It will show you the most recent backups at the top.

TEXT
SELECT * FROM applicarearchive.archive_log ORDER BY finish_time DESC;

Applicare 9.2 - Arcturus Technologies Inc. Page 255 of 421



Arcturus Technologies - Applicare

Configuration Guides

| Resubterid | EH 4% Fiber Roves: | | edt: g B B | Exportfimport: By R | wrep cellContent: TE | Fetch rows: =
id table_name rows_moved  finish_time

B 3373  imtellitrace_errors (Via excep_at) 1] 2026-02-10 15:43:56
3374  alert_queue (via created_time) 0 2026-02-10 15:43:56
3375  oshistory_detail (via dt) 1] 2026-02-10 15:43:56
3376 monitor_data (via dt) Q 2026-02-10 15:43:56
3377  business_txn_avg (via dt) 0 2026-02-10 15:43:56
3378 int_profiling_hist (via from_time) 0 2026-02-10 15:43:56
3379 lama_application_metrics (via recorded) 0 2026-02-10 15:43:56
3380 lama_database mefrics (via recorded) 1] 2026-02-10 15:43:56
3381  lama_db_bandwidth (via dt) 1] 2026-02-10 15:43:56
3382  lama_db_latency (via dt) 0 2026-02-10 15:43:56
3383  lama_db_queue (via dt) 0 2026-02-10 15:43:56
3384  lama_db_status (via df) 1] 2026-02-10 15:43:56
3385 lama_dik_detais (via dt) 0 2026-02-10 15:43:56
3386  lama_errors (vis excep_at) 1] 2026-02-10 15:43:56
3387 lama_hardware_metrics (via recorded) o 2026-02-10 15:43:56
3388 lama_holidays (via dt) 0 2026-02-10 15:43:56
3389  lama_network_metrics (via recorded) 1] 2026-02-10 15:43:56
3390  lama_networks_avg (via dt) 0 2026-02-10 15:43:56
3371 windisk_details (Verified: dt) 3B763 2026-02-10 15:42:04
3372 processes_snaps (Verified: processinfo_time) 139 2026-02-10 15:42:04
3352  oshistory_detail (Verified: df) 1440 2026-02-10 15:42:03
3363 monitor_data (Verified: dt) 1440 2026-02-10 15:42:03
3364 tun (Verified: started) o 2026-02-10 15:42:03
3365  txn_gow (Verified: started) 0 2026-02-10 15:42:03
3366  int_profiling_hist (Verified: from_time) 1] 2026-02-10 15:42:03
3367 dert_queue (Verified: created_time) 3 2026-02-10 15:42:03
3368  business_tn_avg (Verified: df) 1440 2026-02-10 15:42:03
3369 intellitrace_errors (Verified: excep_at) ] 2026-02-10 15:42:03
3370 disk_jo (Verified: dt) 0 2026-02-10 15:42:03
3193  mbean_multi_sensor_name (Skipped: Missing from_time &) 1] 2026-02-10 15:40:14
31%4 mbean_multi_sensor_prop (Skipped: Missing from_time &) o] 2026-02-10 15:40:14
3195  mbean_mulli_sensor_vakue_temp (Skipped: Missing from_time & rl) 0 2026-02-10 15:40:14

archive_log ?‘i o
Step 6: Use this query to list all active events within the applicarearchive schema.

TEXT
SHOW EVENTS FROM applicarearchive;

| ResohtGrid | [ Fiermowss| || export G | wrep Colcontents IE

ob Name Definer Tne Tyoe Bxeateat e Interval Starts Ends Status  Orgmator character set_dient  coliton_comecton Do
» |applicarearchive  daly_archive_at_lam appicare@% SYSTEM  RECLRRING OO 1 “baY 2026-02-11 01:00:00 ENABLED 1 utfambd utfamb4_0500_al_d  utfamb4_0900_a_o
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Automate Daily Batch Backups of Init profiling hist
Table Records to an Archive Database

Applicare 9.2 - Updated February 10, 2026 - mysqgl - Pending technical review

Step 1: Before backing up the database, create the applicarearchive schema, execute the applicare-
related sql's and ensure all tables are created.

Step 2: Connect to the database via MySQL Workbench, open a new SQL query tab, and execute the
following command.

NOTE: Replace the <targetDB> placeholder with actual backup database name before running the query.

TEXT
DELIMITER //

CREATE PROCEDURE applicarearchive.sp_BatchArchiveYesterday()
BEGIN

DECLARE rows_affected INT DEFAULT 1;

SET @yesterday_start

CONCAT (CURDATE() - INTERVAL 1 DAY, ' 00:00:00');

SET @yesterday_end CONCAT(CURDATE() — INTERVAL 1 DAY, ' 23:59:59');

SET @sourcedb = '<targetDB>';
SET @backupdb = 'applicarearchive';
WHILE rows_affected > @ DO

SET @sql_query = CONCAT(
'INSERT INTO ', @backupdb, '.int_profiling_hist ',
'SELECT * FROM ', @sourcedb, '.int_profiling_hist ',
'WHERE from_time BETWEEN ? AND ? ',
'AND rl NOT IN (SELECT rl FROM ', @backupdb, '.int_profiling_hist) '
'LIMIT 10000'

);

PREPARE stmt FROM @sql_query;

EXECUTE stmt USING @yesterday_start, @yesterday_end;
SET rows_affected = ROW_COUNT();

DEALLOCATE PREPARE stmt;

END WHILE;
END //
DELIMITER ;

NOTE: The query above only backs up data from the int_profiling_hist table, rather than the entire
database
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Safe Data Duplication: This query performs a "Safe Copy" that mirrors yesterday's data into the archive
without removing or altering the original records

Batch Load Management: It processes records in chunks of 10,000 to maintain low CPU usage and
prevent the database from locking up during the transfer.

Automated Time Filtering: The script automatically calculates the 24-hour range for "Yesterday,"
ensuring only the correct historical data is captured each time it runs.

Duplicate Prevention: It uses a unique identifier check ( rl ) to ensure that even if the script runs twice, it
won't create double entries in the archive.

Dynamic Table Routing: Through the use of Prepared Statements, the script can dynamically target
different databases without needing manual code changes.

Step 3: Run the query below to enable the MySQL Event Scheduler and schedule the
sp_BatchArchiveYesterday procedure to run daily at 1:00 AM.

TEXT
SET GLOBAL event_scheduler = ON;
DROP EVENT IF EXISTS applicarearchive.daily_archive_at_1lam;
CREATE EVENT applicarearchive.daily_archive_at_lam
ON SCHEDULE EVERY 1 DAY
STARTS (CURRENT_DATE + INTERVAL 1 DAY + INTERVAL 1 HOUR)
DO
CALL applicarearchive.sp_BatchArchiveYesterday();

To modify the scheduled time, first execute the query below to drop the existing event, then re-create it
with your desired schedule.

TEXT
DROP EVENT IF EXISTS applicarearchive.daily_archive_at_1lam;

To change the time to 8:00 PM, We need to adjust the INTERVAL inthe STARTS clause. Since MySQL
uses a 24-hour format, 8:00 PM is 20 hours.

e.g.

TEXT

SET GLOBAL event_scheduler = ON;

CREATE EVENT applicarearchive.daily_archive_at_8pm

ON SCHEDULE EVERY 1 DAY

STARTS (CURRENT_DATE + INTERVAL 1 DAY + INTERVAL 20 HOUR)
DO

CALL applicarearchive.sp_BatchArchiveYesterday();

Step 4: Use this query to list all active events within the applicarearchive schema.
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TEXT
SHOW EVENTS FROM applicarearchive;

| Result grid | F m.runm;:“s.wm B | wrep CollContent: TR

Time Interval
| Db Name Definer Zone Type Executeat .
» | appicarearchive  daly_archive_at_lam appicare@% SYSTEM  RECURRING 1

Applicare 9.2 - Arcturus Technologies Inc.

Interval
field

Starts Ends Status
2260211010000 W ENABLED

Configuration Guides

Database

Orignator  character_set dient  colation_connecton v

utfamb4

utfdmb4_0900_ai_d  utfBmb4_0900_a_o
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Applicare MySQL Database Backup (Windows)

Applicare 9.2 - Updated February 20, 2026 - mysgl - Pending technical review

Step 1: Open command prompt in administrator mode on Windows machine. Navigate to the path bin
directory where MySQL was installed.

e.g. cd C:\Program Files\MySQL\MySQL Server 8.0\bin
Step 2: Once in that directory, Please select either option a or b below..

a.) To export a complete applicare database, including both its structure and its data.

TEXT

mysqldump.exe —-u <Username> —p <database_name> > <Backup_directory>\applicare.sql

e.g.

TEXT

mysqldump.exe —-u root —p applicare > C:\Applicare_DB_Backup\applicare.sql

TEXT
*k (OR) %k

b.) To export only the data (the INSERT statements) without the CREATE TABLE structures, We need to
use the --no-create-info argument with mysql backup command.

TEXT
mysqldump.exe -u <username> —p ——no-create-info <destination_db_name>

<Backup_directory>\applicare.sql

e.g.

TEXT

mysqldump.exe -u root —p ——no-create-info applicare > C:\Applicare_DB_Backup\applicare.sql

Step 3: After running the command, MySQL will prompt you for a password, Enter the password and wait
few minutes for the process to complete.

After executing the command, verify that there is SQL file named applicare.sql in backup directory.
To import .sgl backup file into another MySQL database, Use the standard mysgl command.

Step 4: Before running the command, ensure the destination database already exists. If it doesn't, Create
the database.

Step 5: Open command prompt in administrator mode on Windows machine. Navigate to the path bin
directory where MySQL was installed.
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e.d. cd C:\Program Files\MySQL\MySQL Server 8.0\bin

Step 6: Once in that directory, execute the following command.

TEXT
"C:\Program Files\MySQL\MySQL Server 8.@\bin\mysql.exe" -u [username] -p

[destination_database_name] < "C:\backups\applicare.sql"

e.d.

TEXT
"C:\Program Files\MySQL\MySQL Server 8.0\bin\mysql.exe" -u root -p applicarebackup <
"C:\applicaredb_backup\test_backup_processes\applicaredb.sql"

After running the command, MySQL will prompt you for a password, Enter the password and wait few
minutes for the process to complete.
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Set up the Applicare schemain MySQL

Applicare 9.2 - Updated September 13, 2024 - mysql - Pending technical review

1. Open the command prompt as an administrator then navigate to MySQL_install_directory/bin path.
e.g. C:\Program Files\MySQL\MySQL Server 8.0\bin

2. After executing the command below, you will be prompted for a password, Once entered, you will be
connected to the MySQL database.

TEXT
mysql —u UserName -p

UserName - The username you specified during MySQL installation

Bl Administrator: Command Prompt - mysgl -u root -p

- %

% mTatal
) 2bed, Z8l2,

3. Once connected to the MySQL database, execute the command below to create the schema.

TEXT
CREATE DATABASE applicare;

4. Executing the command below will display the created database.

TEXT
SHOW DATABASES;

Monitoring with Applicare
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CONFIGURATION GUIDES > DATABASES

MySQL 8 installer for windows

Applicare 9.2 - Updated September 13, 2024 - mysql - Pending technical review

Step 1: Download the MySQL 8 on below link and install it.
MySQL8

Step 2: After installing the MySQL, follow the steps in the below link to change the SQL mode
configuration.

SQL_mode
Step 3: Follow the steps in link below to create Applicare schema.
create Applicare_schema

Monitoring with Applicare
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Installing MySQL on Linux

Applicare 9.2 - Updated August 22, 2024 - mysql - Pending technical review

OS: RHEL 9

Step 1: Download and add the following MySQL Yum repository to install the latest version of MySQL.

BASH

wget https://repo.mysql.com/mysql80—-community—-release—el8-1.noarch.rpm

Step 2: After downloading the package for Linux platform, now install it using the following command.

BASH

yum localinstall mysql80-community-release-el8-1.noarch.rpm

Step 3: You can verify that the MySQL Yum repository has been successfully added by using the following
command.

BASH
yum repolist enabled | grep "mysql.*x—community.x"

Step 4: Install the latest version of MySQL (currently 8.0) using the following command.

BASH
yum install mysql-community-server

Step 5: After successfully installing of MySQL, start and enable the MySQL server with the following
commands.

TEXT

systemctl enable mysqld.service

TEXT
systemctl start mysqld.service
systemctl status mysqld.service

Step 6: The MySQL_secure_installation command helps secure your to MySQL installation by
configuring essential settings, such as setting the root password, removing anonymous users and
disabling remote root login, and among other tasks.

Use the following command to view the current password before running MySQL secure command.
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TEXT

grep 'temporary password' /var/log/mysqld. log
Once you have the password, you can proceed to run the following command to secure your MySQL
installation.

TEXT

mysql_secure_installation

Enter new Root password, which is your temporary password from a file /var/log/mysqld. log .

Step 7: Connect to the newly installed MySQL server by providing a username and password.
TEXT

mysql -uroot -p

Step 8: Once the connection is working, execute the exit command to exit the MySQL query window.
Step 9: To set SQL mode.- Click here

Uncomment the following line in my.cnf file to stop bin log file generation in MySQL.

TEXT

disable_log_bin

Related articles

Applicare database backup from the Windows to Linux machine.
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Configuring SQL Mode for MySQL in Applicare

Applicare 9.2 - Updated October 9, 2024 - mysgl - Pending technical review

Windows

1. Open Services application and stop the MySQL service.

2. Navigate to the directory C:\ProgramData\MySQL\MySQL Server <version>.

3. Create a backup of the current my.ini file.

4. Launch notepad as an administrator, then go to File -> Open and select the
C:\ProgramData\MySQL\MySQL Server <version>\my.ini file.

5. Comment out the existing sgl-mode line and add the new sqgl-mode line as specified.

TEXT
sql-mode="STRICT_TRANS_TABLES,NO_ENGINE_SUBSTITUTION"

File  Edit  View ]

# The current server SQL mode, which can be set dynamically.

# Modes affect the SQL syntax MySQL supports and the data validation checks it performs. This

# makes it easier to use MysQL in different environments and to use MysQL together with other

# database servers,

# sql-

mode="0ONLY_FULL_GROUP_BY,STRICT TRANS TABLES,NO ZERO IN DATE,NO ZERO DATE,ERROR FOR DIVISION BY_ ZERO,
NO_ENGINE SUBSTITUTION"

sql-mode="STRICT TRANS TABLES,NO ENGINE SUBSTITUTION"

# General and Slow logging.
log-output=FILE

general-log=e
general log file="DESKTOP-L@HKKIU.log"
slow-query-log=1

mrTors mrmimes lne £37 a2 "ArcwTan @ Al Tl nlaee T A"

6. Go to File -> Save as

e Change Save as type to All files.
» Change Encoding to ANSI.
+ Click Save.
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&« > v A « MySQL » MySQL Server 8.0 v @) Search MySQL Server 8.0 R
Organize ~ New folder = - e
SampleApps Name Date modified Type Size
target Data 3/16/2023 11:43 AM File folder
Notes Uploads 3/7/2023 2:17 AM File folder
MySQL Server 8. e installer_config 3/71/2023 2:17 AM Microsoft Edge HT... 1
%] my 3/16/2023 11:43 AM Configuration setti. 16
> [ This PC S my 3/16/2023 11:03 AM Compressed (zipp.. 6
> ‘h Network
File name: | my w
Save as type: All files ~
~ Hide Folders Encoding: ANSI . Save Cancel

7. Open the Services application and start the MySQL service.

Linux

1. Stop the MySQL service.
2. Backup of the existing my.cnf or my.ini file.

3. Locate the MySQL configuration file: The file is typically named my.cnf or my.ini and can be found in
the MySQL installation directory or the etc directory. Use the following command to search for the file.

BASH
sudo find / —-name my.cnf

4. Open the MySQL configuration file: Once located, open it with a text editor.

5. Comment out the existing sql-mode line and add the following sql-mode line.

TEXT
sql-mode="STRICT_TRANS_TABLES,NO_ENGINE_SUBSTITUTION"
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# The current server sQL mode, which can be set dynamically.

# Modes affect the SQL syntax MySQL supports and the data validation checks it performs. This

# makes it easier to use MySQL in different environments and to use MySQL together with other

# database servers.

# sql-

mode="ONLY_FULL_GROUP_BY,STRICT_ TRANS_TABLES,NO ZERO_IN_DATE,NO_ZERO DATE,ERROR_FOR_DIVISION_BY_ ZERO,
NO_ENGINE_SUBSTITUTION™

sql-mode="STRICT_TRANS_TABLES,NO_ENGINE_SUBSTITUTION"

# General and Slow logging.
log-output=FILE

general-log=06
general_log_file="DESKTOP-L@HKKIU.log"

slow-query-log=1

6. Save the changes to the configuration and start the MySQL services.

In production environments and when the expected data is huge, it is recommended to increase memory
for mysq|l.

key_buffer_size innodb_buffer_pool_size

When a separate machine is dedicated to the MySql then we can set these values in the range as below.

RAM size key buffer size innodb buffer pool size
16GB 2GB 12GB
32GB 4GB 24GB
64GB 8GB 48GB

7. The user which we create should have all the privileges.

Syntax: GRANT ALL PRIVILEGES ON ** TO 'username'@'%' IDENTIFIED BY 'password'; FLUSH
PRIVILEGES;

Example: GRANT ALL PRIVILEGES ON ** TO 'root'@'%' IDENTIFIED BY 'testuserpass'; FLUSH
PRIVILEGES;
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MySQL Database Monitoring

Applicare 9.2 - Updated August 22, 2024 - mysgl - Pending technical review

Login to Applicare controller and navigate to the Server Analyzer menu to view the details.

Dashboard

Database performance metrics assist in monitoring and optimizing your database for business needs.
These metrics are calculated for the entire server and are not limited to the specific database indicated in
the JDBC URL.

# Key Business Txn Health & Errors & Servers Health
LOAD 10¢/min ART 145 ms SUCCESS 10/min HTTP (dmin SQL Odmin JNDI O/min WEB SERVICES O¥min @ [ @ 1] @ 0

Home - Dashboard appication [M v ] 9 LesT s uuTes

Server  DESKTOP-3760HO0Sa ¥ | AndServe Idbcmysql//192.168.1.61:3306/petstore  ~ H Minutes = lch®

ARCTURUS

MySq| Datsbase App Serve os €PU Cores Processes Disk Newark Connections sqQL Predictive Analysis {Beta Service Monitoring

SQL

SQL Statement Profiling shows the performance details of your database queries.It helps you identify
which statement are slow, making it easier to diagnose and fix performance issues or SQL/s. You'll get
detailed stats, including the database name, query count, average time and various percentile.
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#~ Key Business Txn Health & Erors

LOAD 10/min ART 1453 ms SUCCESS 10/min HTTP Oémin QL O/min JNDI 0/min WEB SERVICES O/min ®es ®o0 @o

Home -« Server Analyzer - SQL Application £ LAST 15 MINUTES

Server ~ DESKTOP-3760HO0.sa Sort by Count > AutoRefresh @& C @

\.- AppServer  OS Network Connections ~ SQL Predicyve Analysis (Beta)  Service Monioring
Last Refreshed 06/22/2022 11:28:19 All Select | Insert | Update Delete Others 1to80of8
sqL Count ~ | Database Name Total ime (ms)  Average(ms)  Std.Dev.(ms)  95thPercentile 75thPercentile SOth Percentile 25th Percentile  Sth Percentile

Find SO Fond Distabiass Naia (ms) (ms) (ms) (ms) (ms)
SET autocommit=0 24 |petstore o [1] 0.0 0.0 0.0 0.0 0.0 0.0
SELECT USER() 24 jpetstore o 0 0.0 0.0 0.0 0.0 0.0 0.0
roliback 24 |petstore o 0 0.0 0.0 0.0 0.0 0.0 0.0
SET autocommit=1 24 jpetstore o 0 0.0 0.0 0.0 0.0 0.0 0.0
SELECT CATID AS categoryld. NAME. DESCN AS des... 12 Ipetstore o 0 00 0.0 00 0.0 0.0 0.0
show /*150002 global */ status 12 jpetstore 5 0 0.0 1.0 1.0 0.0 0.0 0.0

ol SELECT 1 12 jpetstore 389 32 19.0 79.0 38.0 31.0 18.0 6.0

SELECT PRODUCTID, NAME, DESCN as description.... 12 petstore ] 1] 0.0 00 0.0 0.0 0.0 0.0 -
| SET autocommit=0

Summary Load And ART Explain Query Plan
DESKTOP-3760H00_sa e

ART W - B
2 ]
Im
12 4 16 7 118 19 1 1 124

0S

This view offers a quick and easy overview of your physical server's/VM's performance including metrics
such as the number of processes, context switches, CPU Usage, memory, storage performance and etc.

#* Key Business Txn Health & Errors

LOAD 10/min ART 121.2 0 HTTP O/min SQLO/min INDI (/min WEB SERVICES O/min

Home - Server Analyzer « OS application S LAST 15 MINUTES ~

Server  DESKTOP-3760HO0sa Resolution Minutes ¥ i f2e
App Server os CcPU Disk Network Connections
1106 11:07 11:08 11:09 110 nn 113 1114 11:15 1M16 117 118 11:18 11:20

Processes

Memary Free (MB]

Processor Queue Length
Memory Free (MB)

Page File Usage % Disk Tra

Context Switches (per sec)

Switches (per sec)

I

Disk Transfers/sec

CPU CORE Analyzer

This view offers an overview of the overall CPU performance along with detailed information for each
individual CPU core.
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# Key Business Txn Health

ARCTURUS

Configuration Guides

& Emors

LOAD 10/min ART 129.1 ms SUCCESS 10/min

Sefver  DESKTOP-3760HO0Sa ¥
ql Datsbase hppServer 05
11:09 11:10 11 1112 13
cPU
&
2 50 4
ol oo
g som o

Core 4

Core 4

Processes

Core2

Core 5

HTTP O/min SQL O/min JNDI O/min WEB SERVICES O/min

Application ES LAST 15 MINUTES

Resolution Minutes o s ol

11:16 1:47

11

1.2 123

Core 3

Core 6

This view presents organized performance stats for CPU, memory and running processes. It includes

historical snapshots of processes at specific times, showing the resources they were consuming. By
default, Applicare takes these snapshot in every 10 minutes, but you can adjust the interval as needed.

+ Key Business Txn Health

& Erors & Servers Health

LOAD 10/min ART 138.7 ms SUCCESS 10/min

HTTPR Ofmin SQL O/min JNDI Ofmin WER SERVICES O/min

®6 @0 @0

Home zer « Pr eta Application E] LAST 15 MINUTES ~
Server  DESKTOP.3760HO0Sa sortby cPU ] s e
’ App Server 0s sq Predi Serw
[+ 1 to 360 of 360
PID COMMAND COMMAND Short Name SIZE (Average) Resident Set Size /RSS (Average) CPU (Average) % .
Idie 0.0M 0.0 72.30000305175781
25576 WmiPr/SE — C:WINDOWS\: Zwbemm...  CAW mUWmiPrvSEexe  05.0M 2.0M 10.199999809265137
6556 sqlservr ~- C\Program Files\Microsoft SQL S...  C:\Program Files\Microsoft SQL Server\MSS. 31.0Mm 00000190734863
11668 sql \Prograi soft SQL S. C:\Program Files\Microsoft SQL ServeriMSS. 36.0M 000953674316
2080 svchost — CAW Shayster . C:\Windows\Syscem32isvchost.exe 2.0M
2480 java - G\Anand\L8_singleage . GAAnand\L8 singleagentyre\windows\biny... 3483.0M 182.0M 0.5
Timeline Snep Details
Snap Time - J
2022-06-22 11:16:26 %
COMMAND PID USER STIME SIZE RSS SHARE STATE CPU% =
Idie 0 m Jun, 14 oM oM oM RUNNING 723
WmiPrvSE — C\WL... | 25576 m 11:07 asm M oM RUNNING 102
sqlservr = C\Progr.. | 6556 w Jun, 15 3084M 31M oM RUNNING 88
sqlservr — c\Progr... | 11668 mw Jun, 15 2850M 36M oM RUNNING EX)
suchost = CAWIND... | 2060 m Jun, 14 150M U oM RUNNING 11
java — G:\Anand\LB... 2480 Isha Sharma 03:14 3483M 122M oM RUNNING 05
mysgld - CAProgrs... | 25636 m Jun, 15 576M B886M oM RUNNING 04
svchost <« CAWIND.. | 2708 SYSTEM Jun, 14 229m 130M oM RUNNING 04

Disk

This view shows the disk usage for each process, detailing how much disk space each one is accessing.
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# Key Business Tsn Health & Errors

LOAD 104min ART 138.7 ms SUCCESS 10/min HTTP O/min SQL O/min JNDI Ofmin WEB SERVICES Ofmin @6 @0 ®o

Analyzer « Disks application ES LAST 15 MINUTES ~

Home - Se

Server  DESKTOP-3760HO0_Sa ma C®
MySqlDatsbase  AppServer 0O Disk SOL  Pradiceive Analysis (Beta) oring
]
Total Used Free Used % Disk Performance s
Tatal Free
(=) 834.9G 496.1G 338.9G 59 41 i .
- Avg. Disk Write [MB/s) 391, 98 1
G 485.5G 391.0G6 T45G B4 16 300,000 :

FA 78.1G 78.1G 0.0M 100 1] 3 5 |

ol ‘g, Disk Queue (MB/5) 0

Jun 22, 20221120

ead (MB/s) 257,75

Process Name PID Avg. Read (MB/s)

X
@&

idle 0 o 1] -
svchost 1084 203213120 3845144

amqgzxmal 10892 385930 190442

mcapexe 10980 1048576 0

sqlservr 11668 1017153280 429009568

postgres 11828 61336 541205312

swchost 11948 1279 o

svchost 1244 550143 0

Network Connections

This view provides details on TCP, UDP, RAW, and UNIX connections.

#* Key Business Txn Health & Errors & Servers Health

LOAD 10/min ART 1422 ms v HTTP Ofmin SQL Ofmin INDI Ofmin WEB SERVICES O/min @ @0 @0

Home - Server Analyzer « Network Connections application ES] LAST 15 MINUTES ~

Server  DESKTOP-3760HO0sa ¥ a C®
Database ~ AppServer 05 (PUCores  Processes  Disk | NemworkCommections | SQL  Predic Service Moniaring
<3 net-tools package should be installed to capture network details.
Network Time b | Connection TCP: 359 UDP: 69 RAW: 0 UNIX: 0
2022-06-22 11:16:50.0 “| LocalAddress LocalPort RemoteAddress RemotePort TYPE State
Find LocalAddress Find LocalPorc 127.0.0.1 x Find RemotePort Find Type Find State
127.00.1 1521 127.00.1 51587 i< ESTASLISHED &
I Connections 127.00.4 3306 127.00.1 49918 TP ESTABLISHED
127.00.4 3306 127001 49919 TCP ESTABLISHED
o 127.00.1 7001 127.00.1 e821 L2 phizsic
- 127.00.4 45918 127.00.1 2306 TR ESTABLISHED
ol 127.00.0 49019 127.00.1 3306 T ESTABLISHED
127.00.1 50000 127.00.1 61561 TCp ESTABLISHED
127.00.8 50001 127.00. 61573 Tce ESTASLISHED
Connections to IPs Connections to 127.0.0.1 Connectians state

FAA

0.0.0.0: 19.63% ! #

SQL Report

To download a report of SQL statements, click the print icon on the SQL screen within the server Analyzer
menu.
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Home + Server Analyzer - SQL

Server  DESKTOP-GOPO7BV_ sa ~ Find Sarver

application [ v ] B8 usT s wmures +

Clickithelprintlicon fmweriee
S e pIean =

Oracle Database App Server o5 CPU Cores Pr
Intellitrace Report - SQL P —
Last Refreshed 06/22/2022 11:35:36 | rt | Update Delete | Others 4« 4« r M 1t01000f193
sQL Count h Percentile  50th Percentile  25th Percentile | Sth Percentile
(ms) (ms) (ms)
Find SQU ) Data  squ v !
select file, block#, type#, nvi(spare1,0), hwmincr, .. 472 Srcd T . Selectiserver: 33.0 310 290 =
select ts#, flags from 15§ where bitmapped <~ 0a.. 122 00 0.0 0.0
SELECT to_ ) FROM sys. i HF 0.0 0.0 0.0
Ellter by - -
SELECT EXTRACTVALUE(VALUE(D), Yrow/@op’), EXT... 117 erby hg 00 0.0 0.0
select /*+ opt_param(‘parallel_execution_enabled".... 117 0.0 0.0 00
SELECT COMPONENT_ID FROM SYS. "_REPORT_CO... 117 0.0 0.0 0.0
il update /* KSXM:FLUSH COL */ sys.col_usage$ set .. 97 TimePerod | tasc15mines . 1.0 1.0 1.0
SELECT /*+ opt_param('parallel_execution_enable.. 72 0.0 0.0 0.0 -
= Format ®PDF OExcel OHTML OcCsv :
hd 4 ¢ Close
Glickqprint @ I [ |
Summary Load And ART Explain Query Plan SQLTi
-~
2
Orhers: 99.99%
Intellitrace Report - 5QL
Data| SOL b
Server | DESKTOP-GOPOTBY =& w
Filter by Average (ms)>= w
Fitfer 3L
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ARCTURUS IntelliTrace SQL Report

CONSTANT INNOVATION

= = Total Time Time  Minimum Maximu d. Dev it
SaL Database Name i 5 : Percentile
{ms) m(ms) 5
(ms}
13 2 1
14 28758 1 766 4 2054 146 203
10 0 23 8459 2388 11 054
665 33 1] 164 42 5 3 30 2
14 13130 237 -1 0 1242 325 BE
2 8284 5429
B 10694 1336 1 ) 1578 2639 1245 1043 o 0
2459 1173

Configuration

MySQL database monitoring configuration
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Increasing Memory for Derby

Applicare 9.2 - Updated September 13, 2024 - mysql - Pending technical review

By default, the Applicare Derby database is configured to run on a laptop and is suitable for testing with
Applicare with One or two agents. If the Derby database is used for POCs or testing scenarios that involve
a higher no. of agents and transactions, you should increase the amount of memory allocated to Derby.

Step 1: Stop the Derby database.

Step 2: Navigate to the directory listed below.

XML

<Applicare_home_directory>\javadb\bin

For Windows

Edit the startNetworkServer.bat file. Locate the two -Xmx, parameter within the file and update both
values as needed.

SE " AVACMD® "=="" goto end
if " Pa=fno" gote runNoClasspath
if not " = : "=="" goto runWithClasspath
: runNoClasspfEn
- AVACMDS " |=Xmx2048m -classpath ™ A h A " org.apache.derby.drda.NetworkServerContrel start -h 0.0.0.0
goto end
;runWithClas
" AVACMD ™ -classpath " ASSPA ; y n ATH®"™ org.apache.derby.drda.NetworkServerControl start
goto end

For Linux

Edit the startNetworkServer.sh file. Find the -Xmx parameter within the file and adjust its value
accordingly.

fbinfderby common.sh

derby_exec command="ex
eval

Monitoring with Applicare

Applicare 9.2 - Arcturus Technologies Inc. Page 275 of 421


https://helpdesk.arcturustech.com/hc/en-us/articles/30207489320333-Monitoring-with-Applicare

Arcturus Technologies - Applicare Configuration Guides

CONFIGURATION GUIDES > DATABASES

Create a new user account and designate the relevant
permissions

Applicare 9.2 - Updated April 16, 2026 - mysqgl - Pending technical review

Syntax:

TEXT

CREATE USER '<user>'@'%s' IDENTIFIED BY '<password>';

GRANT SELECT, SHOW DATABASES, SHOW VIEW ON x.*x TO '<user>'@'%';
GRANT EXECUTE ON xp_readerrorlog TO <user>;

Substitute <new_user> and <password> with the newly username and password you have just created.

Example:If the newly created username is appuser and the password is appuserpass, use these details
in place of <hew_user> and <passwords>."

TEXT

CREATE USER 'appuser'@'s' IDENTIFIED BY 'appuserpass';

GRANT SELECT, SHOW DATABASES, SHOW VIEW, REPLICATION CLIENT, REPLICATION SLAVE ON *x.x TO
'appuser'@'s’';

GRANT EXECUTE ON xp_readerrorlog TO 'appuser';
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MSSQL manual Trace deletion

Applicare 9.2 - Updated November 5, 2024 - sql-server - Pending technical review

Step 1: Login into MSSQL Server with 'sa' or Applicare user. The user should have sysadmin permission
and create and modify permission for SQL traces in "master" database.

Step 2: Select "master" database and select "New Query" and execute the below command.

TEXT

Select x from sys.traces;

Step 3: Delete Trace

a. Stop the Agent from the task manager. b. Stop the trace if it is already running.

TEXT
sp_trace_setstatus @traceid , @status;

If it is a Applicare trace then in the path column it will have the Applicare Agent Home path and at last it
will end with SQLTraceProfiling.trc and SQLDeadlockTraceProfiling.trc

Trace details

id - @tracelD
status - @status
Status Conditions

0 - Stops the specified trace. 1 - Starts the specified trace. 2 - Closes the specified trace and deletes its
definition from the server.

Path - Trace file created path

Modifies the current state of the specified trace

Replace the @traceid with correct id and @status with status condition and execute the above query
Let us consider @traceid - 2

Stop and delete Trace entry from server

TEXT
sp_trace_setstatus 2 , 0;

TEXT

sp_trace_setstatus 2 , 2

Step 4: Delete the trace files from the Agent Home directory.
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Monitoring for MSSQL Server Always On Availability
Groups

Applicare 9.2 - Updated September 13, 2024 - sql-server - Pending technical review

Applicare SingleAgent is an effective tool for managing and monitoring your availability groups. It offers a
comprehensive view of performance across your MS SQL Server, helping you identify and troubleshoot
issues at the Windows Server Failover Cluster (WSFC) level, SQL Server instance level, and Replica level.

Sensor Analyzer

Sensor Analyzer allows users to create and customize their own dashboards, enabling them to monitor the
metrics that matter most to them..

« Visualize data trends: Charts enable you to swiftly recognize trends in your data, aiding in the
detection of potential issues or opportunities.

« Identify Anomalies: Charts can highlight anomalies such as sudden spikes or drops, which is useful
for troubleshooting.

+ Correlate Data: Charts facilitate the correlation of data from various sources. Helping you understand
the root cause of issues.

Server Availability Replication

This feature monitors the availability replicas in Always On availability groups in SQL Server. It includes
sensors for both the primary and the secondary replicas, with send/receive counters reflecting the status
of each local replica.

LOAD 7/min ART10.1ms SUCCESS 7/min TP O/min SQL O/min JNDI Ofmin WEB SERVICES 0 @14 @0 @1 i

Application EH LAST 15 MINUTES ~
Sensors/Dashboard SQL Server Avallability Replica Resolution Minutes > 5 o ®
= Ms5ql - Bytes Sent to Replica/sec % Ms5qgl - 5ends to Replicalsec & Ms5qgl - Bytes Sent to Transport/sec

PP P

R

]
i)
)
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Database Availability Replication

This feature provides details about the secondary databases of an Always On availability group in SQL
Server.

+* Key Business Txn Health & Errors & Servers Health
LOAD 7/min ART 8.5 ms SUCCESS 7fmin HTTP 0fmin SQL Ofmin JNDI Ofmin WEB SERVICES 0 ®14a @0 @1

Sensors/Dashboard ~ Database Availability Replica

i)
i
1
-
)

[ S A S A A

SQL Server Instance

Monitor transactions and the transaction log to assess user activity within the database and the growth of
the transaction log. The level of user activity impacts database performance and influence log size,
locking, and replication.

# Key Business Txn Health & Errors & Servers Health
LOAD 7/min ART 8.2 JCCESS 7/min HTTP O/min SQL O/min JNDI Ofmin WEB SERVICES 0 ®14 @0 @1 fmtltl ifs
Application B3 LAST 15 MINUTES ~
Sensors/Dashboard SQL Instance ~ Resolution Minutes ~ = o @
= Transactions_SQL Instance = ql - Data File{s) 5ize (KB = File(s) Size (KB
...... PP EPEPa—
1200 12:00 12:00

Reports

Reports offer on-demand access to historical analysis data, enabling you to understand and optimize the
performance of your MS SQL Server Always On availability groups.
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Home © Reports

Select Report
Data

Order by
Server

Filter by

Time period

Format

Scheduled Report

Description

Email to

Frequency

Generate At

Time period

Reports Scheduling

Reporis Generate Multiple Reports (Beta)

o~ Key Buslness Tun Health
LOAD 4/min ART 0.3 ms SUCCESS 4/min

Scheduled Reports

IntelliTrace Report  +
SQL ~
Max. Total Time  w
ip-172-30-0-208_|Pet5tore_tc L
Count >= v Filter value

Last 3 Hours -
® poF O Excel O HTML O Csv

=]

O Calendar day based O Week day based

1 w

Days back

+ Save schedule

Configuration Guides

@ Errors
HTTP 1/min SQL O/min JNDI 0/min WEB SERVICES 0/min

Auto report generation and delivery through scheduling can save time and effort, leading to enhanced
performance and efficiency.

~ Key Business Tan Health
LOAD O/min ART 0.3 ms SUCCESS OVmin

Home - Reports « Scheduled Reports

Mame Description

IntelliTrace Report Cluster Instances Details

Alerts

HTTP O/min SQL O/min JNDI 0/min WEB SERVICES 0/min

& Erors

Reports Generate Multiple Reparts (Beta) Scheduled Reports

Frequency Generated At

January, 1 12:00 AM

& Servers Health

®o

Admin «

Email State

rol ACTIVE =

Alerts notify you of potential issues or opportunities, allowing you to take prompt corrective action reduce

impact.
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Monitoring with Applicare
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Monitoring for MS SQL Server databases

Applicare 9.2 - Updated August 22, 2024 - sgl-server - Pending technical review

Access the Applicare controller and navigate to the Server Analyzer menu to view the details.

Dashboard

Database performance metrics help you monitor and improve the performance of your database. They
cover the whole server, not just the specific database mentioned in the JDBC URL.

#* Kay Business Tun Health & Errors & Servers Heath
LOAD Déman ART 2.7 ms SUCCESS G/min HTTP G'min SOL Ofmin JNDH Ofmin WEB SERVICES O¥min @E’ G]O @ 1
e D J— 9 AT 15 s -
Server  DESKTOP-3760HO0sa ¥ | AndSene Jdbcsgiserver//192.168.1.61;databaseName=nopcom; ¥ 5ot by Count ¥ v Showonly top level transactions | © @
M5 Sgi Seneer o5 App Server CPU Corea Processes Digk awork Connections 5G Prdicsve- Aralyis Service Monitoring b

Avmitabificy % Total Database Dt File Size Tatsl Database Log File Size

. 2 T T T T T M= T T 101
SQL

SQL Statement Profiling shows how well your database queries are performing. It helps you see which
queries are slow and find out what's causing performance problems. You'll get details like the number of
queries, their average time, and other useful stats.

Applicare 9.2 - Arcturus Technologies Inc. Page 282 of 421



Arcturus Technologies - Applicare

¥ Servers Heakh

@s Go

Configuration Guides

Senver

DESKTOP-3760H00_sa

[

Lost Refreshed  11/30/2022 17:55:24
Database Name

set transaction solation level resd commi 124 nopcom
X6 5p_reset_connectian &7 master
SELECT 1 8 nopom
IF db_la[N'nap390_0930) 1S NOT NULL SELECT 1 Z maser
select castserverproperty( Enginefdision’) a5 int) 2 masver
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Network Topology

#* Key Business Tun Health

Configuration Guides

® Errors
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® Agents
192.168.1.1

92.168.1.2

192.168.1.8 standalone
192.168.1.9

192.168.1.10

192.168.1.20

192.168.1.21

162.168.1.35

182.1A8.1.308

This view offers a quick and easy overview of your physical server's or VM's performance, including
details on processes, context switches, CPU usage, memory, and storage performance..

ARCTURUS + Key Business Txn Health
e weous

LOAD 10/min ART 121.2ms SUCCESS 10/min

& Errors & Servers Health

Server DESKTOP-3760HO0 sa ¥

MySqlDawbase  AppServer = OS

11:06 107 108 11:08

Processes

Processor Queue Length

vork Connections sqQL Predicuve

Disk Transfers/sec

CPU CORE Analyzer

HTTP O/min QL Ofmin JNDI O/min WEB SERVICES Ofmin ®s @0 @0

Application LAST 15 MINUTES ~

Resalution Minutes L - c o

112 113 114 11:18 1116 1117 118 11:18 1120

Memary Used % Memory Free (ME]

This view offers a comprehensive overview of the CPU including details information about each individual

CPU core.
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+* Key Business Txn Health & Erors
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Processes

This view offers organized performance stats for the CPU, memory and running processes.

It includes historical snapshots of processes showing resource usage at various points in time. by default,
Applicare takes a snapshot every 10 minutes but this interval can be adjusted according to your needs.

& Errors
HTTP O/min SQL O/min JNDI O/min WES SERVICES O/min

Home - Sel Application | A [ LAST 15 MINUTES +
Server  DESKTOP-3760H00_sa Sortby cPu ol el e ©
MySql Darabase  AppServer O Processes | Disk sq Predictive Analysis (Beta) ervice

-] 1 to 360 of 360
PID [gind pid COMMAND COMMAND Short Name SIZE (Average) Resident Set Size /RSS (Average) CPU (Average) % b

Pt eoiand Find ;

0 Idle 0.0M 0.0M 00305175781

25576 WmiPrySE — CAWINDOWS\ Puwbem... CAWh Pwbem\WmiPrvSEexe  05.0M 20M 10,199999200265137

6556 \Program Files\ C:\Program Files\Microsoft SQU ServeriMSS... 31.0M 8.800000190734863

11668 C:\Program Files\Microsoft SQL ServeriMSS. 36.0M 3.9000000953674316

2080 C\Windows\System32isvehast.exe 150.0M 9.0M

2480 |ava — G\Anand\L8_singleagentljre\window... Gi\Anand\L8_singleagentre\windows\biny... | 3483.0M 182.0M 05

Overview  Timeline Srep Details

Snap Time = Current Time Wed Jun 22 11:15:46 EDT 2022 v

380 proc: 4064 threads
e | | bdac 1623204 sncailabin. 290481 cocacl £52930 frne 7% Frne.

COMMAND PID USER STIME SIZE RSS SHARE STATE CPU% ™

Idle ] m Jun, 14 oM oM oM RUNNING 723

WmiPrvSE — CAWL.. | 25576 Fid 1:07 a5k &M oM RUNNING 102

rvr — C:\Progr.. | 6556 m Jun, 15 3084M 31M oM RUNNING 88
sqiseree — c\Drogr.. | 11668 m Jur, 15 2850M 36M oM RUNNING 38
svchost - CAWIND... | 2060 m Jum, 14 150M M oM RUNNING 11
java — GMnandiLE... 2430 Isha Sharma 0314 3483M 182M oM RUNNING 0.5
mysqld - CAProgre... | 25636 m Jun, 15 S576M 886M oM RUNNING 04
svchost — CAWIND... | 2708 SYSTEM Jun, 14 220M 130M oM RUNNING 0.4

Disk

This view provides the disk usage accessed by each and every process.
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# Key Business Txn Health @ Errors
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Find dis Fin Fi

idle 0 [} 0 =
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mcapexe 10980 1048576 0
sqlservr 11668 1017153280 429009568
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Network Connections

This view provides the TCP, UDP, RAW, and UNIX connection Details.

#* Key Business Txn Health & Errors & Servers Health

LOAD 10/min AT 142.2 ms 5 10/min HTTP O/min SQLO/min INDI Ofmin WEB SERVICES O/min @6 @0 ®o

Home - Server Analyzer « Network Connections application ES] LAST 15 MINUTES ~

Server DESKTOP-3760HO0_sa v

a C®

Dawbase  AppServer  OS Disk Memwork Connections | SQL Bera
<3 net-tools package should be installed to capture network details.
Network Time = | Connection  TCP: 369 UDP: 69 RAW: 0 UNIX: 0
2022-06-22 11:16:59.0 “ | Localaddress LocalPort RemoteAddress RemotePort TYPE State
Find LocalAddress Find LocalPore 127.0.0.1 x Find RemotePort Find Type Fird State
_| 127004 1521 127.00.1 61387 Tce ESTABLISHED =
TR 127.00.4 3306 127001 43918 Tee ESTABLISHED
127.00.1 3308 127.00.1 49919 e ESTABLISHED
e 127.00.4 7001 127.0.0.4 63821 TcP ESTABLISHED
- 127.00.1 49918 127.00.1 3306 Tcp ESTABLISHED
ol 127.00.1 49918 127.00.1 3306 TR ESTABLISHED

127.00.8 50000 61561 TcP ESTABLISHED

127.00.8 50001 61573 T ESTABLISHED

Connections to 127.0.0.1 Connections state

SQL Report

The SQL statements can be downloaded as a report by clicking the print icon from the Server Analyzer
menu SQL Screen.
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CONFIGURATION GUIDES > DATABASES

Creating a new user for SQL Server authentication and
grant the necessary permissions.

Applicare 9.2 - Updated September 9, 2024 - sql-server - Pending technical review

1. Grant the db_datareader role to all the databases, including the master database. 2. Grant the
following permissions: alter trace, view server state, view database state and alter any event session.

Syntax:

TEXT

use master;

grant alter trace to <new_user>;

grant view server state to <new_user>;
grant view database state to <new_user>;

grant alter any event session to <new_user>;

Replace <new_user> with the username of the newly created user.

e.g. If the new user name is appms, use that in place of <hew user>

TEXT
use master;

grant alter trace to appms;

grant view server state to appms;
grant view database state to appms;

grant alter any event session to appms;
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CONFIGURATION GUIDES > DATABASES

Oracle Database Monitoring

Applicare 9.2 - Updated August 22, 2024 - oracle - Pending technical review

Log in to Applicare console and navigate to the Server Analyzer menu item on the left to view the details.

Dashboard

Database performance metrics assist monitoring and optimizing your database's performance business.
These metrics are calculated for the entire server, not just the database specified in the JDBC URL.

ARCTURUS # Key Business Txn Health & B

LOAD 10/min ART 134.5ms SUCCESS 10/min HTTP Ofmin SQL 0/min INDI Ofmin WEB SERVICES O/min

Server DESKTOP-GOPO7BV_Sa V¥ jdbcoraclethin:@localhost:1521:0rcl v c ®

Oracle Database App Server os CPU Cores Processes Disk Network Connections sqL Top S Session Detalls Oradle RAC Oracle ASM SGA Dara Base Growth Predictive Analysis (Beta) i~

SQL

SQL Statement Profiling offers performance statistics for database queries. Helping you identify which
statements most time-consuming and diagnose performance issues swiftly. It also provides detailed stats
including information of the database, query count, average execution time and various percentiles.
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+* Key Business Txn Health & Errors & Servers Health

LOAD 10/min ART 1523 ESS 10/min HTTP Oimin SQL O/min JNDI O/min WEB SERVICES 0. ®e @0 @0

nalyzer - 5QL . Application [ LAST 15 MINUTES ~

Server DESKTOP-GOPO7BV_sa

Home

Sort by Count v AutoRefresh @& C @

Oracle Dasbase  AppServer O Dis SQL | TepSq Oracle RAC Daza Base Growth o P~
Last Refreshed 06/22/2022 11:30:20 All Select | Insert  Update Delete Others » M 1to1000f 231
sQL Count ~ | Database Name Total time (ms)  Average(ms)  Std. Dew.(ms)  95th Percentile  75th Percentile S50th Percentile 25th Percentile  Sth Percentile
g = e {ms) (ms) (ms) {ms) (ms)
select file#, block#. type#. nvi(spare1.0). hwmincr, ... 402 jdbcoraclethin:@localhost... 13669 34 2020 440 36.0 34.0 32.0 30.0 =
update /* KSXM:FLUSH COL */ sys.col_usage$ set .. 331 jdbcoraclethin:@localhost.. 24 0 0.0 1.0 1.0 1.0 1.0 1.0
update /* QOSD */ /*+ index(es) */ exp_stat$ es se.. 258 jdbcoraclethin:@localhost... 9 [1] 0.0 1.0 1.0 1.0 1.0 1.0
update /* QOSD */ /*+ index(eo) */ exp_obj$ eo se... 258 jdbcoracle:thin:@localhost... 8 0 0.0 1.0 1.0 1.0 1.0 1.0
merge /* KSXM:OPTIM_DML_INF */into sysmon_.. 138 jdbcoraclezthin:@localhost., 21 0 0.0 1.0 1.0 1.0 1.0 1.0
select ts#, flags from ts$ where bitmapped <=0 a.. 105 jdbcioracle:thin:@localhost.. 26 [] 3.0 0.0 0.0 0.0 0.0 0.0
M SELECT to_number{value) FROM sys.viparameter .., 99 jdbcoracle:thin:@localhost., 433 a 27.0 0.0 0.0 0.0 0.0 0.0
SELECT EXTRACTVALUE(VALUE(D), ‘frow/@op’), EXT... 99 jdbcioracle:thin:@localhost... 6484 65 707.0 0.0 0.0 0.0 0.0 0.0 -
| select file, block#, type#, nvi(spare1,0), hwmincr, cachehint, nvi(scanhint,0) from seg$ where ts# =1
Summary Load And ART Explain Query Plan Query
DESKTOP-GOPO7BV_sa e
ART (ms) [ =T
o3
E e
2

Top SQL Details

This view shows the SQL statements that are executed most frequently and consume more system
resources compared to others.

# Key Business Txn Health & Errors

LOAD 10/min ART 1551 ms 10/min HTTP O/min SQL O/min JNDI O/min WEB SERVICES O/min

Home - Dashboard Agplication 5 LasT 15 MNUTES -

Server  DESKTOP-GOPO7BV_sa AutoRefresh € @

Oracle Dambase  App Serve

Connections SQL  TopSql Session Detalls  Oracle RAC Oracle ASM SGA Daa Base Gro Prediciive Analysis (Beta) [
Sortby  CPUTIme(ms) v 1t030f3
sQL CPU Time (ms) Disk Writes Disk Reads Wait in Seconds(ms)
SELECT SUM(BYTES) FROM SYS.DBA_FREE_SP... = 503688749 0 4769411 0 §
SELECT 'SQLDEV:LINK:'| | USER| |“TABLESPAC... 8312967 0 35848 o
SELECT COUNT(*).UPPER(SA.SQL_TEXTLMAX(... | 215776 0 3 ]
SELECT 'SQLDEV:LINK: | |USER| | :TABLESPACE:'| | ATABLESPACE_NAME| | :ORACLE.DBTOOLS.RAPTOR.DBA.NAVIGATOR.DRILL DBADRILLLINK’ AS "TABLESPACE NAME",  ROUND{A.BYTES_ALLOC / 1024 / 1024) "ALLOCATED (MB)", -
IROUND(NVL(B.BYTES_FREE, 0) / 1024 / 1024) "FREE (MB)", ROUND{{(A.BYTES_ALLOC - NVL(B.BYTES_FREE, 0)) / 1024 / 1024) "USED (MB)", ROUND((NVL(B.BYTES_FREE, 0) / A.BYTES_ALLOC) * 100) "% FREE", 100 -
ROUND((NVL(B.BYTES_FREE, 0} / ABYTES_ALLOC) * 100) "% USED",  ROUND{MAXBYTES/1024 / 1024) "MAX. BYTES (MB)" FROM ( SELECT FTABLESPACE_NAME SUM(F.BYTES) BYTES_ALLOC. SUM(DECODE(FAUTOEXTENSIBLE,
Summary Explain Query Plan SQL Tuning Aduisar

Session Details

It provides details about the current user’s session.
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# Key Business Txn Health & Errors.

LOAD 10/min ART 157.9 ms SUCCESS 10/min HTTR O/min SOL O/min JNDI Ofmin WEB SERVICES Ofmin

Application B u NIKUTES ~
Server  DESKTOP-GOPO7BV sa v Find Serve: jdbc:oracle:thin:@192.168.1.21:15210rel ¥ Auto Refresh (o] D
Oracle Database  App Serve os Dis sqL  TopSq Session Details Oracle RAC 4 SGA  DataBase G Pv
Filter By All ~ Sortby Owner s » u 1to10of12z
OsPID  sqlid User sql siD Serial Command | Status Owner Event Service  OsUser  Machine Terminal Module  Type Child
Find Sqi id Find it F BT
D0DOTFFDSAACES98  C##APPLICARE.. JDBC ThinClient SELECTS.. 253 51286 3 ACTIVE 2147483.. readby.. SYSSUSE.. Anand DESKTO.. unknown JDBC Thi.. USER ] g
20768  DOOO7FFDOFSBS1FD  C##APPLICARE.. SQL Developer SELECT'.. 752 48091 3 ACTIVE 2147483... dbfilese.. orcl Anand DESKTO... unknown | SQL Dev.. USER o
15548  DODOTFFDS4ACES98 | C##APPLICARE... | JDBC Thin Client SELECTS.. 874 1197 3 ACTIVE 2147483.. readby.. SYSSUSE.. Anand DESKTO... unknown | JDBC Thi.. USER 0
17328  DOOO7FFDS4ACES98  C##APPLICARE... JDBC Thin Client SELECTS.. 9 237 3 ACTIVE 2147483... dbfilese.. SYSSUSE.. Anand DESKTO... unknown | JOBC Thi... USER 0
3260 0D0007FFD5S4ACES98  C##APPLICARE... |DBC Thin Client SELECTS.. 504 s712 3 ACTIVE 2147483... read by.. Anand DESKTO... unknown  JDBC Thi.. USER o
IR (23752  00007FFDA7E776F8  C##APPLICARE.. |DBC Thin Client SELECTS.. 631 22466 3 ACTIVE 2147483, SQL*Net.. Anand DESKTO... unknown | JOBC Thi.. USER 0
23428  DOOQ7FFDS4ACE998 | CE##APPLICARE... | JDBC Thin Client SELECTS.. 257 50993 3 ACTIVE 2147483... dbfilese.. Anand DESKTO... unknown JDBCThi.. USER o

|seLecT SUM(BYTES) FROM SYS.DBA_FREE_SPACE

Summary Explain Query Plan SQL Tuning Advisar

RAC Details

Oracle Real Application Clusters (RAC) allow customers to run a single Oracle Database across multiple
servers in order to maximize availability and enable horizontal scalability, while accessing shared storage.

~ Key Business Txn Health & Errors Servers Health

LOAD 10/min ART 161.4ms SUCCESS 10/min HTTR Ofmin SQL Qdmin JNDI Ofmin WEB SERVICES O/min ®e @0 @0

Application | a1 w | E LAST 15 MINUTES v

Server  DESKTOP-GOPO7BV.sa v AutoRefresh  C @

Oracle Database e 0s sqQL Session Details Oracle RAC SGA Data Base v
Instance Name Host Name status Check Point Time
orcl DESKTOP-GOPO7BV OPEN 2022Jun-22 -
Summary

SGA Details

The System Global Area (SGA) is a collection of shared memory structures, referred to as SGA
components, that store data and control information.
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# Key Business Tsn Health & Errors. -
LOAD 10/min ART 163.7 ms SUCCESS 10/min HTTP Oémin SQL O/min INDI O/min WEB SERVICES O/min ®es o

Dask

AutoRefresh  C @

5MINUTES ~

Server DESKTOP-GOPO7BV. sa v

Oracle os Dis orkCannections  SQL  Top Sq Session Derails ASMI SGA Dara Base G Predictive Analysis | A
Shared Pool Size for Shared Pool Size Factor Estimated Lc Size Estimated Lc Memory Object  Estimated Le Times Saved Estimated Lc Times Saved Estimated Lc Memory Object  Time
Estimate Factor Hits
57184 36.46540000000001 32724 217967 1077145 32.51199995999598 9636877 2022-06-22 11:18:000 -
57184 36.46940000000001 32763 217996 1077244 32.51199999999998 9637834 2022-06-22 11:13:000
57184 36.46540000000001 32736 217969 1077409 32.512099959999975 9639151 2022-06-22 11:20:000
57184 36.46940000000001 32829 217968 1077475 32.512099999999975 9639745 2022.06-22 11:21:000
57184 36.46940000000001 32840 219272 1089271 32.51609999999998 9684988 2022-06-22 11:22:000
57184 36.46940000000001 32789 219281 1089551 32.51479999999998 9688331 2022-06-22 11:23:000
57184 36.46940000000001 32845 219289 1094038 32.51579999999298 9701073 2022-06-22 11:24:000
H 57184 36.465940000000001 32812 219288 1100961 32.51659999999998 9723979 2022-06-22 11:25:000
57184 36.46940000000001 32766 219610 1101316 32.51549999999998 9729439 2022-06-22 11:26:000
57184 36.46940000000001 32744 219604 1106192 .51739999999998 9743049 2022-06-22 11:27:000
57184 36.46940000000001 32795 219611 1114793 32.519799999999975 9767584 2022-06-22 11:28:000
57184 36.46940000000001 32766 219625 1118142 32.52079999999998 9778693 2022-06-22 11:29:000 -
Summary

P

Database Growth

It display the Database Growth details.

# Key Business Txn Health & Erors
LOAD 104min ART 163.7 ms SUCCESS 10/min HTTP Ofmin SQL O/min JNDI Ofmin  WEB SERVICES O/min

Home -« Da

AutoRefresh  C @

INUTES »

Server DESKTOP-GOPO7BV Sa v

Oracle D os Dis 5 sQL op 59 Oracle ASM SGA Data Base Growth I~
Table Space Name File 1d s Block Size Status File Name Size(Mega Bytes) Used{Mega Bytes)
SYSAUX 3 8 ONLINE CAORACLE19_C\ORADATAL... | 1760 1759
SYSTEM 1 (1] 8 SYSTEM CAORACLE19_C\ORADATAN... 940 939
UNDOTBS! 4 2 8 ONLINE CAORACLE19_C\ORADATAL.. | 265 264
USERS 7 4 8 ONLINE CAORACLE19_C\ORADATAL... 32767 32766
USERS 13 a 8 ONLINE CACRACLE19_C\ORADATAL... 32 31
ol
Summary

oS

This view offers a quick and easy overview of your physical server's or VM's performance, including
metrics such as the number of processes, context switches, CPU Usage, memory and storage
performance, among others.
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~ Key Business Txn Health & Errors & Servers Health

LOAD 10/min ART 121.2ms SUCCESS 10/min HTTP O/min SQLO/min JNDI O/min WEB SERVICES 0/min ®6 @0 @0

os application ES LAST 15 MINUTES ~

Server DESKTOP-3760HO0 sa ¥

Resolution Minutes vy B c e
abase  AppServer = OS5 CPUCores  Proc

Disk Nenwark Connections sQL Predictive

107 11:08 11:08 110 11 112 113 114 11:18 1116 1197 118 1:18 1120

Processor Queue Length

Disk Transfers/sec

CPU Core Analyzer

This view provides the overall CPU and it's individual CPU core details.

ARCTURUS #* Key Business Txn T

LOAD 10/min ART 1281 ms SUCCESS 10/mi HTTP Omin SQL O/min JNDI G/min WEB SERVICES Oimin

Home - Server Analyzer - CPU Cores Application LAST 15 MINUTES ~

Server  DESKTOP-3760HO0Sa ¥ Resolution Minutes v C0®

MySqiDawhase  AppServer  OS

11:09 11:10 14 1142 1:13 1:14 1:15 11:16 147 11:18 1118 11:20 121 122 123

CPU%

Core 1
Core2
Core3

Core 4
7
Core 5
Core &

Processes

This view offers performance stats for CPU, memory and running processes. It includes historical
snapshots of various processes. showing their resource consumption at specific times. By default,
Applicare takes a snapshot every 10 minutes, but this interval can be adjusted through configuration.
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# Key Business Tan Health

LOAD 10/min ART 138.7 ms SU

& Errors

HTTP O/min SQL 0/min JNDI Ofmin WEB SERVICES 0/min

& Servers Health
®6 @0 @0

Configuration Guides

Sort by

15 MINUTES +

crPu ] s e

CPU Cores Processes | Disk sQL
1 to 360 of 360
PID [gind pid COMMAND COMMAND Short Name SIZE (Average) Resident Set Size /RSS (Average) CPU (Average) % h
0 Idle 0.0M 0.0M 72.30000305175781 =
25576 WmiPrySE — C:WWINDOWS\system32iwbem...  C\Wh Tuvbem\WmiPrvSEexe  95.0M 20M 10.199999809265137
6556 \Program Files\Microsof SQLS... C:\Program Files\Microsoft SQL Server 3084.0M 31.0M 8.800000150734863
11868 crosoft SQLS..  C:\Program Files\Microsoft SQL Server\MSS... | 2250.0M 36.0M 3.0000000353674216
2060 swchost — CAW isystem32isveh C:\Windows\System32\svchost.exe 2.0M
2480 Java - G\Anand\L8_singleagentyjre\window... G\Anand\L8_singleagentre\windows\biny... 3483.0M 182.0M 05
ol — e ———— T ——— p— e P ——— i
werview  Timeline Srep Details
Snap Time = Current Time :Wed Jum 22 11:15:46 EDT 2022 v
360 process: 2 threads
20220622 11:16:26 = | | btacn: 1622204 srcastabin 1300404 cicad 452930 ne 276 San
COMMAND PID USER STIME SIZE RSS SHARE STATE CPU % -
Idle 0 m Jun, 14 oM oM oM RUNNING 723 s
WmiPrvSE — CAW... | 25576 m 1:07 g5M aM oM RUNNING 102
sqservr — CAP m Jun, 15 3084M £ oM RUNNING 88
sqiservr — c\Progr., | 11668 m Jun, 15 2850M 36M oM RUNNING 39
svehost -~ CAWIND... | 2060 % Jun, 14 150M kL oM RUNNING 11
java — G\Anand\L8... | 2480 Isha Sharma 03:14 3433M 182M oM RUNNING 05
mysqld - CAProgra... | 25636 m Jun, 15 576M 886M oM RUNNING 04
svchost — CAWIND... | 2708 SYSTEM Jun, 14 220M 130M oM RUNNING 0.4

Disk

This view shows the disk usage for each individual process.

+ Key Business Txn Health

LOAD 10/min ART 138.7 ms SUCCESS 10/min

& Ermors

HTTP Qdmin SQL O/min JNDI O/min WEB SERVICES Ofmin

Server DESKTOP-3760HO0.5a v

MySql Dat CPU Cares Disk
=]
Disk Total Used Free Used %

Free Used
834.9G 338.9G 59 4
D\ 10.4G 9.4G 969.6M a 9
G 465.5G 391.0G6 745G 84 16
Fa 78.1G 781G 0.0M 100 o
)

Process Name PID
idle 0
svchost 1084
amgzxmad 10892
mcapexe 10980
sqlsenvr 11668
postgres 11828
svchost 11948
swchost 1244

Network Connections

This view provides the TCP, UDP, RAW, and UNIX connection Details.

Applicare 9.2 - Arcturus Technologies Inc.

203213120

385930

1048576
1017153280

61336

1279

550143

Avg. Disk Write (MEis) 391,306.98
vg Disk Reag (M8/s) 257,753.33

g, Disk Queue (ME/s) 0

Jun 22,2022 11:20

Avg. Write (MB/s)

3845744
190442

0

429009568

541205312

15 MINUTES +

o]

a C

|4
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# Key Business Txn Health & Errors

LOAD 10/min ART 142.2 ms SUCCESS 10/min HTTP O/min SQL O/min JNDI O/min WEB SERVICES O/min

Application | a1 v
Server  DESKTOP-3760H00_sa
MySql Da AppServer OS5  CPU Cares rocesses  Disk Nemwork Connections sqL
=] net-tools package should be installed to capture netwark details.
Network Time = | Connectien TCP: 369 LIDP: 69 RAW: 0 UNIX: D
2022-06-22 11:16:55.0 | Localaddress LocalPort RemoteAddress RemotePort TYPE State
127.0.0.1 x Find Rematefort Find Type Firn
_ 1521 127.00.1 61587 TP ESTAELISHED e
Il Connectons 127.00.8 3306 127.00.1 23918 TCP ESTABLISHED
127.00.1 3308 127.00.1 48919 e ESTABLISHED
el 127.00.1 7001 127.00.1 63621 TP ESTABLISHED
400 127.00.1 49018 127.0.0.1 3306 Tce ESTABLISHED
ol 200 127.00.4 42918 127.00,1 3306 TP ESTABLISHED
: 50000 61561 Tcp ESTABLISHED
50001 61573 = ESTABLISHED
Connections t IPs Connections to 127.00.1 Connections state

6.03%

SQL Report

You can download the SQL Statements as a report by clicking the print icon from the SQL Screen within
the Server Analyzer menu.

Home - Server Analyzer - SQL Application D LAST 15 MINUTES ~
sever MUEMUSHISERCOUIRG | rrocn _ \Clickithejprint{icon o BeR ©
Oracle Dawabase  AppServer ~ 0S  (PUCores  Prod ot Base etive Anavyais (i P

Intellitrace Report - SQL

Last Refreshed 06/22/2022 11:35:36 i irt | Update| Delete | Others 1« <« » W 1t01000f193
soL Count h Percentile ' 50th Percentile | 25th Percentile | 5th Percentile
(ms) (ms) (ms)
Find SOL | Data sqt v
le#, , types. 0. | 472 / A ; { =
select file#, block#, type#. nvi(spare1,0}, hwmincr, vl e . Selectiserver 330 310 200 B
select ts#, flags from 153 where bitmapped <>0a.. 122 00 0.0 00

SELECT to_ ) FROM sys. - | T 0.0 0.0 0.0
Fliter by
SELECT EXTRACTVALUE(VALUE(D), /row/@op’), EXT... 117 Y mg 00 0.0 0.0

select /*+ opt_param(‘parallel_execution_enabled'.... 117 0.0 00 0.0
SELECT COMPONENT_ID FROM SYS. "_REPORT_CO... 117 0.0 0.0 0.0
il update /* KSXM:FLUSH COL */ sys.col_usage$ set .. 97 Time Period | tasciSimses v 1.0 4.0 1.0
SELECT /*+ opt_param(‘parallel_execution_enable.. 72 0.0 0.0 0.0 -
« = 3 v

Format ®ppF OExcel OHTML OcCsv

Summary Load And ART Explain Query Plan SQLTu

&

Others: 99,99%
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Intellitrace Report - 5QL

Data

Server

Filter by

Time Period

Format

ARCTURUS

CONSTANT INNOVATION

0L

DESKTOP-GOPOTEY =8

Average (ms) == W

a5T

®pPoF O Excel OHTML

sy

Configuration Guides

Close

IntelliTrace SAL Report

: . ) . G5th 75th 25th 5th
saL Database Name Count Tr_’t:“'Tme '.w? s M'_m,m"' : M'm"_” qm o Percentile  Parcentile Parcentiie  Percentile
(ms) (ms) {ms) m (ms) (ms) PR Fret
(ms) (ms) (ms) (ms)
13 -1 0 826397 606030
14 28758 - 0 2 20 2046 2039
10 2237 1 0 8459 2388 1 054
665 22046 33 -1 0 164 42 33 30 7
where is# = 1
el TARLESEACE NAME 14 13130 937 - 0 1242 1264 166
1 FILE_ID fileld, df.TS# ts
D24) blocksize,df STATU
status, ddf_FILE_MNAM leMarm: df. BY
}) sizemb, (ddf. USER_BYTES,
24)) usedmb from vSdatafile df,
es ddf where d!
;_REPORT.GET_REPORT(:B1) jdbc:oracte:thin 2 5429 A 0 2854 8284 8284 5420 2575
@localhost- 1521 n : = 203 allisee :
FLEGT XM TVE E(DRME REPGIRT 8 10694 1336 1 0 1578 1245 1043 991 0
T_WITH_SUMMARY(:B1 )) FROM
ONITOR_DATA AS (SELECT INST_ID ~ ; = s ; s 2
\ : D, NULL, STATUS) STAT * 1258 1 0 1458 2459 173 969 92
TIME, LAST_REFRESH_TIME,
PROCESS_NAME, S
SQL_ID, SOL_EXEC_START, SOL_EXE
DBOP_NAME, DBOP_EXEC_ID
SOL_PLAN_HASH_VALUE
York

Created at

Configuration

Configuring Monitoring for Oracle Databases
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CONFIGURATION GUIDES > DATABASES

PostgreSQL Database Monitoring

Configuration Guides

Applicare 9.2 - Updated September 13, 2024 - postgresqgl - Pending technical review

Log in to Applicare controller and navigate to the Server Analyzer menu to view the details.

Dashboard

Database performance metrics assist in monitoring and optimize your database's performance in your
business. The metrics are calculated for the entire server, not limited to the database specified in the

JDBC URL.

& Errors
HTTP O/min SQL Oimin INDI Oimin WEB SERVICES Ojmin

#* Key Business Txn Health

ARCTURUS :
1 IOV LOAD 10/min ART 125.7 ms SUCCESS 10/min

Server Postgres_ 14 ¥
osigreSqiServer | App Server os CPUCores  Processes  Dis Nework Connections SQL

DataBase Test bt

Application Sl LAST 15 MINUTES ~

T-c--Tu----v---

@ & & & & o & & & & s o o & o

.‘T‘-..‘.T:...T‘...

‘e & e e+ ® ® ° e ® ¢ & e ° °

SQL

SQL Statement Profiling provides the performance statistics of database queries. It helps you identify
which statements are the most time and quickly diagnose performance issues SQL/s. Additionally, It
provides detailed stats, including information on the database, query count, average execution time and

various percentiles.
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# ey Business Txn Health @ Errors & Servers Health

LOAD 104min ART 152.3 ms 5 1 HTTP O/min SQL O/min JNDI O/min WEB SERVICES 04 ®6 @0 @0

Horme Analyzer - SQL Application | Al

e 5 Sort by Count v AutoRefresh @& C @

Server Postgres 14 ¥

AppServer 05 Pracesses Disk  Nemwark Connections sqL Predictive Analysis Service Monitoring
Last Refreshed 06/22/2022 11:29:47 All Select || Insert || Update | Delete || Others 1to170f 17
SQL Count *  Database Name Total time (ms) | Average (ms) Std. Dev. (ms) 95th Percentile | 75th Percentile  50th Percentile | 25th Percentile | 5th Percentile
Find 50 i (ms) (ms) (ms) (ms) (ms)
SELECT db.old as did. db.datname, db.datallowco... 90 postgres 1] (] 0.0 0.0 0.0 0.0 0.0 0.0 -
SELECT db.oid as did, db.datname as name, ta.spc.. 75 postgres 0 (1] 0.0 0.0 0.0 0.0 0.0 0.0
SELECT r.oid. r.rolname, r.rolcanlogin. r.rolsuper F 60 postgres ] [] 0.0 0.0 0.0 0.0 0.0 0.0
SELECT db.oid as did, db.datname, db.datallowco... 60 user o 0 0.0 0.0 0.0 0.0 0.0 0.0
SELECT CASE WHEN usesuper THEN pg_catalog.pg... 45 postgres ] 0.0 0.0 0.0 0.0 0.0 0.0
SELECT ts.oid AS oid, spcname AS name, spcowne... 45 postgres o 0 0.0 0.0 0.0 0.0 0.0 0.0
wl SELECT has table_privilege{ 2. 7) has_priviledge W... 45 postgres o 0 0.0 0.0 0.0 0.0 0.0 0.0
SELECT roles.oid as id. roles.rolname as name, rol... 30 postgres 0 [1] 0.0 0.0 0.0 0.0 0.0 0.0 -

|SELECT  db.oid as did, db.datname, db.datallowconn,  pg_catalog.pg_encoding_ to_charidb.encoding) AS serverencoding.  pg_catalog.has_database _privilege(db.oid, 7) as cancreate,  datlastsysoid, datistemplate FROM
|pe_catalog,pg_database db WHERE db.oid =?

Summary Load And ART Explain Query Plan
Postgres_14 v

Weos

ART (ms)
Load

0S

This view offers a quick and convenient overview of your physical server's/VM's performance including
details on the number of processes, context switches, CPU Usage, memory, storage performance and
more.

#* Key Business Txn Health & Errors

LOAD 10/min ART 121.2 ms 55 10/min HTTP Ofmin SQLO/min JNDI (/min WEB SERVICES

r Analyzer « OS Application | a1 v

Server  DESKTOP-3760HO0sa Resolution Minutes ¥ i f2e

AppServer | O

107 11:08 11:08 110 1n 112 114 1118 1116 1117 118 1:18 1120

Processes

Memory Free (MB)

Processor Queue Length

Page File Usage %

Disk Transfers/sec

Context Switches (per sec)

110 11415 1120

CPU CORE Analyzer

This view presents an overview of the overall CPU as well as detailed information about each individual
CPU core.
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+* Key Business Txn Health & Erors
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Processes

This view offers organized performance stats for CPU, memory and running processes. It includes
historical snapshots of various processes, showing their resources consumption at specific times. By
default, Applicare captures these snapshots every 10 minutes but you can adjust by changing the interval
as needed.

# Key Business Txn Health & Errors
LOAD 10/min ART 138.7 ms SUC HTTP Ofmin SQL O/min JNDI 0/min WEB SERVICES 0/min

Application E] LAST 15 MINUTES +

Server DESKTOP-3760HO0 sa v sortby CcPU v (] = ®
0s sk sQL Serv
[+ 1 to 360 of 360
PID [gind pid COMMAND COMMAND Short Name: SIZE {Average) Resident Set Size /RSS (Average) CPU (Average) % hd
0 Idie 0.0 0.0M 72.30000305175781
25576 WmiPrvSE — C:WWINDOWS\ m3Ziwbem.. 95.0M 80M 10.199999809265137

6556 gram Files\Microsoft SQL Serv
11668 . C:A\Program Files\Microsoft SQL Server|MSS... 36.0M
2060 C:AWindows\System32' 150.0M 9.0M
2480 f\Anand\L8_singleagentjrelwindows\biny...  3483.0M 05
ol - P T e A4 S e S s— [ T
Timeline Srip Details
Snap Time = Jun 22 19:15:46 EDT 2022 j
4864 threads
2022-06-22 111626 = | htacn: 1623200 sucadabla 110008 sucad 45290 fona 70 fraa
COMMAND PID USER STIME SIZE RSS SHARE STATE CPU % -
Idle 0 m Jun, 14 oM oM oM RUNNING 723
WmiPriSE — CAWL... | 25576 m 147 asm am oM RUNNING 10.2
sqiservr = C\Progr.. | 6556 m Jun, 15 3084M M oM RUNNING 88
sqiservr — c\Progr.. | 11668 m Jur, 15 2850M 36M oM RUNNING 39
2060 m Jun, 14 150M Y oM RUNNING 1.1
java — GMnandiLE... | 2480 Isha Sharma 03:14 3483M 1820 oM RUNNING 05
mysald — CAProgro... 25636 m Jun, 15 576M 886 oM RUNNING 04
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Disk

This view displays the disk usage for each individual process.
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# Key Business Tsn Health & Errors

LOAD 104min ART 138.7 ms SUCCESS 10/min HTTP O/min SQL O/min JNDI O/min WEB SERVICES Ofmin @6 @0 ®o

Analyzer « Disks Application E LAST 15 MINUTES ~

Home -« Ses

Server  DESKTOP-3760HO0_sa a CO®
MySqlDatsbase  AppServer OS5 Disk kConnections  SQL  Predica toring

™

Disk Total Used Used % Free % Dk Pausmnce s
Disk ot Free

=) 83496 49616 33896 59 a ‘ ]

o 10.46 546 269.6M o 9 ) |

6 46556 391.06 7456 84 16 300000 .

F\ 78.1G 781G 0.0M 100 0 3 5 |

100,000
W
in 22,2022 11:20
257 306.9
Process Name PID Avg. Read (MB/s) Avg. Write (MB/s)
Fin Find disi Find disk read Find disk writs
idle 0 [} 0 =
svchost 1084 203213120 3846144
amgzxmal 10892 385930 190442
mcapexe 10980 1048576 ]
sqlservr 11668 1017153280 429009568
postgres 11828 61336 541205312
svchost 11948 1279 ]
swchost 1244 550143 0

Network Connections

This view offers detailed information on TCP, UDP, RAW, and UNIX connection.

#* Key Business Txn Health & Errors & Servers Health

LOAD 10/min AT 142.2 ms 5 10/min HTTP O/min SQLO/min INDI Ofmin WEB SERVICES O/min @6 @0 ®o

Home - Server Analyzer « Network Connections application ES] LAST 15 MINUTES ~

Server  DESKTOP-3760HO0Sa v a C®

Dawbase  AppServer  OS Disk Memwork Connections | SQL Bera
<3 net-tools package should be installed to capture network details.
Network Time = | Connection  TCP: 369 UDP: 69 RAW: 0 UNIX: 0
2022-06-22 11:16:59.0 “ | Localaddress LocalPort RemoteAddress RemotePort TYPE State
Find LocalAddress Find LocalPore 127.0.0.1 x Find RemotePort Find Type Fird State
_| 127004 1521 127.00.1 61387 Tce ESTABLISHED =
I Connections 127.00.4 3306 127.00.1 49918 TCR ESTABLISHED
127.00.1 3308 127.00.1 49919 e ESTABLISHED
e 127.00.4 7001 127.0.0.4 63821 TcP ESTABLISHED
- 127.00.1 49918 127.00.1 3306 Tcp ESTABLISHED
ol 127.00.1 49918 127.00.1 3306 TR ESTABLISHED

127.00.8 50000 61561 TcP ESTABLISHED

127.00.8 50001 61573 T ESTABLISHED

Connections to 127.0.0.1 Connections state

SQL Report

You can download SQL statements as a report by clicking the print icon on the SQL Screen within the
Server Analyzer menu.

Applicare 9.2 - Arcturus Technologies Inc. Page 301 of 421



Arcturus Technologies - Applicare

Configuration Guides

Home + Server Analyzer - SQL

Server  DESKTOP-GOPO7BV_ sa ~ Find Sarver

application [ v ] B8 usT s wmures +

Clickithelprintlicon fmweriee
S e pIean =

Oracle Database App Server o5 CPU Cores Pr
Intellitrace Report - SQL P —
Last Refreshed 06/22/2022 11:35:36 | rt | Update Delete | Others 4« 4« r M 1t01000f193
sQL Count h Percentile  50th Percentile  25th Percentile | Sth Percentile
(ms) (ms) (ms)
Find SQU ) Data  squ v !
select file, block#, type#, nvi(spare1,0), hwmincr, .. 472 Srcd T . Selectiserver: 33.0 310 290 =
select ts#, flags from 15§ where bitmapped <~ 0a.. 122 00 0.0 0.0
SELECT to_ ) FROM sys. i HF 0.0 0.0 0.0
Ellter by - -
SELECT EXTRACTVALUE(VALUE(D), Yrow/@op’), EXT... 117 erby hg 00 0.0 0.0
select /*+ opt_param(‘parallel_execution_enabled".... 117 0.0 0.0 00
SELECT COMPONENT_ID FROM SYS. "_REPORT_CO... 117 0.0 0.0 0.0
il update /* KSXM:FLUSH COL */ sys.col_usage$ set .. 97 TimePerod | tasc15mines . 1.0 1.0 1.0
SELECT /*+ opt_param('parallel_execution_enable.. 72 0.0 0.0 0.0 -
= Format ®PDF OExcel OHTML OcCsv :
hd 4 ¢ Close
Glickqprint @ I [ |
Summary Load And ART Explain Query Plan SQLTi
-~
2
Orhers: 99.99%
Intellitrace Report - 5QL
Data| SOL b
Server | DESKTOP-GOPOTBY =& w
Filter by Average (ms)>= w
Fitfer 3L
Time Period = Last 13 minutes b

Format @ PDF O Excel

Applicare 9.2 - Arcturus Technologies Inc.

DHTML O Csy

Page 302 of 421



Arcturus Technologies - Applicare

=) ARCTURUS

CONSTANT INNOVATION

Configuration Guides

IntelliTrace SQL Report

Total Time

(ms)

arcentile

{ms)

entile

10

13130

10694

33

1336

164

2854

1578

2459

33

5429

146 (¥E]
1 054
0 27
325 165

Configuration
PostgreSQL Database Setup

Monitoring with Applicare

Applicare 9.2 - Arcturus Technologies Inc.

Page 303 of 421


https://helpdesk.arcturustech.com/hc/en-us/community/posts/4421456827661-PostgreSQL-database-monitoring
https://helpdesk.arcturustech.com/hc/en-us/articles/30207489320333-Monitoring-with-Applicare

Arcturus Technologies - Applicare Configuration Guides

CONFIGURATION GUIDES > DATABASES

MongoDB database monitoring

Applicare 9.2 - Updated September 23, 2025 - mongodb - Pending technical review

Create a new user with the root role for that new user.

Syntax:

use admin

db.createUser({ user: "USERNAME", pwd: "PASSWORD", roles: [ { role: "root", db: "admin" }]})

Example:

YAML

use admin

db.createUser({

user: "applicare",

pwd: "applicarel23",

roles: [ { role: "root", db: "admin" } 1
)

Step 1: Install Applicare SingleAgent in the machine where MongoDB is running by following the provided
installation steps.

Step 2: Select the newly added agent and click the Edit button.
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Servers
Enterprise

i Server (1) Application
Overview

Find Server Find App
Operations Center

Configuration Guides

Host Name Current Status

Find Host Find Status

User Experience Ipetstore_sa jpetstore

jpetstore/172.17.0.3 Connected

Synthetic User Experience

Business Transactions

App Analyzer

Server Analyzer

LAMA

API Performance

Sensor Analyzer

it + Add Z Edit

©f Manage Applications = Update Agent

Step 3: Check the "Add Database Configuration" checkbox, choose "MongoDB" from the Database

dropdown, and Select your MongoDB server version from the Version dropdown. If the version is not listed

in the dropdown then select the most recent version available.

Step 4: Enter the JDBC URL, Username and Password then click the update button.

Checking the Test Connection option is not mandatory. This test verifies the connection from controller

machine to the agent machine.

Applicare 9.2 - Arcturus Technologies Inc.

Page 305 of 421



Arcturus Technologies - Applicare

Create default alerts

Add node.js standalone agent port

Add Database configuration

Database

Version

JDBEC URL

Username

Password

SQL Monitoring Interval

SQL's Average Time >

MongoDB w

MongoDB 7.0.2

mongeodb://@127.0.01:27017 fadmin

applicare

sesssssssnne ¥
60 seconds

0 milliseconds

Capture the sql's anly if the average time is
greater than the specified value.

Test Connection

Add Micro Strateqy Database cunfiguratinn

Sample JDBC URL

Configuration Guides

= s

Syntax: mongodb://@[ip]:[port]/[database]

Eg: mongodb://@127.0.0.1:27017/admin

Step 4: To verify the MongoDB data, go to the Sensor Analyzer screen in the left-hand menu and select
MongoDB connection string in the sensor dashboard drop down.
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Redis Monitoring

Applicare 9.2 - Updated December 24, 2025 - redis - Pending technical review

Create a new user account and designate the relevant permissions in Redis.

Step 1: Open the redis.conf file, Add the following line to the file to create a read-only user, and save it.

TEXT
user <readonly_user> on ><readonly_password> ~* +@read +info +slowlog

Substitute <readonly_user> and <readonly_password> with the newly username and password you have
just created.

Example: If the newly created username is appuser and the password is appuserpass, use these details

in place of <readonly_user> and <readonly_password> .
TEXT

user appuser on >appuserpass ~x +@read +info +slowlog

Step 2: Once the file is saved, Restart Redis.

Step 3: Install Applicare SingleAgent in the machine where Redis database is running by following the
provided installation steps. Follow the steps for Installing Applicare SingleAgent

Step 4: Select the newly added agent and click the Edit button.

g =
ARCTURUS = Key Business Txn Health @ Errors
INSTANT INNOYATION LOAD 5/fmin ART 0 ms SUCCESS S HTTP OWmin SQL O/min JNDI 0/min WEB SERVICES O

Server Host Name

Application

Find Server Find App Find Host
JPetStore eCommerce localhost/localhost
+ Add (# Edit

Step 5: Enable the Add Redis configuration checkbox. Then enter the Host, Port, User and Password
then click the update button.
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Add Redis Configuration

Enable Docker Monitoring

Redis Path
Redis Host localhast
Redis Port 6379
Redis User appuser
Redis Password appuserpass °

Disable Command mode
Disable ART

Disable Throughput

Host Name P

Step 5: After updating the configuration, to view the Redis data, click on the Redis configured server in
the 'Server' column on the 'Overview' screen. Then, select the 'Redis Dashboard' tab.

ARCTURUS Hey Busingss Txn Health & Erors & Servers Healih
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{1 overview

a
A o agentmachine agentmachine/172.20.. @ Connected 9.2.8.4-13-July-202..  92.8.4-13-July-202..  Standalone - Redis
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Node.JS Monitoring for Linux

Applicare 9.2 - Updated February 28, 2025 - nodejs - Pending technical review

Prerequisites

To monitor Node.js Applications, You need to configure both Node.js and Single agent. Ensure that both
are running on the same machine:

* Single Agent
* Node.js Agent

Monitoring

1. Login into the Applicare console, go to the Download Agents screen, and download the
SingleAgentLinux for Linux. Then, transfer the download file to the machine where the agent will be
deployed.

2. Extract the contents of the downloaded file and give the below permission for that extracted directory.

BASH

chmod -R 777 /usr/local/ApplicareSingleAgentLinux

3a. Execute the deploynodejsagent.sh inside the agentscritpts extracted directory. After executing, the
message "Enter any open port for Applicare Agent" will appear in the terminal window and enter any

open port in it.

3c. Once the agent is successfully installed, You will see a message similar to the one shown below
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4. Navigate to the Node.js application home directory and insert the following code at the beginning of the
main file (usually called server.js or app.js).

TEXT
var applicareConfig = require('./agent.config.js');var applicare = require('applicare-agent"')

(applicareConfig);

kequire{':::t;ath'}{};

[T N I
im

var applicareConfig = require('./ag

var applicare = require('appli

[0 IS -

I
in
|
Al
im
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w
'
s
'_l
'_l.
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]
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]
=
[
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1

I
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o

—

-

var sxpress = require ('

: var app = sEpress();
var session = regquilre (' sxpress-—sssz=ion’');
1C var bodyParser = require (' body-parssr');
11 var sexpressJwt = require (' sxpress-
— ' P ~ 1

5. Restart the Node.js server.

6. If systemctl is available on agent deployed Linux machine, execute instalINodeJsAgentService.sh
file in agentscripts directory.

TEXT

To start as a service: execute ./installNodeJsAgentService.sh

If systemctl is not there on agent deployed machine, To start in background mode execute below
command in agentscripts directory on agent home directory.
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TEXT
nohup ./startNodeJsAgent.sh &
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Manual Instrumentation for Node.js (Docker image)

Applicare 9.2 - Updated April 1, 2025 - nodejs - Pending technical review

Step 1: Download the tracing.js (sample file, available on the documentation site) file to the root
directory.

Step 2: Add the following dependencies to the Dockerfile.

TEXT
# Install dependencies

RUN npm install --save @opentelemetry/api

RUN npm install --save @opentelemetry/instrumentation

RUN npm install --save @opentelemetry/tracing

RUN npm install --save @opentelemetry/exporter—-trace-otlp-http
RUN npm install --save @opentelemetry/resources

RUN npm install --save @opentelemetry/semantic—conventions

RUN npm install --save @opentelemetry/auto-instrumentations-node
RUN npm install --save @opentelemetry/sdk-node

RUN npm install --save @opentelemetry/exporter—jaeger

Step 3: Add the following environment variable line in Dockerfile.

TEXT
ENV SERVER_NAME=<Server_name>
ENV APPLICARE_ENDPOINT=http://<Applicare_IP>:14268/api/traces

Change the value in that variable as below.
<Server_name>= The name of the agent shown in the Applicare console.
<Applicare_IP>= The IP address of the machine running the Applicare controller.

Step 4: Comment the CMD line already in the Dockerfile. Add below CMD line.

TEXT

CMD ["node", "--require", "./tracing.js", "app.js (or) server.js (or) node.js"]
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Node.JS Monitoring for Windows

Applicare 9.2 - Updated December 18, 2025 - nodejs, windows - Pending technical review

Prerequisites

To monitor Node.js Applications, You need to configure both Node.js and Single agent. Ensure that both
are running on the same machine:

* Single Agent
+ Node.js Agent

Monitoring
1: Install Applicare SingleAgent on the machine running Tomcat by following these steps

installing Applicare SingleAgent

2 a. Run deploynodejsagent.bat with elevated (Administrator) privileges from the directory agentscripts
inside Applicare SingleAgent installed folder. Once executing started , the message "Enter any open port
for Applicare Agent" will appear in the command window and enter any open port in the machine.

c. Once the agent is successfully installed, You will see a message similar to the one shown below.
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3. Zero code instrumentation : Execute your nodejs application with "-r .Jagent-injector.js" to inject
Applicare SingleAgent in your application. For example if you start your application with a command

"node wss_server.js", then you should invoke it as " node -r ./agent-injector.js wss_server.js "
(OR)

Manual instrumentation : Navigate to the Node.js application home directory and insert the following
code at the beginning of the main file (usually called server.js or app.js). Then, restart the Node.js server.

TEXT
var applicareConfig = require('./agent.config.js');

var applicare = require('applicare-agent') (applicareConfig);

4. Go to the SingleAgent home directory and execute the command based on the OS.

5.0pen a command window in administrator mode, go to the Agent_home/agentscripts directory and
execute the file below.

BAT

createNodejsAgentTask.bat

For Other Docs - Click here
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PHP Application Monitoring

Applicare 9.2 - Updated April 1, 2025 - php - Pending technical review

Log in to Applicare controller and navigate to the Server Analyzer->Telemetry Traces menu to view the
details of PHP application transaction.

1. The screen displays a list of PHP applications transactions, including their durations and status codes.

LOAD ¥/min ARTOms SUCCESS O/min  HTTP O/min SQL O/min JNDI O/min WEB SERVI... ®1 ®0 ®o Admin .
t Ser nalyzer - Traces Application Al v Last 15 minutes ~
Server  ApplicareAdmin v Tomcat i
Server Info Network Topology 0s App Server CPU Cores Processes Disk Network Connections DataSource Heap
Operation Name Spans count Time ~ | Duration Status code
GET /rolidice 2 Spans 12/06/24 09:24:45 509 ps 200
GET /rolidice 2 Spans 12/06/24 09:24:44 624 us 200
GET /rolidice 2 Spans 12/06/24 09:24:41 539 us 200
GET /roligice 2 Spans 12/06/24 09:24:39 689 us 200

2. After clicking on any transaction, it will show the transaction trace details.

ARCTURUS

Admin

LOAD O/min ARTOms SUCCESS O/min  HTTP O/min SQL O/min JNDI (/min WEB SERVI... ®1 @0 ®@o
Home - Server Analyzer - Traces Application Al v Last 15 minutes
Server  ApplicareAdmin -~ v Tomcat =
Server Info Network Topology 0s App Server CPU Cores Processes Disk Network Connections DataSource Heap

-

" Service Duration

N GET /rolidice 509 ps

v Tags
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ARCTURUS Admin
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LOAD O/min ART Omes SUCCESS Oimin  HTTP O/min SQL D/min JNDI O/min WEB SERVIC. . ®1 ®o0 ®o Admin

H Se Application  All v Last 15 minutes v
Server ApplicareAdmin v Tomcat =
Server Info Network Topology 0s App Server CPU Cores Processes Disk Network Connections DataSource Heap
-
v Service Duration
""" N {closure} 29 ps
f: ¥ Tags
i m/H
mll __invoke
28
slim\Handle se
io.opentelemetr trib.php.slim
interna
¥ Process
2edeba2lbab8d7c 26

Configuration

Follow the configuration instructions provided in the link below to monitor your PHP application.

Configure PHP application
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Configure PHP application

Applicare 9.2 - Updated April 1, 2025 - php - Pending technical review

To automatically instrument a PHP application, use PHP latest version 8.2 or later is required.
Prerequisites: PHP 8.2 or later, Composer, and PHP Extension Community Library (PECL) are installed.

Step 1: Execute below command to build the OpenTelemetry PHP extension.

BASH
yum install -y https://rpms.remirepo.net/enterprise/remi-release-$(rpm —-E %rhel).rpm
yum install php-cli php-pear php-devel gcc php-grpc -y

yum install gcc make autoconf

Step 2: Use PECL to build the OpenTelemetry PHP extension.

TEXT

pecl install opentelemetry

Step 3: Add the following code to the php.ini file.

TEXT
[opentelemetry]

extension=opentelemetry.so

Step 4: Execute below command to verify whether the OpenTelemetry PHP extension is built and enabled.

TEXT

php -m | grep opentelemetry

Expected output: opentelemetry

Step 5: Exceute below command to add additional dependencies required for OpenTelemetry SDK for PHP

to perform automatic instrumentation on your application.
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TEXT

composer config allow-plugins.php-http/discovery false

composer require \

open-telemetry/sdk \
open-telemetry/opentelemetry—-auto-slim \
open-telemetry/exporter-otlp \
php-http/guzzle7-adapter \

open—telemetry/transport-grpc

Step 6: Run the application with below command.

TEXT

env OTEL_PHP_AUTOLOAD_ENABLED=true OTEL_SERVICE_NAME=<Server-Name> OTEL_TRACES_EXPORTER=o0t1p
OTEL_METRICS_EXPORTER=none OTEL_LOGS_EXPORTER=none OTEL_EXPORTER_OTLP_PROTOCOL=grpc
OTEL_EXPORTER_OTLP_ENDPOINT=http://<Applicare_IP>:4317

Change the value in that variable as below.
<Server_name>= The name of the agent shown in the Applicare console.
<Applicare_IP>= The IP address of the machine running the Applicare controller.

Example: env OTEL_PHP_AUTOLOAD_ENABLED=true OTEL_SERVICE_NAME=rolldice
OTEL_TRACES_EXPORTER=otlp OTEL_METRICS_EXPORTER=none OTEL_LOGS_EXPORTER=none
OTEL_EXPORTER_OTLP_PROTOCOL=grpc OTEL_EXPORTER_OTLP_ENDPOINT=http://192.168.2.6:4317
php -S 10.0.0.4:8080
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CONFIGURATION GUIDES > NODE.JS, PHP, GO & COBOL

Manually instrument a Go application using
OpenTelemetry and Applicare

Applicare 9.2 - Updated August 22, 2024 - go, opentelemetry - Pending technical review

Install the following packages:

TEXT

This installs the OpenTelemetry SDK components and net/http instrumentation.

opentelemetry

opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.
opentelemetry.

opentelemetry.

go get "go.opentelemetry.io/otel" \

"go.

"go.

'"'go.
go.
''go.
"go.
go.
'"go.
go.
'"'go.
"'go.
go.

.10/0tel/exporters/stdout/stdoutmetric" \
io/otel/exporters/stdout/stdouttrace" \
io/otel/exporters/stdout/stdoutlog" \
io/otel/sdk/log" \

io/otel/log/global” \
io/otel/propagation" \
io/otel/sdk/metric" \
io/otel/sdk/resource" \
io/otel/sdk/trace" \
io/otel/semconv/v1.24.0" \
io/contrib/instrumentation/net/http/otelhttp"\
io/contrib/bridges/otelslog"

Add the following packages to your Go application:
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TEXT
import (

"context"

"fmt"

“net"

"og"

"os/signal"

“time"

"net/http"

""google.golang.org/grpc"

'"google.golang.org/grpc/credentials/insecure"

"go.opentelemetry.io/otel"

""go.opentelemetry.io/otel/exporters/otlp/otlptrace/otlptracegrpc"
'""go.opentelemetry.io/otel/propagation"

''go.opentelemetry.io/otel/sdk/resource"

semconv '"go.opentelemetry.io/otel/semconv/v1.25.0"
sdktrace "go.opentelemetry.io/otel/sdk/trace"

'""go.opentelemetry.io/contrib/instrumentation/net/http/otelhttp"

You need to wrap the HTTP handlers with instrumented code.
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YAML
var serviceName = semconv.ServiceNameKey.String(<APPLICARE_AGENT_NAME>)

func initConn() (*grpc.ClientConn, error) {
conn, err := grpc.NewClient("localhost:4317",
grpc.WithTransportCredentials(insecure.NewCredentials()),
)
if err !'= nil {
return nil, fmt.Errorf("failed to create gRPC connection to collector: %w", err)
}

return conn, err

func initTracerProvider(ctx context.Context, res xresource.Resource, conn xgrpc.ClientConn)
(func(context.Context) error, error) {
traceExporter, err := otlptracegrpc.New(ctx, otlptracegrpc.WithGRPCConn(conn))

if err != nil {

return nil, fmt.Errorf("failed to create trace exporter: %w", err)

}
bsp := sdktrace.NewBatchSpanProcessor(traceExporter)
tracerProvider := sdktrace.NewTracerProvider(

sdktrace.WithSampler(sdktrace.AlwaysSample()),
sdktrace.WithResource(res),
sdktrace.WithSpanProcessor(bsp),
)
otel.SetTracerProvider(tracerProvider)
otel.SetTextMapPropagator(propagation.TraceContext{})
return tracerProvider.Shutdown, nil

func main() {
if err := run(); err != nil {

log.Fatalln(err)

func run() (err error) {
ctx, stop := signal.NotifyContext(context.Background(), os.Interrupt)

defer stop()

conn, err := initConn()

if err !'= nil {

log.Fatal(err)
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res, err := resource.New(ctx,
resource.WithAttributes(
serviceName,

)s

if err != nil {
log.Fatal(err)

shutdownTracerProvider, err := initTracerProvider(ctx, res, conn)

if err !'= nil {

log.Fatal(err)

defer func() {
if err := shutdownTracerProvider(ctx); err != nil {
log.Fatalf("failed to shutdown TracerProvider: %s", err)

30

// Start HTTP server.
srv := &http.Server{
Addr: '':8080",
BaseContext: func(_ net.Listener) context.Context { return ctx },
ReadTimeout: time.Second,
WriteTimeout: 10 * time.Second,

Handler: newHTTPHandler(),
¥
srvErr := make(chan error, 1)

go func() {

srvErr <- srv.ListenAndServe()
0
select {

case err = <-srvErr:

return

case <—ctx.Done():

stop()
¥

err = srv.Shutdown(context.Background())

return
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func newHTTPHandler() http.Handler {
mux := http.NewServeMux()
handleFunc := func(pattern string, handlerFunc func(http.ResponseWriter,
*http.Request)) {
handler := otelhttp.WithRouteTag(pattern, http.HandlerFunc(handlerFunc))

mux.Handle(pattern, handler)

// your handler function here ..........
/] cinannaaan

handler := otelhttp.NewHandler(mux, "/")
return handler
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CONFIGURATION GUIDES > NODE.JS, PHP, GO & COBOL

Automatically instrument a Go Application running in
Docker with OpenTelemetry and Applicare (With
additional container)

Applicare 9.2 - Updated August 22, 2024 - go, opentelemetry - Pending technical review

A Go executable can be instrumented without modifying the original code of the application by configuring
environment variables and running the instrumentation with elevated privileges.

1. To instrument an application automatically, you need the following:
a. Linux with kernel version 4.19 or newer

b. x64 or ARM processor

c. Docker image or compiled binary for OpenTelemetry Go Automatic Instrumentation

d. Go 1.18 or newer

2. Edit the docker-compose file to add a new service for the instrumentation.

YAML
go—auto:

image: otel/autoinstrumentation-go

privileged: true

pid: "host"

environment:
OTEL_EXPORTER_OTLP_ENDPOINT=http://<Applicare_Controller_IP>:4318
OTEL_GO_AUTO_TARGET_EXE=<location_of_target_application_binary>
OTEL_SERVICE_NAME=<Applicare_Agent_Name>
OTEL_PROPAGATORS=tracecontext, baggage

volumes:

— <shared_volume_of_application>

— /proc:/host/proc

3. Use the command docker compose up to build and start the Docker containers.

4. The collected traces will be shown in Server Analyzer -> Telemetry Traces screen in Applicare console.
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# Key Business Txn Health & Errors & Servers Health
LOAD O/min ART 0 ms SUCCESS Oimin HTTP O/min SQL O/min JNDI 0/min WEB SERVICES 0/min @o @o @1
Home « Server Analyzer - Traces Application Al ~ [ Last1day v
Server  ARCTURUSCOMMON_tc_80236 v Find Senver Tomeat 2 ©
Server Info Network Topology 0s App Server CPU Cores Processes Disk Network Connections DataSource Heap Garbage Collection JVM HTTP i v
Operation Name “  Duration (micro seconds) ol
GET /rolldice 177 5
GET /rolidice 2000558
GET /rolidice 2001141
GET /rolldice 2001195
GET /rolidice 2001340
GET /rolldice 3z
GET /rolidice 598
0l
GET /rolldice 705
GET /rolidice ar
Arcturus Applicare 9.2.7.9 Copyright ® 2024 Arcluru: hine | All Rights Reserved
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CONFIGURATION GUIDES > NODE.JS, PHP, GO & COBOL

COBOL Monitoring with Applicare

Applicare 9.2 - Updated September 24, 2024 - cobol - Pending technical review

COBOL monitoring is especially important for maintaining the health, performance, and security of
COBOL-based systems, which often serve as the backbone for mission-critical applications in industries
like finance, insurance, and government.

Applicare doesn't require any adjustments to COBOL applications. It pulls in the logs generated by COBOL
applications and gathers transactions data from them.

Configuration for the COBOL Log monitoring in Applicare

1. Go to the Overview menu and select the server and click the Edit button.

ARCTURUS e
CONSTANT INNOVATION LOAD 0/min ARTOms SUCCESS OV ___ HTTP O/min SQL 0/
Server Application Host Nam
Find Server Find App Find Hos
applicare-go-agent | DESKTOP-UQPIF... | DESKTOF
Enterprise
DB_sa DESKTOP-UQPIF... | DESKTOF
Overview DESKTOP-UQPIF... DESKTOP-UQPIF... +ESKTOF
Operations Center kubernetes_sa ' DESKTOP-UQPIF... | DESKTOF
NGINX_sa DESKTOP-UQPIF... | DESKTOF
User Experience
Tomcat Petstore DESKTOF
Synthetic User Experience snmp_DESKTOP-...  SNMP Not Specil
Business Transactions
App Analyzer
Server Analyzer
LAMA
Sensor Analyzer 9
+ Add (¢ Edit
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2. Enable the Add COBOL Log Location checkbox and enter the log file path and click the update button.

Add Micro Strategy Database configuration
Add Apache configuration
Add Nginx Configuration

[y | Add IS Server log location
Add generic data importer log locations
Add Azure IIS Configuration
Enable Process Availability Monitoring
Disable Hardware Profiling
Enable .NET profiling

Add Kubernetes Monitoring o

/| Add COBOL Log location

Path | D:\COBOL\test\console.log

Disable Auto Discovery

Enable individual transaction tracing without defining KBTs

Host Name IP
DESKTOP-UQPIFFO Tomcat 192.168.0.126
DESKTOP-UQPIFFO DESKTOP-UQPIFFO_sa 192.168.0.126

FY
w
% Cancel

9 = Update
3. Go to the Server Analyzer menu and select the COBOL Logs.
ARCTURUS Key Business Txn Health & Errors & Servers Health » ..
ASTANT INNOVATION LOAD Oimin ART Oms SUCCESS O/min  MTTP O/min SQL O/min JNDI O/min WEB SERVI. ®o o0 @7 Gl
User Experience Home - Server Analyzer - Server Info Application  All v Last 15 minutes v

Synthetic User Experience

Server DESKTOP-UQPIFFD_sa v nd Serve Standalone =
Business Transactions

1 Server Info Network Topology 08 App Server CPU Cores Processes Disk Network Connections HTTP e

App Analyzer

Errars
Server Analyzer

External WebSenvices
LAMA

saL
Sensor Analyzer IntelliSense

Alerts

Performance Comparison

Telemetry Traces
Events Calendar

2 1 Tomeat Processes COBOL Logs

Time Zone Predictive Analysis
System Boot Time
s e e Y CPU
Service Monitoring

Server Availability
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SCTURUS Key Business Txn Health 3 — S Error: & Servers Health
.*’\L:L_IUIF.!_.I"; LOAD G/min ART 0 ms SUCCESS Omin HTTP O/min SQL Oimin JNDI O/min WEB SERVIGES O/min ®1 @0 ®2
Home - Server Analyzer - COBOL Logs Application Al v E3 Last1hour ~
Server ArcturusCommon_sa v Standalone £
Server Info Network Topology os App Server CPU Cores Processes Disk Network Connections HTTP Errors External WebServices saL IntelliSense
Time PID Environment Message ID Details
Find PID Find Environment Name Find Message Id Find Message
09/18/24 16:56:26 | 142757 ESDEMOG4 CASSI15001 SEP initialization started 23:35:26
09/18/24 16:56:26 | 140607 ESDEMOG4 CASSI16001 SEP initialization completed successfully 23:35:26
09/18/24 16:56:26 | 142757 ESDEMO84 CASSI15001 SEP initialization staried 23:35:26
09/18/24 16:56:26 140607 ESDEMOS4 CASSI16001 SEP initialization completed successfully 23:35:26
09/18/24 16:56:26 142757 ESDEMOS4 CASSI15001 SEP initialization started 23:35:26
ﬂ{l 9/18/24 1 6 140607 ESDEMOS4 CASSI16001 SEP initialization completed successfully 23:35:26
18/24 16:56:26 | 142757 ESDEMOG4 CASSI15001 SEP initialization started 23:35:26
18/24 1 26 140607 ESDEMO64 CASSI16001 SEP initialization completed successfully 23:35:26
24 16:56:26 142757 ESDEMO&4 CASSI15001 SEP initialization started 23:35:26
09/18/24 16:56:26 140607 ESDEMO64 CASSI16001 SEP initialization completed successfully 23:35:26

Why COBOL Monitoring with Applicare?

1. Error Detection and Troubleshooting Applicare provide detailed information about errors and
exceptions that occur during the execution of COBOL programs. Monitoring the COBOL logs in real time
helps detect issues early, allowing teams to quickly troubleshoot and resolve problems before they
escalate into larger failures.

2. Performance Analysis Allows teams to identify performance bottlenecks, slowdowns, and
inefficiencies, enabling optimizations that ensure smooth operations.

3. Compliance and Security COBOL systems frequently handle sensitive information, especially in
sectors like banking and healthcare. Applicare COBOL log monitoring is essential for tracking access,
changes to data, and unauthorized activities. This is crucial for ensuring compliance with industry
regulations and maintaining system security through audit trails and anomaly detection.

4. Root Cause Analysis When issues arise, historical logs are essential for performing root cause
analysis. Applicare COBOL log monitoring provides access to historical data that can help teams trace the
cause of failures or inefficiencies, identify which part of the system was impacted, and determine the best
course of action for resolution.

5. Business Continuity and Uptime Applicare monitoring ensures that the COBOL systems, which often
support critical business operations, continue to run smoothly. Any significant issue that impacts uptime,
such as job failures or resource exhaustion, can be quickly identified through logs, ensuring minimal
disruption to business processes.

6. Audit and Accountability Applicare COBOL log monitoring helps in keeping a detailed record of
activities within COBOL systems, including who accessed what and when. This supports both internal
auditing and regulatory compliance, ensuring that all activities are traceable and transparent.

7. Security Incident Detection Applicare monitoring is key to identifying security breaches or attempts at
unauthorized access. By continuously tracking login attempts, changes to system configurations, or
unusual behavior in the COBOL system, it becomes easier to detect and respond to security threats in
real-time.
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8. Support for Legacy Systems Transition If an organization is modernizing or migrating away from
COBOL-based systems, log monitoring helps ensure a smooth transition by providing insights into current
operational patterns. Understanding how the COBOL system behaves through its logs makes it easier to
map requirements for new systems or monitor the migration process.

In summary, Applicare plays a crucial role in ensuring system stability, security, and performance. It
enables organizations to quickly detect and address issues, maintain compliance, and support ongoing
modernization efforts, while minimizing the risk of downtime or data breaches.
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CONFIGURATION GUIDES > NODE.JS, PHP, GO & COBOL

COBOL Monitoring

Applicare 9.2 - Updated September 13, 2024 - cobol - Pending technical review

Applicare supports COBOL and other legacy technologies without requiring source code changes by using
Shell Script Sensors and Remote Commands. Applicare can ingest data from existing COBOL monitoring
commands via Shell Script Sensors. For example, if you need to monitor, chart, alert, or report on queue
sizes for COBOL requests, and you have a shell script named getQueuesize that utilizes COBOL/OS APIs to
return the precise queue size, you can set up a Shell Script Sensor in Applicare to run at your desired
frequency. Once the Shell Script Sensor is configured, Applicare will process the queue size data natively,
enabling you to display, chart, and report on this data seamlessly.

ARCTURUS  ~ KeyBusinessTxnHealh & Ermors | & SenersHealth

LOAD 14/min ART 17 ms SUCCESS 14/min HTTP O/min SQL O/min JNDIO/min WEB SERVICES O/min ®3 ®o ®o

Home - Remote Commands Configuration - Remote Commands

Remote Commands Command Groups Schedules

Name GelCOBOLQueueSize
Server PetStore1_tc v
Command /usr/amex/custom/scriptsigetcobolgueuesize
Start in (optional)

Timeout (Minutes) 1
Note: * Username and password are required only when you want to run a command as a different user using sudo.

Username | |
Password

« Save

Monitoring with Applicare
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CONFIGURATION GUIDES > AWS

AWS Monitoring

Applicare 9.2 - Updated September 13, 2024 - aws - Pending technical review

Agent less Monitoring of the AWS environment

1. Log in to the Applicare controller and navigate to the AWS screen in the left side menu. Select the
configured IAM user.

# Key Business Txn Health & Errors & Servers Health
LOAD O/min ART 72.6 ms SUCCESS O/min HTTP Ofmin SQL Ofmin JNDI Dfmin WEB SERVICES Ofmin ®1 o0 ®o
Home - AWs Appliation EE—
AWS IAM Users
IAM User Ec2 Instances ~ | Load Balancers ~  EBS Volumes v 53 ~ | Auto Scaling group ~ | Lambda Functions ~ RDS ~  DynamoDB ~

: i ! ‘ : ‘ : ¢ ¢

2. Applicare automatically maps the entire AWS environment, with information being auto-detected and
updated as changes occur. You can view detailed information by selecting a specific AWS resource.

S rpplcatian 8t 15 e -

demo

1 2
Load Balancer Auto scaling Group

5 5

S3 Buckets Lambda Functions Dynamo DB
4
EBS Volumes

Instance name Type Availability zone Region
Supportv3-env t1.micro us-east-1a US_EAST_1
I Dem Z X I t3.medium us-east-1a US_EAST_1
Arcturussupport-er m1.medium us-east-1c US_EAST_1
pplicare-demo-ng-766b7b38-Node t3.large us-east-1¢ US_EAST 1

3. You can access a detailed view of the resource without needing to deploy any agents.
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Home - AWS - EC2 Instances

Configuration Guides

Application EH LAST 15 MINUTES ~

demo
Instance  Demo AMZ Linux 2 Tomcat 8 Applicare 12232021  « -
Cpu Utikzation Network I (Bytes) Network Out (Byres)
§ 1.9 g 230,000 & 170000
5
RS T 220000 g 160,000
2 - <]
517 £ 210000 & 150000
& s % 200,000 g 140,000
09:55 2 0255 0955
Disk Read Ops Disk Wirize Ops Disk Read Bytes
10 " g 10
& 5] & E s
6 ] 6
] £ H
% 2 ] ¥ 2
-] a & o4 |
02:55 09:55 00:55
Disk Wrice Bytes Neuwork Packets In Network Packers Out
£ -
g 10 p 420 S 430
5 I 2
e i § 20
: 4 ¥ 400 < a0
3 i
a8 o+ L g wo
09:55 z 09:55
Ebsvolume  vol-0382f6bdE0chES0f6  ~
Idle Time Queve Length Read Bytes
6.0 0.005 150,000
] 60.8 § 0.004 g . 2
E w08 5 o003 % 100000
% 604 0.002 ¥ soo
2 502 0001 2
60.0 0000 o
09:55 09:55 09:55

Follow this for AWS monitoring configuration

Monitoring with Applicare
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CONFIGURATION GUIDES > AWS

Configuring AWS Monitoring

Applicare 9.2 - Updated September 13, 2024 - aws - Pending technical review

Steps 1: Log in to Applicare controller. On the left side menu, navigate to the AWS screen and click
Connect New IAM User button located at the bottom right of AWS screen.

ARCTURUS # Key Business Txn Health & Errors
LOAD O/min ART 83 ms SUCCESS Oifmin HTTP O/min SQL O/min JNDI Ofmin WEB SERVICES Ofmin

ame - AW Applcation 0715 MTES

AWS IAM Users

1AM User EcZ Instances ~ | Load Balancers ~  EBS Volumes v s3 ~ | Auto Scaling group ~  Lambda Functions ~ RDS ~  DynamoDB

+Connect New IAM User || & Disconnect 1AM User

Arcturus Applicare 9.0.5 Copyright © 2005-2022 All Rights Reserved

Step 2: Fill in the Add AWS IAM user popup with the required information as shown below. and then click
the Save button. If needed, follow the steps in the IAM user creation/configuration for AWS monitoring
guide for further instructions..

* User: Enter the IAM user name.
* Access Key: Enter the access key for the IAM user from the monitored AWS account.

* Secret Key: Enter the secret key for the IAM user from the monitored AWS account.

Add AWS 1AM User

Lser demo

Access Key | ABCULHTanY[7i3 Q
x Q

Secret Key | ZHohtk/QOIET2Z2jeqy |pEIwBL/SArTIM

o o Save I % Close

Save the configuration and allow up to 15 minutes for the data to become available.
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Monitoring with Applicare
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CONFIGURATION GUIDES > AWS

Creating a DB parameter Group for AWS RDS MySQL

Applicare 9.2 - Updated August 22, 2024 - aws, mysql - Pending technical review

1. Navigate to RDS -> Parameter Groups and click the Create parameter group button.

s

Amazon RDS X RDS Parameter groups
Dashboard Parameter groups (1) Create parameter group
Databases Q
Query Editor

1 @
Performance Insights
ot Name a Family v Type v Descr
Automated backups
Reserved instances default.mysql5.7 mysql5.7 Parameter groups Defau

Proxies

Security groups

Subnet groups

Parameter groups

Option groups
2. Enter the Group name and Description then click the Create button.

RDS Parameter groups Create parameter group

Create parameter group

Parameter group details

To create a parameter group, choose a parameter group family, then name and describe your parameter group

Parameter group family
DB family that this DB parameter group will apply to

mysql5.7 v

Group name
Identifier for the DB parameter group

performance-schema

Description
Description for the DB parameter group

Performance Schema enabled

3. Select the newly created parameter groups and select the Edit option from the Parameter group

actions dropdown.
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RDS » Parameter groups

Configuration Guides

Parameter groups (2) ‘ C | Parameter group actions & Create parameter group
[ i Edit
Copy
" &
Compare
Reset
= Name v Type v Descr
Delete
] default.mysqgl5.7 mysql5.7 Parameter groups Defau
performance-schema mysql5.7 Parameter groups Perfo

»

4. Search for performance_schema and set its value to 1 change

performance_schema_events_statements_history_size to 1024 and click the Save changes button.
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Configuration Guides

RDS » Parameter groups » performance-schema

performance-schema o
Parameters | Cancel editing Preview changes | ‘ Reset ‘
‘ Q, performance_schema » ‘

° € A 3 > @

(1] Name v Values Allowed values
E performance_schema | 1 v 0,1
LT] performance_schema_accounts_size ‘ -1-1048576
L] performance_schema_digests_size ‘ | -1-1048576
L performance_schema_events_stages_history_long_size ‘ -1-1048576
(] performance_schema_events_stages_history_size ‘ | -1-1024
Ol performance_schema_events_statements_history_long_size ‘ e | -1-1048576
B performance_schema_events_statements_history_size | 1024 -1-1024
[T] performance_schema_events_transactions_history_long_size ‘ -1-1048576

5. Navigate to the Parameter Groups screen.
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RDS Parameter groups |» performance-schema

performance-schema

Parameters ‘ Cancel editing H Preview changes H Reset ‘

Q, performance_schema x|

1 2 3 > | @&

Name v Values Allowed values
performance_schema 1 v 0,1
performance_schema_accounts_size -1-1048576
performance_schema_digests_size -1-1048576
performance_schema_events_stages_history_long_size -1-1048576
performance_schema_events_stages_history_size -1-1024
performance_schema_events_statements_history_long_size -1-1048576
performance_schema_events_statements_history_size 1024 -1-1024

6. Select both the default and newly created parameter groups, then choose the Compare option from
the Parameter group actions dropdown.
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RDS Parameter groups
Parameter groups (2) ‘ & ‘ | Parameter group actions A ‘ ‘
Q,
Compare
Name ' v
Delete L
default.mysgl5.7 mysql5.7
performance-schema mysqgl5.7

7. This will display a list of Parameters list that differ between the from default and the newly created
groups. If there are additional changes beyond these parameters, edit the newly created parameter group
to include those change and save your updates.

RDS » Parameter groups  Parameters comparison

Parameters comparison

Parameter performance-schema default.mysql5.7
performance_schema 1 0
performance_schema_events_statements_history_size 1024 <engine-default>

8. Navigate to RDS > Databases and click the Modify button.

Amazon RDS X RDS » Databases
Dashboard b
Databases @ Group resources ‘ &) || Modify H Actions ¥
Databases
Query Editor Q

Performance Insights

Snapshots +| DB identifier A Role ¥ Engine

AaE Dackups | (] database-1 | Instance MySQL C
Reserved instances

4

9. Choose the newly created parameter group from the DB parameter group dropdown and click the
Continue button.
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v Additional configuration

Database options, failover, backup enabled, backtrack disabled, Performance Insights disabled, Enhance
maintenance, CloudWatch Logs, delete protection disabled

Database options

DB parameter group Info

performance-schema &

default.mysql5.7

performance-schema

i.m

10. Select the Apply immediately option and click the Modify DB instance button.

RDS » Databases » Modify DB instance: database-1

Modify DB instance: database-1

Summary of modifications

You are about to submit the following modifications. Only values that will change are displayed. Carefully verify your changes and
click Modify DB Instance.

Attribute Current value New value

DB parameter group default.mysgl5.7 performance-schema

Scheduling of modifications

When to apply modifications

-

) Apply during the next scheduled maintenance window
Current maintenance window: September 117, 2021 15:24 - 15:54 UTC+5.5

© Apply immediately
The medifications in this request and any pending medifications will be asynchronously
applied as soon as possible, regardless of the maintenance window setting for this database
instance.

Cancel Modify DB instance
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11. Select the DB instance and click the Reload button to check the status. It will display the status as
Modifying. Wait until the Status to became Available.

RDS > Databases

Databases @ Group resources ‘ Modify | ‘ Actions ¥ | | Restore from 53 ‘ Create database

Q 10> (O]

DB identifier ry Role w Engine v Region & AZ ¥ Size v Status v CPU Current acl

(-] database-1 Instance MySQL Community us-east-1f db.t2.micro & Madifying 1 [3.05% oq

12. Click the Reload button to check the status frequently.

RDS Databases

Databases @ Group resources | C || Modify

Actions ¥ H Restore from 53 | Create database

Q L | @
DB identifier 'y Role Engine v Region & AZ ¥ Size v Status v CPU Current activity
(] database-1 Instance MySQL Community us-east-1f db.t2.micro @ Available I 13.17% 1710 Connect

>

13. Once the status changes Available, select the Reboot option from the Actions dropdown.

RDS > Databases

Databases @ Group resources | C | | Modify Actions & | | Restore fron
[ Stop
Q .
: 1 Reboot I
Delete

DB identifier A

Create read replica —

(o] database-1 un
_ Create Aurora read replica

Take snapshot

Restore to point in time

Migrate snapshot

Applicare 9.2 - Arcturus Technologies Inc. Page 343 of 421



Arcturus Technologies - Applicare Configuration Guides

CONFIGURATION GUIDES > ADMINISTRATION & SECURITY

Configuring Applicare with OKTA using SAML

Applicare 9.2 - Updated September 13, 2024 - sso - Pending technical review

User Creation

1. Log in to your OKTA Admin account and select People from the Directory menu.

$& okta Q

Dashboard bed

Directory ~ People
People 0 9 &4 Add person C Reset passwords } [ More actions ~
Groups
Devices

2. Enter the user details and set the password and click the Save button.
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Add Person o

User type @ User ¥
First name Rob

Last name Smith

Username rob@arcturustech.com

Primary email

rob@arcturustech.com

Groups (optional)

Activation Activate now v

| will set password

To create new users with password, enroliment policy
must set password as required

0 User must change password on first login

Do not send unsolicited or unauthorized activation emails. Read more

e m Save and Add Another Cancel

Group Creation

1. Go to Groups under the Directory menu and click the Add Group button.
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00 rob@arcturustech.... |
%} okta Q ‘ @ BB okta-dev-94023081
a
Dashboard i
@ Hel
Directory o~ Groups |
People All Rules

o 9
Devices “ @ #, Add group

Advanced search v

Profile Editor

Directory Integrations Group source type | All v Showing 2
Profile Sources Group name People Applications
Customizations ~ # Everyone z 0

All users in your organization

Applications M * Okta Administrators
Okta manaaes this arou, which contains all administrators in vour orcanization.

2. Enter Applicare Admin as the name and click the Save button. The description is optional.

Add group @

Name Applicare Admin

Description (optional All the Admin users will be available in this group.

o EY -

b a

3. Similarly, add another group with the name as Applicare Readonly and click the Save button. The
description is optional.

r |
Add group @

Name Applicare Readonly

HeSEARHDRIoRRanET) All the Readonly users will be available in this group.

By -

L y |

App Integration
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1. Go to Applications under the Applications menu and click the Create App Integration button

$% okta

Dashboard ¥
Directory .4
Customizations .
Applications £y
Applications o
Self Service

API Service Integrations

W MK Intanratinme

2. Select SAML 2.0 and click the Next button.

Create a hew app integration

Sign-in method b

Learn More 2

| a

Applications

Developer Edition provides a limit

Deactivate unused apps or check out our plans page. C

e Create App Integration Browse App Catalog [

Search

OIDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SS50. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific S50 method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APls using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

3. Enter the App name as Applicare SAML and click the Next button.
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=:Create SAML Integration

o General Settings

s

1 General Settings

App name Applicare SAML

(optiona
App logo (optional) E]

App visibility Do not display application icon to users

4. Enter the Single sign-on URL and Audience URI and select other options in the dropdown.

e Single sign-on URL -> Applicare_Base_URL/saml/SSO
e Audience URI (SP Entity ID) -> Applicare_Base_URL/saml/metadata
* Replace the Applicare_Base_URL with the actual URL.

e.g.

e Applicare_Base_URL-> https://192.168.0.107:443/applicare
e Single sign-on URL -> https://192.168.0.107:443/applicare [saml/SSO
¢ Audience URI (SP Entity ID) -> https://192.168.0.107:443/applicare [saml/metadata
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=:Edit SAML Integration

General Settings © configure samL

A SAML Settings

General

Single sign-on URL @ https://192.168.0.107:443/applicare/saml/SSO

Use this for Recipient URL and Destination URL

Audience URI {SP Entity ID) @ https://192.168.0.107:443/applicare/saml/metadata

Default RelayState @

If no value is set, a blank RelayState is sent

Mame ID format @

Unspecified v
Application username @ Okta usemame S
Update application username on Create and update 2

Show Advanced Settings

5. Click Show Advanced Settings button
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=:Edit SAML Integration

o Configure SAML

A SAML Settings

General

Single sign-on URL @ https://192.168.0.107:443/applicare/saml/SSO

Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ https://192.168.0.107:443/applicare/saml/metadata

Default RelayState @

If no value is set, a blank RelayState is sent

Mame ID format @

Unspecified v
Application username @ Okta usemame S
Update application username on Create and update L

Show Advanced Settings

6. Add the below details

* Browse and upload the Applicare Signature Certificate file (.cer). This certificate file is generates
during the HTTPS configuration for Applicare. For instruction on self- signed HTTPS configuration
Click here.

o Check the box for Allow Application to initiate Single Logout.

o Enter the Single Logout URL as Applicare_Base_URL/login/logout.jsp?loginType=console

o Enter the SP Issuer as Applicare_Base_URL/saml/metadata

e Replace the Applicare_Base_URL with actual URL.

e.g.

o Applicare_Base_URL -> https://192.168.0.107:443/applicare
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¢ Single Logout URL -> https://192.168.0.107:443/applicare [login/logout.jsp?loginType=console
e SPlssuer -> https://192.168.0.107:443/applicare [saml/metadata

Signature Algorithm @ RSA-SHAZ56

s

Digest Algorithm @ SHAZ56

Assertion Encryption @ Unencrypted -

L= r

Signature Certificate @ Browse files

Enable Single Logout @ @ Allow application to initiate Single Logout

Single Logout URL @ https://192.168.0.107:443/applicare/login/logout.jsp?log

SEIREURE https://192.168.0.107:443/applicare/saml/metadata

Signed Requests @ Validate SAML requests with signature certificates.

SAML request payload will be validated. S50 URLs will be
read dynamically from the request. Read mare

7. Add the FirstName, LastName, EmailAddress, Username and user.group attributes, then click the
Next button.
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&trlbute Statements (optlonal) LEARN MORE
Name Mame format Value
;_u 'J‘I.;UI n;{;
FirstMName Unspecified v user.firstName =
LastName Unspecified - user.lastName %
EmailAddress Unspecified 4 user.email -
username Unspecified A user.login v

Add Another

Group Attribute Statements (optlonal)

Name Name format Filter
J[up I.;UI ||H;
user.group Unspecified - Contains * | Applicare

Add Another

8. Click the Finish button.

# Create SAML Integration

General Settings Configure SAML e Feedback

3  Help Okta Support understand how you configured this application
Why are you asking me this?

] ) : . i This form provides Okta Support with
The optional questions below assist Okta Support in understanding your app

£ . useful background information about
integration.

your app. Thank you for your help—we

appreciate it.
App type @ a This is an internal app that we have created
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Assign Application to People

1. Go to Applications under the Applications menu and select Applicare SAML.

DO rob@arcturustech....
{% okta Q OO okta-dev-94023081
Dashboard ~
Directory ~ Applications 0 ey
Lz
Customizations ~

Developer Edition provides a limited number of apps.

Applications ~ Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.
Applications : i )
Create App Integration Browse App Catalog I Assign Users to App J More ~ |
Self Service
API Service Integrations Search
Your OIN Integrations
STATUS .@ Applicare SAML o -
Sacurity = ACTIVE 2
Workflow v INACTIVE 2 @ itz idmin Console
Reports ki @ Okta Browser Plugin

2. Select Assign to People option under the Assign dropdown.

©

Applicare SAML

‘ Active ~

‘ = ‘ View Logs Monitor Imports

General Sign On Import Assignments

‘ Convert assignments ~ Search... People ~

Assign to People
il 7°'9 : T

p¢ Assign to Groups

Croups 01101110
01101111
0141 00

3. Click the Assign button for the user which we are going to assign the App.
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Assign Applicare SAML to People X

Search...
Rob Smith ;
Assign
rob@arcturustech.com
Tom Mac y
Assign

tom@arcturustech.com

4. Click the Save and Go Back button.

Assign Applicare SAML to People X

User Name rob@arcturustech.com

Save and Go Back Cancel

5. After assigning the users click the Done button.

Assié_:jn Applicare SAML to People x

| Search... ‘

Rob Smith
rob@arcturustech.com

Assigned

Tom Mac

Assign

tom@arcturustech.com

Assign Application to Group
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Navigate to Applications under the Applications menu and select Applicare SAML.

00 rob@arcturustech....
* okta Q 00 okta-dev-94023081
Dashboard ~
i i Hell
S . Applications © Help
N
Customizations ~ Sga = . .
Developer Edition provides a limited humber of apps.
Applications A~ Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.
Applications . . ( ]
Create App Integration Browse App Catalog I Assign Users to App | More ~ |
Self Service
API Service Integrations Search
Your OIN Integrations
STATUS @ Applicare SAML o -
Security ¥ ACTIVE 2
Workflow - INACTIVE 3 @ Okta Admin Console
Reports ~ @ Okta Browser Plugin

2. Choose Assign to Groups from the Assign dropdown.

©

Applicare SAML

‘ Active ~

‘ = ‘ View Logs Monitor Imports

General Sign On Import Assignments

m ‘ Convert assignments v Search... People ~

Assign to People
Fil g P Type

Pe Assign to Groups

= Mac Individual 7’ x
Groups 1 tom@arcturustech.com
Rob Smith Individual 7 x

rob@arcturustech.com

3. Click the Assign button for both the Applicare Admin and Applicare Readonly groups, then click the
Done button.
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Assign Applicare SAML to Groups

Search...

Configuration Guides

X

i:@ Applicare Admin

i::& Applicare Readonly

All the Admin users will be available in this group.

All the readonly users will be available in this group

i:@ Everyone

All users in your organization

Assign People to Group

1. Go to Groups under the Directory menu and select the Applicare Readonly group.

$% okta Q
Dashboard S
) Directory ~

People Al

Devices

Groups

Rules

Advanced search ~

Profile Editor

Directory Integrations Group source type Al

Profile Sources

Group name

Applicare Readonly
All the readonly users will be available in this group

Customizations v #
Applications » #
Security ~

¥

2. Click the Assign people button.

Applicare 9.2 - Arcturus Technologies Inc.

Applicare Admin
All the Admin users will be available in this group.

Everyone

All nsere in wnur nrnanization

@ 00 rob@arcturustech....
00 okta-dev-94023081

@ Help

&

Showing 4
People Applications
o] 1
0 A
2 0
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O Applicare Readonly

All the readonly users will be available in this group

L
Created: 3/4/2024 Last modified: 3/4/2024 View logs
People Applications Profile Directories Admin roles
People

Advanced search ~

Person & username

3. Click the plus button for the users which we need to assign

Assign people to Applicare Readonly

Advanced search ~

More actions -

Person & username

Tom Mac
tom@arcturustech.com

Rob Smith
rob@arcturustech.com

4. After assigning the users, click the Done button.
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Assign people

Showing 0 of O

Status

that group.

)

Showing 2
Status
Active i
Active 3
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Assign people to Applicare Readonly

[

Advanced rch ~

{ More actions 'J

Showing 2

Person & username Status

Tom Mac Active @ Assigned
tom@arcturustech.com Remove

Rob Smith Active
rob@arcturustech.com

-+

5. Go to Groups under the Directory menu and select the Applicare Admin Group.

Dashboard v

Directory ~

Groups @ Help
N

People Al Rules

Groups

Devices P @ 44, Add group

Advanced search
Profile Editor

Directory Integrations Group source type | All v Showing 4
Profile Sources Group name People Applications
Customizations v * Applicare Readonly 1 i

All the readonly users will be available in this group

Applications » ﬁ Applicare Admin 0 1
All the Admin users will be available in this group.

S

6. Click the Assign people button.
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O Applicare Admin

All the Admin users will be available in this group.

Created: 3/4/2024 Last modified: 3/4/2024 View logs

People Applications Profile Directories Admin roles

People

Advanced search ~

Person & username Status

7. Click the plus button for the users which we need to assign that group.

Assign people to Applicare Admin

Advanced search -

More actions ~

Person & username Status

Tom Mac Active
tom@arcturustech.com

Rob Smith Active
rob@arcturustech.com

8. After assigning the users click the Done button.
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E] Assign people

Showing 0 of O

(]

Showing 2
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Assign people to Applicare Admin

Advanced search -

More actions ~

Person & username

Tom Mac
tom@arcturustech.com

Rob Smith
rob@arcturustech.com

Configuration on Applicare Controller

Step 1: Add the following properties to the ApplicareController.props file.

Status

Active

Active

Configuration Guides

Done
2]

Showing 2

-+

@ Assigned
Remove

saml.firstname.field=FirstName saml.lastname.field=LastName saml.email.field=EmailAddress

saml.login.field=username saml.group.field=user.group applicare.saml.enableReadOnlyAccess=true

The saml.login.field is used to authenticate the SAML user for the Application. If the username attribute

is not available, use any other available provided by the Application.

e.d.

saml.login.field=EmailAddress (or) saml.login.field=FirstName (or) saml.login.field=LastName

saml.lastname.field=LastName

saml.login.field=username
saml .group.field=user.group

Applicare 9.2 - Arcturus Technologies Inc.
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saml.email.field=EmailAddress

applicare.saml.enableReadOnlyAccess=true
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Step 2: Modify the Applicare server startup script located in ${arcturus_home/scripts/setAdminEnv.sh}
for Unix/Linux or ${arcturus_home/scripts/setAdminEnv.bat} for Windows.

1. Change the -Dspring.profiles.active=nosaml to -Dspring.profiles.active=saml option to JAVA_OPT
as shown here:

TEXT
-Dspring.profiles.active=saml

This is required for the Applicare server to start.

e e B e T T

|set JAVA OPTS=-noverify -Darcturus_home=%ARCTURUS HOMEZ% |-Dspring.profiles.active=saml

SR T ST R A oY s P T LT T A i ST e b e e DR TSI ITMEI IO TToARSTIO

2. Configure Identity Provider Metadata XML
Obtain the URL from the Identity Provider.
To retrieve URL from OKTA:

e Loginin to OKTA.
o Select Applications from the left hand menu.
o Choose the Applicare SAML app.

% okta a
Dashboard e s Create App Integration Browse App Catalog { Assign Users to App ] [ More ~ ]

Directory ~
Search
Customizations v
it ~ STATUS {:} Applicare SAML
Applications ACTIVE 1
INACTIVE 1 @ Okta Admin Console
Self Service

» Select the Sign On tab.

o Copy the Metadata URL and replace it in the <metadataurl> in the -Dsaml.idp.url argument.
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$% okta [a

Dashboard et & Back to Applications
Directory ¥ @ Applicare SAML
Customizations v View Logs Monitor Imports
Applications ” » .
General Sign On Import Assignments
Applications
Self Service Settings Edit

API Service Integrations

N

Sign on methods
Your OIN Integrations

The sign-on method determines how a user signs into and manages their credentials for an

Security h application. Some sign-on methods require additional configuration in the 3 party application.
Workflow v Application username is determined by the user profile mapping. Configure profile mapping
Reports e SAML 2.0
Settings b
Default Relay State
Metadata detalls
Metadata URL https://dev-
Tt okta.com/app/exkf0Zeng7H53gnNasd7 ss
o/saml/metadata
E: Copy
YAML

-Dsaml.idp.url=<metadataurl>
Example:

-Dsaml. idp.url=https://dev-23232322.0kta.com/app/exkf@2cnq7H53gnNa5d7/sso/saml/metadata

|n:; .prafales .active=saml | —-Dsaml.idp.url=https://dev-23232322.0okta.com/app/exkf02cnqg7H53gnNabd7/ss0/saml /metadata

2o

T

3. Configure entity ID

YAML
—-Dapplicare.saml.entityID=https://{ApplicareIP}:{ApplicarePort}/applicare/saml/metadata
Example:

-Dapplicare.saml.entityID=https://192.168.0.107:443/applicare/saml/metadata

—Dapplicare.saml.entityID=https://192.168.0.107:443/applicare/saml /metadata

4. Set the entity base
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YAML
-Dapplicare.saml.entityBaseUrl=https://{ApplicareIP}:{ApplicarePort}/applicare
Example:

-Dapplicare.saml.entityBaseUrl=https://192.168.0.107:443/applicare

—-Dapplicare.saml.entityBaseUrl=https://192.168.0.107:443/applicare

5. Set the Certificate file path

YAML
—-Dsaml.jksfile=Applicare controller SSL Certificate (.jks) file path
Example:

-Dsaml. jksfile=C:\sscertificate\certificate.jks

—-Dsaml.jksfile=C:\sscertificatel\certificate. jk3

6. Set the KeyStore alias name

YAML
-Dsaml. jksalias=ALIAS_NAME
Example:

-Dsaml. jksalias=applicare

—-Dsaml. jksalias=applicare

7. Set the KeyStore password

YAML
-Dsaml. jkskeystorepass=Keystore password
Example:

-Dsaml. jkskeystorepass=changeit

—Dsaml. jkskeystorepass=changeit

8. Set the Key password

YAML
-Dsaml. jkskeypass=Key password for alias
Example:

-Dsaml. jkskeypass=changeit
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—-Dsaml.jkskeypass=changeit

Monitoring with Applicare
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CONFIGURATION GUIDES > ADMINISTRATION & SECURITY

Manage LDAP User Roles

Applicare 9.2 - Updated September 13, 2024 - sso - Pending technical review

This page guides how to configure LDAP user Roles.

Search for LDAP users by username, first name or last name. The search will retrieve and displays all
matching records on this page. You can click the Edit button to assign a role to a user. Applicare supports
predefined roles such as Admin or Readonly. You must assign either of these roles to a user in order to
provide Applicare access. If readonly access is enabled for all LDAP user, they will have readonly access
by default. Only users assigned the admin role in Applicare will have admin access.

Applicare supports LDAP group-based access control. To enable this, create 'admin' and 'readonly' groups
in LDAP and assigned them to the appropriate users.

Search By Username
Searching by user name requires the full username and doesn't support wild characters.

Home - Users Management « LDAP Authentication + Manage User Roles Application [l v | B LasTISMINUTES

All users with assigned roles Search By hwilliams OR OR

User ID Name User Role(s) Email Id Phone Edit
Jser 1D Find Name Find User Role(s) Find Email Id Find Phane

hwilliams hugo williams ADMIN williams@company.com @

Search By First Name

Search by first name supports wildcard character and will retrieve all matching records. You do not need to
include "*" at the end search of them.

Home « Users Management « LDAP Authentication + Manage User Roles Application l:l B LasT 15

All users with assigned roles Search By OR hugo OR

User ID Name User Role(s) Email Id Phone Edit

hwilliams hugo williams ADMIN williams@company.com =

Search By Last Name

Searching by last name supports wildcard characters and retrieves all matching records. There is no need
to add '*' at the end of the search term.
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Home « Users Management « LDAP Authentication « Manage User Roles

Configuration Guides

Application EJ LAST 15 MINUTES ~

& Manage User(s) Role
|| All users with assigned roles Search By User Name OR First Name OR | williams |
User ID Name User Role(s) Email Id Phone Edit
|Find User 10 Find Name | find User Rolefs) Find Email 1d Find Phone
hwilliams hugo williams ADMIN williams@company.com @ N

Save User Role

After locating the user, click the "Edit" button and assign role to user on the following screen.

Edit Search User

Access all applications

Access specific application(s) 'agmin
FailureTrasaction

SLA Failure

Access based on Server |

LDAP User Role(s)

o ADMIN

APPADMIN

READONLY

Monitoring with Applicare
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CONFIGURATION GUIDES > ADMINISTRATION & SECURITY

Active Directory/LDAP Settings

Applicare 9.2 - Updated September 13, 2024 - sso - Pending technical review

Go to Configuration -> LDAP Server Configuration to set up LDAP server settings and enable LDAP
authentication.

If SSL is enabled, you need to install LDAP SSL certificate on the Applicare server.

The DN (Distinguished Name) is the base directory folder in Active Directory where organizational users
and groups are defined. It is required field.

The User OU (Organization Unit) is the base directory where user details are configured (Optional). If you
are familiar about AD query formats, you can specify the filter otherwise, you can leave it blank (Optional).

The Group OU (Organization Unit) is the base folder where user group details are configured (Optional). If
you are familiar with AD query formats, you can specify the filter; Otherwise, you may leave it blank
(Optional).

Enable LDAP Auth to allow users to log into Applicare using their LDAP credentials. If it is not enabled, user
authentication will be handled using Applicare database.

Assign the Readonly role to grant default read-only access to all the LDAP users if read-only access is
enabled. You can override this default and assign different roles as needed. Click "Manage Role" to assign
the appropriate Applicare role to an LDAP user.

Monitoring with Applicare
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CONFIGURATION GUIDES > ADMINISTRATION & SECURITY

Role of Single Sign-On Users

Applicare 9.2 - Updated September 13, 2024 - sso - Pending technical review

Applicare provides granular access control to the resources it monitors. A user can be assigned either full
control or read-only access to a specific application, or to a single server. This way each Application
administrator has access to their application resources and are not distracted by other application alerts.

Applicare Users

Applicare comes with two predefined users in its default configuration.

Super Admin (‘admin’)
The Super Admin user has a fixed ID of "admin" and possesses full access to all features in Applicare. The
default password for this account is 'admin’, which should be changed after installation is complete.

Guest ('guest’)

In the default configuration, there is a guest user with ID 'guest'. The Default password for this account is
'guest'. This user has a read-only access and will must be granted access to specific applications or
servers.

Applicare User Roles

User access in Applicare is managed by assigning specific roles. The following roles can be assigned in
Applicare.

Admin

The Admin role grants the user with full of rights to create, edit and remove users, as well as manage their
access. However, this role does not permit modifications to or removal of the Super Admin's privileges.

App Admin

The App Admin role allows users to administer and manage a specific applications. Users assigned this
role are designated by the Super Admin or Admin to oversee particular applications.

Read only

Read only role grants the user read only access and they can't make changes to monitoring.

Adding a user

Creating a new Applicare user is straightforward. Enter the user's details, select the applications they
should access and assign the appropriate role. Application for access control are application created in
Applicare when adding app servers or server Agents to the system. These are NOT the .ear or .war
applications deployed on app servers.
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Home « Users Management - Single Sign on

Applicare Authentication  LDAP Authentication  Single Sign on

€ Manage Single SignOn User(s) Role

[[] Assign ReadOnly Role

User ID Name

Find User iD Find Name

Add User

User Role(s)

Find User Rofe(s)

User Id

E-mail

First Name

Last Name

Access all applications

Access specific application(s)

User Role(s)

Applicare 9.2 - Arcturus Technologies Inc.

Search By
Blackout Email Id
Find Blackout Find Email Id

Sam

sam@company.com

Samuel

Clarke

Node)S(NodeServer14_16)

Node)S(NodeServer16)

APPADMIN v

Configuration Guides

Application ES) LAST 15 MINUTES v

User Name el First Name OR Last Name

Edit Delete

Apache2_4(DESKTOP-3760H0O0 ...

1

Page 369 of 421



Arcturus Technologies - Applicare

Applicare Authentication LDAP Authentication Single Sign on

& Manage Single SignOn User(s) Role

[ Assign ReadOnly Role

Configuration Guides

Add User Search By User Name OR Samuel OR Clarke
User ID Name User Role(s) Blackout Email Id Edit Delete
Find User ID Find Name Find User Role(s) Find Blackout Find Email Id
ISam Samuel Clarke APPADMIN sam@company.com @ x ] -
f

Monitoring with Applicare
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CONFIGURATION GUIDES > ADMINISTRATION & SECURITY

User Role Management

Applicare 9.2 - Updated September 13, 2024 - sso - Pending technical review

Applicare allows fine grain access control to the resources that are monitored by Applicare. A user can be
given either full control or readonly access to a particular application consisting of many many servers in
different geographic locations or a particular server. This way each Application administrator has access to
their application resources and are not distracted by other application alerts.

Applicare Users

Applicare out of the box configuration has two pre defined users.

Super Admin (‘admin’)
The Super Admin user's id is fixed - admin. Super Admin user has all permissions to access every feature

in Applicare. Default password for this account is 'admin'. You should change this password after
installation is complete.

Guest ('guest’)

In out of the box configuration, a guest user exists with id - guest. Default password for this account is
'guest'. This user is a readonly user and will need to be assigned access to specific applications/servers.

Applicare User Roles

Applicare user's access is controlled by assigning them a particular role. Following roles can be assigned
in Applicare

Admin

The Admin role grants the user all rights to create/edit/remove users and control other user's access.
Admin role just doesn't allow modifing or removing Super Admin's privileges.

App Admin

App Admin role grants the user access to administer and manage a particular application. Users with App
Admin role are assigned application/s to manage by Super Admin or Admin

Read only

Read only role grants the user read only access and they can't make changes to monitoring.

Adding a user

Adding a new Applicare user is fairly simple. Fill in user's details, select the applications and assign the
role. Application for access control are application created in Applicare at the time of adding the app
server/server agents to Applicare. These are NOT the .ear or .war applications deployed on app servers.
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Email/SMTP Configuration in Applicare

Applicare 9.2 - Updated September 13, 2024 - alerts - Pending technical review

An app password must be created before setting up mail in Applicare.

Steps to Create an App Password for Gmail Here

Steps to Create an App Password for yahoo mail Here

To enable email and alert configuration in Applicare, you need to set up the SMTP server details in the
SMTP & ADMINISTRATOR CONFIGURATION dashboard.

In Applicare dashboard, navigate to the top menu on the right and click on Configure Email/SMTP Server
under Applicare Configuration section.

Health || & Errors .
ART O0ms SUCCESS 0 HTTP O/min SQL 0/min JNDI O/min WEB SERVICES 0

Enterprise - Summary
Configure AppServer Domains
¥ | Application servers ART (ms) SNMP Configure Dynamic Instrumentation

Health Configure Static Instrumentation

Standalone o v 0 Network Analyzer Manage SNMP Devices Configure Mobile Applications

Tools
Configure Email/SMTP Server
Remote Commands Moot st
UEM IP Translation
Configure SNMP Alert Server
Summary Transactions Flow

Export/import Applicare Configuration

Applicare Advanced Options
performance By Country

Update Applicare Server
Update Applicare Agents
Standalone Agent Restart Configuration

In SMTP & ADMINISTRATOR CONFIGURATION dashboard, enter the SMTP server details.

Here is an example of the SMTP server details for Gmail:
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%) SMTP & ADMINISTRATOR CONFIGURATION
SMTP Host Name

SMTP Port
Authentication not Required

S5

User ID

Password

Confirm Password

Mail From
Admin User
Email

Firstname

Lastname

Applicare Domain Name

smtp.gmall.com

P SMTRuserversport:

v

Enable,SSL

applicarealertD4@gmail.com

applicarealertD4@gmail. com

alerts@arcturustech.com
Applicatre

Monitoring

Configuration Guides

F,ully;clualified |domain name,ofsyoursmtp,server

Userd/Emaillid)from\whichalljthe

emails,will|be;sent:

b

App,password)fonthe,above E-mailid

Reententhe /App,passwordiforiconfimation

Complete,E-mailjid

s
Admin;emailjidjto,whichalljthe,email\will{be

receive

changes,

You can add multiple admin email addresses, separated by commas.

After entered the details, click the Send Test Email button to verify the configuration.
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Clicksthejsave]buttonjtojsave the

Send Test Email i Save i
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Configuration Guides

Home - Configure Email/SMTP Server

Test email sent successfully.

SMTP Host Name

SMTP Port

Authentication not Required

Sl

User ID

Password

Confirm Password

Mail From

Admin User

Email

Firstname

Lastname

Applicare Domain Name

Monitoring with Applicare
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smtp.gmail.com

465

applicarealert03@gmail.com

applicarealertd3@gmail.com

deepak.batra@gmail.com

Deepak

Batra

Application | Al

Click on Send)Test Email
-button to, check the mail -
.configuration -

e

. Send Test Email
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Set Up SMTP for Yahoo Mail

Applicare 9.2 - Updated September 13, 2024 - alerts - Pending technical review

Step 1: Log in to your Yahoo mail account.

Step 2: Click on your Yahoo account icon and then select Account info.

»
Wmc.l nd 3 documents, photos or people Advanced v

for small business

=

I Inbex

Unread

Starred

Drafts 1
Sent

Archive

Spam

Trash Nothing to see here!

~ Less

Views Hide
M pPhotos

B Documents

i= Subscriptions

<= Travel

Folders Hide

+ New Folder

Step 3: Click on Manage App Passwords option under the Account Security & Privacy section.

Account Security & Privacy

Password

Change Password

App Paaswords

Manage App Passwords

It you send and receive your Turbify email using a mail app on your computer or mobile
phone, you'll need to use an app password.

Once you have your app D{}G'.mrl:l_ see the links on the right for help sefting up your
business email in the mail app of choice.

Step 4: A popup window for app will appear, Click on Other from the select your app dropdown menu,
enter "Applicare" in the text box and click the generate button. Once the app password is generated, copy
it and save it securely.
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App Passwords

r: tl- ‘-r -..:.J:-:‘-.-..-..:.I;- m

four App Passwords

Monitoring with Applicare
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Configure SMTP for Gmail

Applicare 9.2 - Updated September 13, 2024 - alerts - Pending technical review

Step 1: Log in to your Gmail account.

Configuration Guides

Step 2: Click on your Google account icon and select Manage your Google Account.

= M Gmail Q, Search in emails =
L\\s a- [e]
&/ Compose
& Primary ©  Promotions 2, Social
& inbox 9
¥r Starred
@ Snoozed
B> Sent
) Drafts
v  More
Labels +

Step 3: Click on the Security option on the left side.

Google Account Q

@ Home

22| Personal info

Data and privacy

o=@
& Security

2} People and sharing

B Payments and subscriptions

About

Step 4: Click on 2-Step Verification.

Applicare 9.2 - Arcturus Technologies Inc.

@oo

Q

ot Applicare App
applicarealertod@gmail.com

b Manage your Google Account

on
o
ct
. Sign out
cl

W Privacy policy * Terms of service
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Signing in to Google

Password Last changed 20 Apr 2021 >
Use your phone to sign in @ off >
2-Step Verification & off @

Click the "Get Started" button.

< 2-Step Verification

Protect your account with 2-Step Verification

Prevent hackers from accessing your account with an additional layer of security. When you
sign in, 2-5tep Veerification helps make sure that your personal information stays private, safe
and secura

Security made easy

In addition to your password, 2-Step Verification adds a quick,
second step to verify that it's you

9 Use 2-Step Verification for all your online accounts

2-Step Verification is a proven wa#‘!tn prevent widespread cyber-
attacks. Tum it on wherever it's offered to protect all your online
accounts.

Safer wath Google

GET STARTED

Step 5: Log in again using your Gmail password and verification code.
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Step 6: Verify your mobile number and click on Next button.

&« 2-Step Verification

Let's set up your phone

What phone number do you want to use?

Google will anly use this number for account Securty.
Don't use a Google Voice number,
Message and data rates may apply.

How do you want to get codes?

(® Textmessage () Phone call

Show more options

Step1of 3

Step 7: Enter the verification code and click on the Next button.

Applicare 9.2 - Arcturus Technologies Inc.

NEXT
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< 2-Step Verification

Confirm that it works

Google just sent a text message with a verification code to 096554 34506

Emter the code

301216 o

Didn't get it? Resend

BACK Step 2 of 3 9 NEXT

Step 8: Click the Turn On button.

It worked! Turn on 2-Step Verification?

Mow that you've seen how it works, do you want to turn on 2-Step Verification for your Google

Account }

Step3of 3

Click on 2-Step Verification to access the Gmail security screen.
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TURN ON

Configuration Guides

Page 381 of 421



Arcturus Technologies - Applicare

< 2-Step Verification

2-Step Verification is ON since 14 Sept 2022

Google Account Q, Search Google Account
Review security activity

@ Home

I_A_-E-I Personal info .. .
Signing in to Google

Data and privacy

@
|g| Security

2 People and sharing

Configuration Guides

@

24 xTD

Password Last changed 21 Apr 2021 >
B Payments and subscriptions
2-Step Verification @ on >
@ About
App passwords None >
Ways that we can verify that it's you —
Step 9: Click on App password
Signing in to Google
Password ["} Last changed 20 Apr 2021 )
2-Step Verification @ On >
App passwords Mone b

Step 10: Log in again your Gmail password and verification code.

Step 11: From the Select app dropdown menu, choose the "other (custom name)" option.

Applicare 9.2 - Arcturus Technologies Inc.
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Select the app and device for which you want to generate the app password.

Select app Select device
Mail

GENERATE
Calendar

Contacts

YouTube

Other (Cusfom name)

Step 12: Enter "Applicare" name as the App name and click the Generate button.

Select the app and device for which you want to generate the app password.

Applicare X

GENERATE

Step 13: Copy the generated app password and save it in a file. This app password will be used as the
email password in the SMTP configuration.

Home - Configure Email/SMTP Server Application | A
& SMTP & ADMINISTRATOR CONFIGURATION
SMTP Host Name | smtp.gmail.com

SMTP Port | 465
Authentication not Required

SS5L v

User ID | applicareD5@gmail.com

Password ~ sssssssssssanses

Confirm Password | sssssssssnaainn

Mail From = applicare05@gmail.com

Monitoring with Applicare
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CONFIGURATION GUIDES > ADMINISTRATION & SECURITY

Disable Auto Add SNMP on controller

Applicare 9.2 - Updated January 2, 2025 - alerts - Pending technical review

Add the below jvm argument in the controller catalina.bat/sh file

TEXT
-Dapplicare.disableAutoAddSnmp=true

Applicare 9.2 - Arcturus Technologies Inc.
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CONFIGURATION GUIDES > ADMINISTRATION & SECURITY

SQL injection detection in Applicare

Applicare 9.2 - Updated February 24, 2025 - Pending technical review

SQL injection is a type of cyberattack where malicious SQL code is inserted into a web application's input
fields, which then interferes with the application's database queries. This can allow attackers to view,
modify, or delete data that they are not authorized to access.

How it works:

1. Vulnerable Application: A web application is vulnerable to SQL injection if it directly incorporates
user-supplied input into SQL queries without proper sanitization or parameterization.

2. Malicious Input: An attacker crafts malicious SQL code and inserts it into an input field, such as a
search box or login form.

3. Query Manipulation: When the application processes the input, the malicious SQL code becomes part
of the database query, altering its intended logic.

4. Unauthorized Access: The modified query can grant the attacker access to sensitive data, allow them
to modify or delete data, or even take control of the database server.

Example:
Imagine a web application with a login form. The application constructs an SQL query like this:

SQL

TEXT
SELECT * FROM users WHERE username = '$username' AND password = '$password';
If an attacker enters the following username:
TEXT

' OR '1'='1

The resulting query becomes:

SQL

TEXT
SELECT * FROM users WHERE username = '' OR '1'='1" AND password = '$password';

Since '1'='1"' is always true, this query will return all users in the database, effectively bypassing
authentication.

Impact:

SQL injection attacks can have severe consequences, including:
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» Data breaches: Attackers can steal sensitive data, such as customer information, financial records, or

intellectual property.
- Data manipulation: Attackers can modify or delete data, leading to data corruption or loss.
« Denial of service: Attackers can disrupt the availability of the application or the database server.

* Complete system compromise: In some cases, attackers can gain complete control of the database
server and potentially other systems on the network.

Prevention:

The most effective way to prevent SQL injection is to use parameterized queries or prepared statements.
These techniques treat user input as data rather than executable code, which prevents attackers from
injecting malicious SQL code. Other prevention measures include input validation, least privilege, and web
application firewalls.
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CONFIGURATION GUIDES > ADMINISTRATION & SECURITY

Vulnerability Scanner Setup

Applicare 9.2 - Updated September 13, 2024 - Pending technical review

Vulnerability Scanner

1. The scan will run on the configured server. 2. Once the scan is complete, the report will be transferred to
the controller and saved in the controller's home directory. 3. Users can view the scan results and
download the report from the Vulnerability Scanner screen.

Note

1. An internet connection is required on the agent machine for scanning to work. 2. The first scan will take
longer as it needs to download and save data from the internet to the local machine. Subsequent scans
will be quicker. 3. The duration of the scan depends on the number and size of the files. 4. CPU usage is
also dependent on the number and size of the files.

Monitoring with Applicare
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REST API Calls Using Token-Based Authentication

Applicare 9.2 - Updated September 4, 2024 - Pending technical review

To access data via the REST API, generate a API token in Applicare and include it in your request.

Token Generation

Navigate to Menu> Applicare Information > Rest API and click the Generate Token button. The newly
generated token will appear in the Token field. This token is shown only once, So be sure to copy and
securely store it for future use. The Controller saves the token in an encrypted format. Once a new token
is generated old token becomes invalid.

REST APIs retrieve details from the controller

~# Key Business Txn Health @ Erors & Servers Health o
LOAD B/min ART0.3ms SUCCESS O/min HTTP O/min SQL O/min JNDI O/min WEE SERVICES O/min ®1 @0 @o Admin:

) poton (] & s

ARCTURUS
SNSTANT INHOVATION

Token | 1wavg Copy & Download

Note: Generated token will be displayed only once. Please copy and keep it safe for future use.

o Generate Token

Arcturus Applicare 9.2.2 Copyright 2023 Arcturus Technologles, Inc. | All Rights Reserved

Authentication - API Key Authentication.
Token - One token per controller.

Token Validity - The token expires either when a new token is issued or if the Applicare license expires.
After renewing the license, the existing token will remain valid.

Request content details

YAML

Method Type: POST

Content-Type: application/json

REST_API_URL: Controller_Protocol://Controller_IP:Controller_Port/applicare/restapi
Header: X-API-Key: TOKEN_VALUE

REQUEST_BODY: REST API details to fetch

CA_CERTIFICATE_FILE: For SSL Certificate

Response content details
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TEXT

Content-Type: application/json

TEXT
Success Response

{"status":"success","details": [{"name": "Google","state": "Failed"}]}

Failed Response

{"status":"error","details": [{"error": "Unauthorized. Token is missing or invalid"}1}

status - It displays the response is success or failure
details - Response message (JSON Array)

CURL Syntax
HTTP:

curl -H "X-API-Key: TOKEN_VALUE" -H "Content-Type: application/json" -X POST -d REQUEST_BODY
REST_API_URL

HTTPS:

curl --cacert CA_CERTIFICATE_FILE -H "X-API-Key: TOKEN_VALUE" -H "Content-Type:
application/json" -X POST -d REQUEST_BODY REST_API_URL

Parameters:

CA_CERTIFICATE_FILE: .crt (or) .pem file location
TOKEN_VALUE: Generated Token value from Applicare Console
REQUEST_BODY: REST API details to fetch

REST_API_URL: Controller_Protocol://Controller_IP:Controller_Port/applicare/restapi

TEXT

Controller_Protocol: Applicare Controller running protocol (http or https)
Controller_IP: Applicare Controller running IP or domain name
Controller_Port: Applicare Controller running Port

For example, let us consider the below values
CA_CERTIFICATE_FILE: D:\applicare.pem
TOKEN_VALUE: 123456789

REST_API_URL:

HTTP: http://localhost:8880/applicare/restapi

HTTPS: https://localhost:8443/applicare/restapi
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REQUEST_BODY details for Various API

1. To get the status of all active synthetic transactions

TEXT
{"\g\":\"syntheticAllTransactionStatus\"}

CURL e.g.
HTTP:

curl -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X POST -d
{\"q\":\"syntheticAllTransactionStatus\"} http://localhost:8880/applicare/restapi

HTTPS:

curl --cacert D:\applicare.pem -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X
POST -d {\"q\":\"syntheticAllTransactionStatus\"} https://localhost:8443/applicare/restapi

Response
TEXT
{"status":"success","details": [{"name": "Google","state": "Failed"},
{"name": "google","state": "Queued"},{"name": "Json","state":"Success"}]}

name - Synthetic Transaction Name
state - State of the transaction. (Success, Failed or Queued)

2. To retrieve details of all active synthetic transactions

TEXT
{\"g\":\"syntheticAllTransactionDetails\"}

CURL e.g.
HTTP:

curl -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X POST -d
{\"g\":\"syntheticAllTransactionDetails\"} http://localhost:8880/applicare/restapi

HTTPS:

curl --cacert D:\applicare.pem -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X
POST -d {\"qg\":\"syntheticAllTransactionDetails\"} https://localhost:8443/applicare/restapi

Response
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TEXT

{"status":"success","details": [{"group": "Default","app": "Applicare",

"name": "Google",'"node": "ApplicareAdmin",'"state": "Failed",'"lastChecked": 1657724700000,
"executionTime": 21040,"message": ""},{"group": "Default","app":"",'"name": "Json",
"node": "ApplicareAdmin","state": "Success",'"lastChecked":1657724700000,

"executionTime": 316, "message": ""}1}

group - Name of the group

app - Name of the application

name - Name of the synthetic transaction

node- Node where the transaction executed

state - State of the transaction. (Success, Failed or Queued)
lastChecked - Last execution time

executionTime - Time taken for the transaction. Value in milliseconds

3. To get the transaction status based on transaction names

TEXT
{\"g\":\"syntheticTransactionStatus\",\"txnname\" :\" TXN_NAME1, TXN_NAME2\"'}

TXN_NAME1, TXN_NAME2 - Name of synthetic transactions
cURL e.g.

a. To get the transaction status for single transaction
HTTP:

curl -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X POST -d
{\"g\":\"syntheticTransactionStatus\"\"txnname\":\"00001\"} http://localhost:8880/applicare/restapi

HTTPS:

curl --cacert D:\applicare.pem -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X
POST -d {\"g\":\"syntheticTransactionStatus\"\"txnname\":\"00001\"}
https://localhost:8443/applicare/restapi

Response

TEXT
{"status":"success","details": [{"name": "00001","state": "Failed"}1}

b. To get the transaction status for multiple transactions

HTTP:

Applicare 9.2 - Arcturus Technologies Inc. Page 391 of 421



Arcturus Technologies - Applicare Configuration Guides

curl -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X POST -d
{\"g\":\"syntheticTransactionStatus\" \"txnname\":\"00001,00002\"}
http://localhost:8880/applicare/restapi

HTTPS:

curl --cacert D:\applicare.pem -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X
POST -d {\"g\":\"syntheticTransactionStatus\"\"txnname\":\"00001,00002\"}
https://localhost:8443/applicare/restapi

Response

TEXT
{"status":"success","details": [{"name": "00001",'"state": "Failed"},
{"name": "00002","state":"Success"}]}

4. To get the transaction status based on applications

TEXT
{\"g\":\"syntheticTransactionStatus\",\"appname\":\"APP_NAME1, APP_NAME2\"}

APP_NAME1, APP_NAME2 - Name of the Application which synthetic transactions was assigned.
CURL e.g.
a. To retrieve transaction the status for single application

HTTP:

curl -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X POST -d
{\"g\":\"syntheticTransactionStatus\"\"appname\":\"TestApp\"} http://localhost:8880/applicare/restapi

HTTPS:

curl --cacert D:\applicare.pem -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X
POST -d {\"qg\":\"syntheticTransactionStatus\" \"appname\":\"TestApp\"}
https://localhost:8443/applicare/restapi

Response

TEXT

{"status":"success","details": [{"name":"00004","state":"Queued"},

{"name":"10jmeter","state":"Success"}1}

b. To get the transaction status for multiple applications
HTTP:

curl -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X POST -d
{\"g\":\"syntheticTransactionStatus\"\"appname\":\"TestApp, Applicare\"}
http://localhost:8880/applicare/restapi

HTTPS:
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curl --cacert D:\applicare.pem -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X
POST -d {\"g\":\"syntheticTransactionStatus\" \"appname\":\"TestApp, Applicare\"}
https://localhost:8443/applicare/restapi

Response

TEXT
{"status":"success","details": [{"name":"00004","state":"Queued"},

{"name":"10jmeter","state":

{"name":"Google","state":"Failed"}]1}

Success"},{"name":"Error","state":"Failed"},

5. To get the transaction details based on transaction names

TEXT
{\"g\":\"syntheticTransactionDetails\",\"txnname\":\" TXN_NAME1, TXN_NAME2\"}

TXN_NAME1, TXN_NAME2 - Name of synthetic transactions
CURL e.g.

a. To get the transaction details for single transaction
HTTP:

curl -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X POST -d
{\"a\":\"syntheticTransactionDetails\"\"txnname\":\"00001\"} http://localhost:8880/applicare/restapi

HTTPS:

curl --cacert D:\applicare.pem -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X
POST -d {\"g\":\"syntheticTransactionDetails\"\"txnname\":\"00001\"}
https://localhost:8443/applicare/restapi

Response

TEXT
{"status":"success","details": [{"group":"Default","app":"", "name":"00001","node":"Agentl",

"state":"Queued","lastChecked":0,"executionTime": @, " "message":""}1}

b. To get the transaction details for multiple transactions
HTTP:

curl -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X POST -d
{\"g\":\"syntheticTransactionDetails\"\"txnname\":\"00001,00002\"}
http://localhost:8880/applicare/restapi

HTTPS:

curl --cacert D:\applicare.pem -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X
POST -d {\"g\":\"syntheticTransactionDetails\"\"txnname\":\"00001,00002\"}
https://localhost:8443/applicare/restapi
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Response

YAML

{"status":"success","details": [{"group":"Default","app":"", "name":"00001","node":"Agentl",
"state":"Queued","lastChecked":0,"executionTime":@, " message":""},
{"group":"Default","app":"","name":"00002","node":"ApplicareAdmin","state":"Success",
"lastChecked":1657878180000,"executionTime":116720, " "message":""}1}

6. To get the transaction details based on applications

TEXT
{\"g\":\"syntheticTransactionDetails\",\"appname\":\"APP_NAME1,APP_NAME2\"}

APP_NAME1, APP_NAME2 - Name of the Application which synthetic transactions was assigned.
CURL e.g.

a. To get the transaction for single application

HTTP:

curl -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X POST -d
{\"g\":\"syntheticTransactionDetails\"\"appname\":\"TestApp\"}
http://localhost:8880/applicare/restapi

HTTPS:

curl --cacert D:\applicare.pem -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X
POST -d {\"g\":\"syntheticTransactionDetails\"\"appname\":\"TestApp\"}
https://localhost:8443/applicare/restapi

Response

YAML

{"status":"success","details": [{"group":"Default","app":"TestApp","name":"00004",
"node":"Agent2","state":"Queued","lastChecked":0,"executionTime": @, "message":""},
{"group":"Default","app":"TestApp","name":"10jmeter","node":"ApplicareAdmin",
"state":"Success","lastChecked":1657879080000, "executionTime":1469, "message":""}1}

b. To get the transaction details for multiple applications

HTTP:

curl -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X POST -d
{\"g\":\"syntheticTransactionDetails\"\"appname\":\"TestApp, Applicare\"}
http://localhost:8880/applicare/restapi

HTTPS:

curl --cacert D:\applicare.pem -H "X-API-Key: 123456789" -H "Content-Type: application/json" -X
POST -d {\"qg\":\"syntheticTransactionDetails\" \"appname\":\"TestApp, Applicare\"}
https://localhost:8443/applicare/restapi
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Response

YAML
{"status":"success","details": [{"group":"Default","app":"TestApp",'"name":"00004",
"node":"Agent2","state":"Queued","lastChecked":0,"executionTime": @, "message":""},
{"group":"Default","app":"TestApp", " name":"10jmeter", " node":"ApplicareAdmin",
"state":"Success","lastChecked":1657879080000,"executionTime":1469, "message":""},
{"group":"Default","app":"Applicare","name":"Error",'"node":"ApplicareAdmin",
"state":"Failed","lastChecked":1657879020000,"executionTime":24432," message":""},
{"group":"Default","app":"Applicare",'"name":"Google","node":"ApplicareAdmin",
"state":"Failed","lastChecked":1657879080000,"executionTime":21031, " message":""}1}
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Applicare 9.2 - Updated August 30, 2024 - Pending technical review

X.509 Certificate-Based Authentication

X.509 Cert-based authentication provides an easy and secure way to access Applicare REST APlIs. Below
are the details on enabling it.

1. Bring down the Applicare controller.
2. Navigate to <Applicare controller home directory>\server\conf and open the server.xml file.

3. Add a new connector as detailed below, specifying the Keystore and Truststore file paths password
and set the clientAuth to true.

<Connector protocol="HTTP/1.1" port="8444" maxThreads="200" scheme="https" secure="true"
SSLEnabled="true" keystoreFile="<keystorefile.jks>" keystorePass="password" truststoreFile="
<truststorefile.jks>" truststorePass="password" clientAuth="true" ss|Protocol="TLS" />

Example:

<Connector

protocol="HTTP/1.1"

port="8444" maxThreads="200"

scheme="https" secure="trone" S55LEnabled="true"
kevastoreFile="E:\Applicare\MySQL\keystore. jks" kevstorePass="123456"
truststoreFile="E: \Applicare\MyS0Ltruststore. jks" truststorePazs="123456"
clientiuth="troe" =s1Protocol="TLS" />

4. Restart the Applicare Controller.

Request content details

YAML

Method Type: POST

Content-Type: application/json

REST_API_URL: Controller_Protocol://Controller_IP:Controller_Port/applicare/restapi
REQUEST_BODY: REST API details to fetch

CA_CERTIFICATE_FILE: CA Certificate file for SSL.

CLIENT_CERTIFICATE_FILE: Client Certificate file for client side authentication. (.pl2) file

PassphrasePassword: Password for the .pl2 file at the time of file generation.

Request Content Information
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TEXT

Content-Type: application/json

TEXT
Success Response

{"status":"success","details": [{"name": "Google","state": "Failed"}]}

Failed Response

{"status":"error","details": [{"error": "Unauthorized. Token is missing or invalid"}1}

status - It displays the response is success or failure
details - Response message (JSON Array)

cURL Command Syntax
HTTPS:

curl --cacert CA_CERTIFICATE_FILE --cert CLIENT_CERTIFICATE_FILE:PassphrasePassword -H
"Content-Type: application/json" -X POST -d REQUEST_BODY REST_API_URL

Fields:

CA_CERTIFICATE_FILE : Location of the .crt (or) .pem certificate file
CLIENT_CERTIFICATE_FILE: Client certificate file with .p12 extension
PassphrasePassword: Passphrase for the client certificate file
REQUEST_BODY: Details of the REST API request

REST_API_URL: Controller_Protocol://Controller_IP:Controller_Port/applicare/restapi

TEXT
Controller_Protocol: Applicare Controller running protocol (http or https)
Controller_IP: Applicare Controller running IP or domain name

Controller_Port: Applicare Controller running Port

For example, Consider the following values:
CA_CERTIFICATE_FILE: D:\applicare.pem
.P12_FILE: D:\client.p12
PassphrasePassword: clientpass

REST_API_URL: https://localhost:8443/applicare/restapi

REQUEST_BODY details for Various API

1. To retrieve the status of all active synthetic transactions
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TEXT
{"\g\":\"syntheticAllTransactionStatus\"}

cURL Example

curl --cacert D:\applicare.pem --cert D:\client.p12:changeit -H "Content-Type: application/json" -X
POST -d {\"qg\":\"syntheticAllTransactionStatus\"} https://localhost:8444/applicare/restapi

Response
TEXT
{"status":"success","details": [{"name": "Google","state": "Failed"},
{"name": "google","state": "Queued"},{"name": "Json","state":"Success"}]}

name - Synthetic Transaction Name
state - State of the transaction. (Success, Failed or Queued)

2. To retrieve details of all active synthetic transactions

TEXT
{\"g\":\"syntheticAllTransactionDetails\"}

cURL Example

curl --cacert D:\applicare.pem --cert D:\client.p12:changeit -H "Content-Type: application/json" -X
POST -d {\"qg\":\"syntheticAllTransactionDetails\"} https://localhost:8443/applicare/restapi

Response
TEXT
{"status":"success","details": [{"group": "Default","app": "Applicare",
"name": "Google",'"node": "ApplicareAdmin","state": "Failed","lastChecked": 1657724700000,
"executionTime": 21040,"message": ""},{"group": "Default","app":"","name": "Json",

"node": "ApplicareAdmin","state": "Success",'"lastChecked":1657724700000,

"executionTime": 316,"message": ""}]}

group - Group Name

app - Application Name

name - Synthetic Transaction Name

node- In Which Node it executes

state - State of the transaction. (Success, Failed or Queued)
lastChecked - Last execution time

executionTime - Time taken for the transaction. Value in milliseconds

3. To retrieve transaction status based on transaction names
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TEXT
{\"g\":\"syntheticTransactionStatus\",\"txnname\" : \" TXN_NAME1, TXN_NAME2\"'}

TXN_NAME1, TXN_NAME2 - Name of synthetic transactions
cURL Example
a. To get the transaction status for single transaction

curl --cacert D:\applicare.pem --cert D:\client.p12:changeit -H "Content-Type: application/json" -X
POST -d {\"g\":\"syntheticTransactionStatus\" \"txnname\":\"00001\"}
https://localhost:8443/applicare/restapi

Response

TEXT
{"status":"success","details": [{"name": "00001","state": "Failed"}1}

b. To get the transaction status for multiple transactions

curl --cacert D:\applicare.pem --cert D:\client.p12:changeit -H "Content-Type: application/json" -X
POST -d {\"g\":\"syntheticTransactionStatus\"\"txnname\":\"00001,00002\"}
https://localhost:8443/applicare/restapi

Response

TEXT
{"status":"success","details": [{"name": "00001","state": "Failed"},
{"name": "00002","state":"Success"}]1}

4. To retrieve the transaction status based on applications

TEXT
{\"g\":\"syntheticTransactionStatus\",\"appname\":\"APP_NAME1, APP_NAME2\"}

APP_NAME1, APP_NAME2 - Name of the Application which synthetic transactions was assigned.
cURL Example
a. To get the transaction status for single application

curl --cacert D:\applicare.pem --cert D:\client.p12:changeit -H "Content-Type: application/json" -X
POST -d {\"g\":\"syntheticTransactionStatus\"\"appname\":\"TestApp\"}
https://localhost:8443/applicare/restapi

Response

TEXT
{"status":"success","details": [{"name":"00004","state":"Queued"},

{"name":"10jmeter","state":"Success"}]}
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b. To get the transaction status for multiple applications

curl --cacert D:\applicare.pem --cert D:\client.p12:changeit -H "Content-Type: application/json" -X
POST -d {\"g\":\"syntheticTransactionStatus\" \"appname\":\"TestApp, Applicare\"}
https://localhost:8443/applicare/restapi

Response

TEXT
{"status":"success","details": [{"name":"00004","state":"Queued"},
{"name":"10jmeter","state":"Success"},{"name":"Error","state":"Failed"},

{"name":"Google","state":"Failed"}]}

5. To get the transaction details based on transaction names

TEXT
{\"g\":\"syntheticTransactionDetails\",\"txnname\":\" TXN_NAME1, TXN_NAME2\"}

TXN_NAME1, TXN_NAME2 - Name of synthetic transactions
cURL Example
a. To get the transaction details for single transaction

curl --cacert D:\applicare.pem --cert D:\client.p12:changeit -H "Content-Type: application/json" -X
POST -d {\"g\":\"syntheticTransactionDetails\"\"txnname\":\"00001\"}
https://localhost:8443/applicare/restapi

Response

TEXT
{"status":"success","details": [{"group":"Default","app":"", "name":"00001", " node":"Agentl",

"state":"Queued","lastChecked":0,"executionTime": 0, "message":""}1}

b. To get the transaction details for multiple transactions

curl --cacert D:\applicare.pem --cert D:\client.p12:changeit -H "Content-Type: application/json" -X
POST -d {\"qg\":\"syntheticTransactionDetails\",\"txnname\":\"00001,00002\"}
https://localhost:8443/applicare/restapi

Response

YAML
{"status":"success","details": [{"group":"Default","app":"", "name":"00001","node":"Agent1",

"state":"Queued","lastChecked":0,"executionTime": @, " message":""},
{"group":"Default","app":"","name":"00002","node" :"ApplicareAdmin","state":"Success",
"lastChecked":1657878180000,"executionTime":116720, "message":""}1}

6. To get the transaction details based on applications
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TEXT
{\"g\":\"syntheticTransactionDetails\",\"appname\":\"APP_NAME1,APP_NAME2\"}

APP_NAME1, APP_NAME2 - Name of the application to which the synthetic transactions are assigned.
cURL Example
a. To get the transaction for single application

curl --cacert D:\applicare.pem --cert D:\client.p12:changeit -H "Content-Type: application/json" -X
POST -d {\"g\":\"syntheticTransactionDetails\"\"appname\":\"TestApp\"}
https://localhost:8443/applicare/restapi

Response

YAML
{"status":"success","details": [{"group":"Default","app":"TestApp",'"name":"00004",
"node":"Agent2","state":"Queued","lastChecked":0,"executionTime": @, "message":""},

{"group":"Default","app":"TestApp", " name":"10jmeter","node":"ApplicareAdmin",
"state":"Success","lastChecked":1657879080000,"executionTime":1469, "message":""}]}

b. To retrieve transaction details for multiple applications

curl --cacert D:\applicare.pem --cert D:\client.p12:changeit -H "Content-Type: application/json" -X
POST -d {\"qg\":\"syntheticTransactionDetails\" \"appname\":\"TestApp, Applicare\"}
https://localhost:8443/applicare/restapi

Response

YAML

{"status":"success","details": [{"group":"Default","app":"TestApp", "name":"00004",
"node":"Agent2","state":"Queued","lastChecked":0,"executionTime": @, "message":""},
{"group":"Default","app":"TestApp","name":"10jmeter","node":"ApplicareAdmin",
"state":"Success","lastChecked":1657879080000, "executionTime":1469, ' " message":""},
{"group":"Default","app":"Applicare","name":"Error","node":"ApplicareAdmin",
"state":"Failed","lastChecked":1657879020000,"executionTime":24432,"message":""},
{"group":"Default","app":"Applicare","name":"Google","node":"ApplicareAdmin",
"state":"Failed","lastChecked":1657879080000,"executionTime":21031, "message":""}1}
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Applicare Data Security

Applicare 9.2 - Updated September 2, 2024 - Pending technical review

Applicare can be deployed either as an On-Prem(ise) hosting or accessed through our SaaS environment.

Applicare On-Prem

In the Applicare On-Prem environment, security is managed by the customer. Applicare supports multiple
TLS versions and cipher suites, including TLS 1.2 (SSL Labs Grade A+). All traffic to the Applicare
controller is secured with HTTPS/TLS. Customers are responsible for using their own SSL certificate.

Applicare On-Prem Data Storage

Applicare supports industry-standard databases such as Oracle and MySQL for data storage, adhering to
the customer's security guidelines. We also offer encryption for JOBC communication with the selected
database.

Applicare On-Prem Isolation

In an Applicare On-Prem deployment, connection to Arcturus occur only if explicitly initiated by customer
such as for checking updates. The Applicare On-Prem Controller doesn't require any internet access to
function.

Applicare SaaS

The Applicare SaaS environment is build on industry leading AWS (or Microsoft Azure or Google Cloud
Platform as needed). It is secured foundation-ally by design with the following

e Each customer is operates within dedicated runtime environment
e Each customer's data is stored in a separate database schema

» Each customer assigned a unique domain

All Applicare traffic between SingleAgents deployed at customer's site or cloud and Applicare SaaS is
encrypted using latest TLS currently TLS 1.2 (SSL Labs Grade A+) and certs are managed by AWS ACM.

Applicare database is NOT accessible from outside and is only accessible from within Arcturus VPN and
only by Applicare SaaS Controllers.
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Overview

As the Applicare Controller operates, table storage in the database will grow, potentially reducing disk
space on the machine running the controller. Configuring this screen can help mitigate such issues.

Configuration
Auto Deletion

When set up on this screen, Applicare will automatically clear the database storage as per the
configuration.

Manage Applical

Hom

m
m

Data

Data Deletion Data Preservation

Auto Deletion a o

-~ Enable auto delete for Applicare data older than| 10 days and Log Analyzer data older than| 10 days

Delete data older than specified days in following tables

30 +

| TableName

v Save o

Enable auto deletion by checking the appropriate checkbox. Then, specify the no of days after which data
should be deleted and save the setting.

Manual Deletion

Use this option to immediately delete database storage if disk space is running low on the machine
running the Applicare Controller.

Manual Deletion Enable check box

‘Optimize tables *For MySQL concurrent DML (INSERT, UPDATE, DELETE) is not permitted on a table while OPTIMIZE TABLE is running. It is recommended to do this during a maintenance window.
Delete data alder than| gg/g/2021 = & Delete e

[2021-08-25 11:21:28.984 Deleting records ms ble: ALERT_QUEUE
[2021-08-25 11:21:28.987 Optimizing table: ALERT_QUEUE

[2021-08-25 11:21:30.569 Deleting records from table: AUTOCLEAN_RECOMM
[2021-08-25 11:21:30.585 Optimizing table: AUTOCLEAN_RECOMM
[2021-08-25 11:21:31.552 Deleting records from table: AVG_CPU_CORE
[2021-08-25 11:21:31.554 Optimizing table: AVG_CPU_CORE

[2021-08-25 11:21:34.161 Deleting records from table: CHECKS

[2021-08-25 11:21:34.166 Optimizing table: CHECKS

[2021-08-25 11:21:35.028 Deleting records from table: COLLECTIONS_INFQ
[2021-08-25 11:21:35.032 Optimizing table: COLLECTIONS_INFO

[2021-08-25 11:21:35.77 Deleting records from table: CPUHISTORY_DETAILS
[2021-08-25 11:21:35.772 Optimizing table: CPUHISTORY_DETAILS
[2021-08-25 11:21:39.458 Deleting records from table: DETECTOR
[2021-08-25 11:21:39.506 Optimizing table: DETECTOR

[2021-08-25 11:21:40.078 Deleting records from table: DISK_IO

[2021-08-25 11:21:40.081 Optimizing table: DISK_IO

[2021-08-25 11:21:40.916 Deleting records from table: DISK_QUEUE
[2021-08-25 11:21:40.919 Optimizing table: DISK_QUEUE

[2021-08-25 11:21:41.729 Deleting records from table: D\SK_QUH}E_UNUX
[2021-08-25 11:21:41.748 Optimizing table: DISK_QUEUE_LINUX

[2021-08-25 11:21:42.47 Deleting records from table: EUM_ENTRY -

Enable the Manual deletion check box, select the date for which you want to remove the data, and click the
Delete button. The database storage will be cleared according to the specified date within a few seconds.

Monitoring with Applicare
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Export Applicare Configuration

+* Key Business Txn Health

LOAD 400/min ART 2 ms SUCCESS 400/min

HTTP 1/min SQL O/min JNDI O/min WEB SERVICES 0/min

om or re Configuration
Enabled Name

v Business Transactions

v Remote Methods

v Synthetic Monitors

v Knoms

v SNMP Devices

¥ SNMP Custom Dashboards
v JMX Custom Dashboards
b Custom IP Locations

Application [ 4 v |

Description
Business Transaction definitions

Remote Method definitions

Synthetic Monitor configurations from User Experience Analyzer
Advisor and Detector Knom definitions

SNMP device configurations

SNMP Custom Dashboard definitions

JMX Custom Dashboard definiti

Custom IP Locations

& Import

Import Applicare Configuration

+* Key Business Txn Health

LOAD 400/min ART 2 ms SUCCESS 400/min

T -
Enabled Name
v Business Transactions
v Remote Methods
v Synthetic Monitors
v Knoms
v SNMP Devices
v SNMP Custom Dashboards
v JMX Custom Dashboards
v Custom IP Locations

HTTP 1/min SQLO/min JNDI Ofmin WEB SERVICES 0/min

Application [~ v

Description
Business Transaction definitions

Remote Method definitions

Synthetic Monitor configurations from User Experience Analyzer
Advisor and Detector Knom definitions

SNMP device configurations

SNMP Custom Dashboard definitions

JMX Custom Dashboard definitions

Custom IP Locations

& Export
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Configuration Guides

Remote Commands allow you to execute scripts or processes on servers where Applicare agents are
installed. They can be configured to run as specific users (On Unix-based systems with sudo access) and

scheduled to execute periodically using cron-like schedules.

Configuration
Name A unique name to identify the command within the Applicare console
Server The Applicare agent that will execute this command
Command The script or command to be executed
Start in Specify the directory path from which the command should be executed
(optional)
Timeout Applicare will automatically terminate the process if it does not complete within the specified
(Minutes) number of minutes.
Username You can execute commands as a specific user on the target server. This setting can be
(optional) overridden when running commands manually and is only supported on operating systems with

sudo installed.

Password Enter the password for the specified username. This can be overridden when executing

(optional) commands manually.

Name

Server  applicareAdmin v

Command ‘

Start in (optional) ‘

Timeout (Minutes) | 1

* Username and password are required only when you want to run a command as a different user using sudo.

Username
Password

v Save

Name Server Command Username

Timeout

|TES[ ApplicareAdmin java -version

To execute and test the added remote command, schedule it to run for every minute (0 * * ? * *) in the Schedules tab. Once tested delete it from scheduled commands.
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Command Groups

You can organize multiple commands on a server into a single group. Commands within the group will be
executed in the specified order. Similarly to Individual commands, you can execute the command group as
a specific user on operating systems where sudo is available.

HITP Q/min SQL O/min JNDI Q/min WEB SERVICES Dimin

Home « Remote Commands Configuration « Command Groups Application S LAST 15 MINUTES «
Remote Commands || Commana GeoLps 1 e ®
Name |

Sever  pplcareddmin  w | s seners _
Available Commands

OnEror | Stop execution of remalning commands
Note: Username and password are required only when you want to run a command as 3 differentd  Name Server Command Username Timeout

Username Test2 netstat s
java version
Commands | name

Passward | =
- Ce
= © =

]

=)

Name Server Username Stop on error

‘qup Command Applicareadmin false ]‘

# Run | @& Edit | § Delete

Command Schedules

You can schedule commands and command groups to run periodically using cron-like scheduling

#* Key Business Txn Health & Errors & Servers Health
LOAD 0/min ARTOms SUCGESS imin HITTP0/min SQLO/min JNDI O/min WEB SERVICES O/min ®1 o ®o -
Home - Remote Commands Configuration - Schedues application E——
RemoweCommands  CommandGroups | Schedules «|®

Server| ApplicareAdmin v r

Cron Expression | 0% #**?
Note: Please refer help documents for more information on Cron expressions.
3
Server Name Schedule Type
ApplicareAdmin Test2 [EEEEE COMMAND -
ApplicareAdmin Test oFxF*7 COMMAND

Edit || @ Delete

Format

A cron expression is a string consisting of 6 or 7 fields separated by whitespace. Each field can include
any of the permitted values and various combinations of the special characters to that field. The fields are
described as follows:
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Field Name Mandatory Allowed Values Allowed Special Characters
Seconds YES 0-59 =X

Minutes YES 0-59 R

Hours YES 0-23 =X

Day of month YES 1-31 - *? /LW

Month YES 1-12 or JAN-DEC Ly

Day of week YES 1-7 or SUN-SAT =X /L #

Year NO empty, 1970-2099 Ry

Cron expressions can be as simple as: * * * * ? * or more complex, like this: 0 0/5 14,18,3-39,52 ?
JAN,MAR,SEP MON-FRI 2002-2010

Special characters

o *

("all values")- used to select all values within a field. For example, "*" in the minute field means "every
minute"

o ?
("no specific value") - useful when you need to specify something in one of the two fields in which the
character is allowed, but not the other. For example, if | want my trigger to fire on a particular day of the

month (say, the 10th), but don't care what day of the week that happens to be, | would put "10" in the day-
of-month field, and "?" in the day-of-week field. See the examples below for clarification.

- used to specify ranges. For example, "10-12" in the hour field means "the hours 10, 11 and 12"

- used to specify additional values. For example, "MON,WED,FRI" in the day-of-week field means "the
days Monday, Wednesday, and Friday"

e/

- used to specify increments. For example, "0/15" in the seconds field means "the seconds O, 15, 30,
and 45". And "5/15" in the seconds field means "the seconds 5, 20, 35, and 50". You can also specify
'I' after the '" character - in this case ' is equivalent to having '0' before the '/'. '1/3"' in the day-of-
month field means "fire every 3 days starting on the first day of the month"

e L

("last") - has different meaning in each of the two fields in which it is allowed. For example, the value
"L" in the day-of-month field means "“the last day of the month" - day 31 for January, day 28 for
February on non-leap years. If used in the day-of-week field by itself, it simply means "7" or "SAT". But
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if used in the day-of-week field after another value, it means “the last xxx day of the month" - for
example "6L" means "the last friday of the month". When using the 'L' option, it is important not to
specify lists, or ranges of values, as you'll get confusing results.

e W

("weekday") - used to specify the weekday (Monday-Friday) nearest the given day. As an example, if
you were to specify "15W" as the value for the day-of-month field, the meaning is: “the nearest
weekday to the 15th of the month". So if the 15th is a Saturday, the trigger will fire on Friday the 14th. If
the 15th is a Sunday, the trigger will fire on Monday the 16th. If the 15th is a Tuesday, then it will fire on
Tuesday the 15th. However if you specify "IW" as the value for day-of-month, and the 1st is a
Saturday, the trigger will fire on Monday the 3rd, as it will not 'jump' over the boundary of a month's
days. The 'W' character can only be specified when the day-of-month is a single day, not a range or
list of days.

The 'L' and 'W' characters can also be combined in the day-of-month field to yield 'LW', which
translates to "last weekday of the month".

o #

- used to specify "the nth" XXX day of the month. For example, the value of "6#3" in the day-of-week
field means "the third Friday of the month" (day 6 = Friday and "#3" = the 3rd one in the month). Other
examples: "2#1" = the first Monday of the month and "4#5" = the fifth Wednesday of the month. Note
that if you specify "#5" and there is not 5 of the given day-of-week in the month, then no firing will
occur that month.

The legal characters and the names of months and days of the week are not case sensitive. MON is the

same as mon.

Examples

Here are some full examples:

Expression Meaning

Q***x*x? Fire at every minute
Q*2*72** Fire at every 2 minutes
O*3*72** Fire at every 3 minutes
00*?2** Fire at every hour

00 *272*x Fire at every 2 hours
00*372** Fire at every 3 hours
0012**7? Fire at 12pm (noon) every day
015102 ** Fire at 10:15am every day
01510 * *? Fire at 10:15am every day
01510 * * 2 * Fire at 10:15am every day

01510 * *? 2005 Fire at 10:15am every day during the year 2005
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Expression
0*14**2
00/514 **?

00/51418 * *?

00-514**7?
010,44 14 ? 3 WED

01510 ? * MON-
FRI

0151015 *?
01510L*?
015107 *6L
015107 *6L

015107 *6L
2002-2005

01510 ? * 6#3
00121/5*?

omnmmMmmnmne

Configuration Guides

Meaning
Fire every minute starting at 2pm and ending at 2:59pm, every day
Fire every 5 minutes starting at 2pm and ending at 2:55pm, every day

Fire every 5 minutes starting at 2pm and ending at 2:55pm, AND fire every 5 minutes
starting at 6pm and ending at 6:55pm, every day

Fire every minute starting at 2pm and ending at 2:05pm, every day
Fire at 2:10pm and at 2:44pm every Wednesday in the month of March.

Fire at 10:15am every Monday, Tuesday, Wednesday, Thursday and Friday

Fire at 10:15am on the 15th day of every month
Fire at 10:15am on the last day of every month
Fire at 10:15am on the last Friday of every month
Fire at 10:15am on the last Friday of every month

Fire at 10:15am on every last friday of every month during the years 2002, 2003, 2004
and 2005

Fire at 10:15am on the third Friday of every month
Fire at 12pm (noon) every 5 days every month, starting on the first day of the month.

Fire every November 11th at 11:11am.

Pay attention to the effects of '?' and '*' in the day-of-week and day-of-month fields!

o Support for specifying both a day-of-week and a day-of-month value is not complete (you must
currently use the '?' character in one of these fields).

o Be careful when setting fire times between mid-night and 1:00 AM - "daylight savings" can cause a
skip or a repeat depending on whether the time moves back or jumps forward.

Execution Results

You can view the execution details of commands and command groups run by Applicare agents,
whether they are manually triggered by a user or executed automatically according to a user-defined
schedule.

Limit| 100 Y

Home + Remote Commands

Last Refreshed 08/24/2021 10:3:23 Transactions found 26 AutoRefresh  © | &

Server Name Username Type Status Started Duration

DESKTOP-3760HO0_tc_64141 Test2 COMMAND COMPLETED 08/24/2110:03:01 1166

DESKTOP-3760H00_tc_64141 Testd COMMAND FAILED 08/24/21 10:03:00 500

DESKTOP-3760HO0_te_64141 Test3 COMMAND COMPLETED 08/24/21 10:03:00 792

DESKTOP-3760HO0_tc_64141 Test3 COMMAND COMPLETED 08/24/21 10:02:00 595

DESKTOP-3760HO0_tc_64141 Test2 COMMAND COMPLETED 08/24/21 10:02:00 825

DESKTOP-3760HO0_tc_64141 Tests COMMAND COMPLETED 08/24/21 10:01:00 552

DESKTOP-3760HO0_tc_64141 Testz COMMAND COMPLETED 08/24/21 10:01:00 889

DESKTOP-3760HO0_tc_64141 Test3 COMMAND COMPLETED 08/24/21 10:00:00 570

DESKTOP-3760HO0_tc_64141 Test2 COMMAND COMPLETED 08/24/21 10:00:00 868
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Double-clicking an entry will open a detailed view that displays information about the command or
commands (for command groups). By selecting a command in this view, you can see the details written
to standard output and standard error during the execution.

Commands

Standard Output

'+ Key Business Tun Health

LOAD O/min ART 0 ms SUCCESS Vmin. HTTP O/min SQL Ovmin JND! O/min ' WEB SERVICES O/min
Last Refreshed 08/24/2021 9:56:24 Transactions found 12 Limit| 100 v AutoRefresh '@ [ @
Server Mame Username Type Status Started Buration
[DESKTDPBTGDHDO}Q&HM Test3 COMMAND COMPLETED 08/24/21 09:56:00 923 ] T
DESKTOP-3760H@0_tc_64141 Test COMMAND "COMPLETED 08/24/2109: 825
DESKTOP-3760HD0_tc_64141 Test1 COMMAND RUNNING 08/24/21 0%; o
Test1 COMMAND RUNNING 08/24/21 09: o
Test COMMAND COMPLETED 08/24/21 09:54: 951
Test COMMAND COMPLETED 796
Testi COMMAND RUNNING 0
Test1 COMMAND RUNNING o
Test COMMAND COMPLETED 803

Windews TP Configuration

Etnernct agzpter Ethernet:

Default Gatewdy » . - + . &

Ethernet adspter Ethernet 3:

media state
Comection-:

Wireless Lan adapter Local Ares Comection® 2:

tedia State Media disconnected

Comection-spec:

Wireless LN sdapter Locsl Ares Commsction® 2:

#* Key Business Txn Health & Erors. 7 ServersHealth
LOAD O/min ARF 0ms SUCCESS O/min HTTP Ofmin QL O/min JNDI Q/min WEE SERVICES O/min ®2 @0 ®o
Ho mand Applcaton [l v Eius
Last Refreshed 08/2472021 10:5:52 Transactions found 32 Limit| 100 v AutoRefresh (@ [ @
Server Name Username Type Status Started Duration
Testz COMMAND COMPLETED 08/24/21 10: 1064
Testd COMMAND FAILED 08724721 10:05:00 432 1
Testa COMMAND COMPLETED 08/24/21 10:05:00 804
Testz COMMAND COMPLETED 1033
Testa COMMAND COMPLETED 555
Testé COMMAND FAILED 192
Tesz COMMAND COMPLETED 1166
DESKTOP-3760HO00_te Testa COMMAND FAILED 08/24/21 10:03:00 500
DESKTOP-3760H00. Test3 COMMAND COMPLETED 08/24/21 10:03:00 793

Java.10.10Exception ¢ CAnnot run program “Netstals™: CreateProcess error-2, The system camnot find the file specifles

Command Groups

TEXT
![Screenshot 7 — Remote Commands] (asset:images/configuration-—admin--remote—

commands/fig-07.png)
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CONFIGURATION GUIDES > ADMINISTRATION & SECURITY

Applicare Information

Applicare 9.2 - Updated September 13, 2024 - Pending technical review

Applicare Info

Configuration Guides

Display the information of the Applicare Controller and agent that has been added to the Applicare

Controller and license details.

Home - Applicare Information

Applicare Properties  Applicare SQL Data

Application LAST 15 MINUTES ~

License type Commercial License Controller Version  Arcturus Applicare 9.0.1 - Build Date: 23-August-2021 10:29 AM

License Key RSJAY-GK3TN-CQIER-L2PWG-UVAKC Controller Aspect Version  Arcturus Applicare 9.0.1 - Build Date: 23-August-2021 10:29 AM

License Expires On Fri Dec 31 23:59:59 EST 2021 Direct database access from Agent Enabled

Maximum Number of Agents 6000

Server

ApplicareAdmin
DESKTOP-3760H00_tc_64141

AdminServer

Number of Agents Added 3

Agent Version

Arcturus Applicare 9.0.1 - Build Date: 23-August-2021 10:29 AM
Arcturus Applicare 9.0.1 - Build Date: 23-August-2021 10:29 AM

Arcturus Applicare 9.0.1 - Build Date: 23-August-2021 10:29 AM

Aspects Version

Arcturus Applicare 9.0.1 - Build Date: 23-August-2021 10:29 AM
Arcturus Applicare 9.0.1 - Build Date: 23-August-2021 10:29 AM

Arcturus Applicare 9.0.1 - Build Date: 23-August-2021 10:29 AM

Applicare properties

This screen displays details about the Applicare Controller, including the database name, log file path, DB
URL, and DB DriverClass, among other information.

Home - Applicare Information - Applicare Properties

Application LAST 15 MINUTES +

Applicare Info Applicare SOL Data J¥M Args Info

applicare.alertClearanceNotificationDuration 3 -
applicare.alertDuration 3

applicare.alertMonitorjobinterval 1

applicare.alerton 1

applicare.autoPersist true

applicare.blackboxSaveType all

applicare.custAlertClass
applicare.dataSource Applicare-DataSource
applicare.dbDriverClass com.mysql.jdbe.Driver
applicare.dbPassword Bcn2sE6b4hQQCWnL3BgHUA==
applicare.dbTestSQL SELECT 1

applicare.dburl jdbc:mysql://192.168.1.61:3306/applicare2308
applicare.dbUsername anand

applicare.dbVendor MySql

applicare.domainName I7-MysqglController

applicare.enable_readonly_mode false
applicare.enable_server_time false
applicare.enableChartscrollbar true
applicare.httpErrorCode 400
applicare.intellitrace.auto_refresh 60000
applicare.invokeRSTATD 1
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Applicare SQL Data

You can execute database queries directly from this screen. e.g.- you can run queries related to the agent
server in the Applicare Controller.

Home - Applicare Information - Applicare SQL Data Application LAST 15 MINUTES ~

ApplicareInfo Applicars Properties VM Args Info

APPLICARE SQL EXECUTOR

SQL | select * from server:

rl ~  name ~ address v |port prox. soax. S_tys. apps enav. disx enaw. snax. enar. netv. 5 0¥ Svx phy. sa v [sax hose. docs. disx timw. cusw. lastv. s_pv. aspx. avaw. do.x me..

1 ApplicareA... | 192.168.1... |0 http 0 Java 4] 30 1 30 1 30 win... | Arc... | 163... | N 0 DE.. |0 0 Am... To.. |202.. false Arc.. 1 202... 30 -
2 DESKTOP-3... | 192.168.1.... |0 http 0 Java 0 30 1 30 1 30 win... |Arc... |163.. |N 0 DE.. |0 0 Am.. To.. 202.. false Arc.. O 202.. 30

3 AdminServer | 192.168.1.... |0 http 0 Java Q 30 1 30 1 30 win... | Arc... | 163.. | N 0 DE.. |0 0 Am.. We.. 202.. false Arc.. 0 202... 30

JVM Arguments Info

Shows the Java arguments used by the server within the Applicare controller.

Home - Applicare Information - JVM Args Info Application | Al v | EJ LAST 15 MINUTES ~
Applicare Info Applicare Prope Applicare SQL Data
Server DESKTOP-3760H00_tc_64141  w

-Darceum.js=http://192.168.1.61:8886/applicare/eum/arc-eum.js
-Darcturus_home=G:\Applicare2308\Agentjars\ApplicareSingleAgentWindows
-Dcatalina.base=G:\Applicare 1602mysql_Tomcat\old_agent
-Dcatalina.home=G:\Applicare1602mysql_Tomcat\old_agent
-Deum.beacon=http://192.168.1.61:8886/applicare/eum/beacon

-Dignore.endorsed.dirs=

-Djava.io.tmpdir=G:\Applicare1602mysgl_Tomcat\old_agent\temp
-Djava.library.path=..G:\Applicare2308\Agentjars\ApplicareSingleAgentwindows\bin
-Djava.protocol.handler.pkgs=org.apache.catalina.webresources
-Djava.util.logging.config.file=G:\Applicare1602mysql_Tomcat\old_agent\confllogging.properties
-Djava.util.logging. manager=org.apache.juli.ClassLoaderLogManager

-Djboss.modules.system. pkgs=com.arcturus.aop

-Djdk.tls.ephemeralDHKeySize=2048

-Duem.serviets=true

-Xverify:none
-Javaagent:G:\Applicare2308\Agentjars\ApplicaresingleAgentWindows\applicare-aspects.jar=verbosity=0
-Dapplicare.agent.host=DESKTOP-3760HO0

com.google.protobuf

REST API
https://helpdesk.arcturustech.com/hc/en-us/articles/7644666377357

Monitoring with Applicare

Applicare 9.2 - Arcturus Technologies Inc. Page 413 of 421


https://helpdesk.arcturustech.com/hc/en-us/articles/7644666377357
https://helpdesk.arcturustech.com/hc/en-us/articles/30207489320333-Monitoring-with-Applicare

Arcturus Technologies - Applicare Configuration Guides

CONFIGURATION GUIDES > ADMINISTRATION & SECURITY

Compressing log files on Windows

Applicare 9.2 - Updated September 13, 2024 - Pending technical review

1. Create a .bat file in the directory where the log folder is located.

2. Edit that .bat file, paste the following contents into it, and then save the changes.

BAT

@echo

for /f "tokens=2 delims==" %%a in ('wmic 0S Get localdatetime /value') do set "dt=%%a"
set "YY=%dt:~2,2%" & set "YYYY=%dt:~0,4%" & set "MM=%dt:~4,2%" & set "DD=%dt:~6,2%"
set "HH=%dt:~8,2%" & set "Min=%dt:~10,2%" & set "Sec=%dt:~12,2%"

set "fullstamp=2%MM%s—%DD%—%YYYY%_S%HH%—%Min%—%Sec%"

echo compressed file to zip that folder
set path=%cd%
uncomment the below line enter the path if the bat file is in different location

rem set path=

cd %path%

zip -r compressed_Sfullstamp%.zip *.* —-x '"k.zip" '"x.bat"

3. Running the .bat file will compress all the files within the folder.

Monitoring with Applicare
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LAMA configuration in Applicare

Applicare 9.2 - Updated September 13, 2024 - Pending technical review

1. Log in to Applicare console. Go to LAMA menu and click the settings icon.

ﬂ -
ARCTURUS Key Business Txn Health
FONSTANT RO LOAD 0/min ART 0 ms SUCCESS 0/min HTTH

Home - LAMA Configuration
LAMA Dashboard o ‘e

Saved configs

Enterprise

Overview

LAMA API Configuration
s

Environment Name

Synthetic User Experience

Exchange
Business Transactions

Application

App Analyzer

Server Analyzer

Login APl hrtp
LAMA Memhb

Sensor Analyzer

Passw
Alerts

2. Follow the below steps to configure LAMA API.

a. Enter the required name in the Environment Name text box.

Environment Name | National Stack

b. Click on Exchange dropdown and choose the desired stock exchange.
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Exchange -

Mational Stock Exchange

Application Bombay Stock Exchange
Metropolitan Stock Exchange
Login API Multi-Commodity Exchange

National Commaodity and Derivatives Exchange
Others

c. Click on Application dropdown and select any required application.

Application v

Client Connectivity

Order Management System
Risk Management System
Exchange Connectivity
Others

Login AP

d. Enter the APl login URL and your login credential.

Login APl | https://lama.uat.nseindia.com/api/V1/auth/login

Member Code Login ID

Passwaord Secret key

--------------------------------------------------------

e. Enter the API logout URL

Logout APl | https://lama.uat.nseindia.com/api/V1/auth/logout

f. Enter the Application metrics API URL.

Application metrics APl | https://lama.uat.nseindia.com/api/V1/metrics/application x

d. Enter the Hardware Metrics API URL.

Hardware Metrics APl | https://lama.uat.nseindia.com/api/V1/metrics/hardware

h. Enter the Database Metrics APl URL.

Database Metrics APl | https://lama.uat.nseindia.com/api/V1/metrics/database

i. Enter the Network Metrics API URL.

NEtwork Metrics APl | https://lama.uat.nseindia.com/api/V1/metrics/network

j. In the Data Post Interval textbox, Enter the time interval for posting the data.
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Data Post Interval | S =

k. To post data, You need to check the "Activate" checkbox.

Activate | .

To avoid posting data, Uncheck the checkbox.
Activate

|. Choose the application to which you want to post data from the Assign Application box.

Assign Applications | L5

=

Il

o [ e

m. Select the application for posting network data from the Assign SNMP Application box.

Assign SNMP Applications | Router o S

I

n. Enter the index details for APPs in the "SNMP Index Details" section and click the "Save" button..
INERR - IfInErr Index

OUTERR - [fOutErr Index

IN - IfInOctets Index

OUT - IfOutOctets Index

SP - IfSpeed Index

SNMP Index Details | {"Router":"INERR_16~OUTERR_16~IN_16~-OUT_16~SP_16"}
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e.g.
1. For Single App entry : {"Router":"INERR_166UFERR-16IN_166U+=16SP_16"}
2. For Multiple App entry

{"Router":"INERR_166UFERRAGIN_166UF+16SP_16",
"Router2":"INERR_29OUFERR=22IN_2964+—29SP_29"}

To find the index, follow these steps:

* The index refers to the interface. To locate the index for a specific interface, go to the Sensor Analyzer
screen.

e Set the type to SNMP and select the server.

* In the search box, type 'ifDescr' and select that field from the left-hand side.

* On the right-hand side, you will see a list of interfaces and their OIDs. The last value in the OID is the
index for that interface. Typically, this index will be the same for the IN, OUT, and SP values.

Home - Sensor Analyzer - Configuration - Create Sensors Application | All
Create Sensors/Dashboard Complex Sensors Combined Charts Manage Sensors/Dashboard Create Analytics Dashboard
SNMP v Property “ Value
Router v 1.3.6.1.2.1.2.2.1.2.14 gre0

m X 1.3.6:1.201.2.2:1. 216 br0

E| 1.3.6.1.2.1.2.2.1.2.27 wli0.5
[ IS0
E- identified-organization 1SI6R 2RI D100 ppp0
[t dod
El internet
El mgmt
- te mib-2
B}l B interfaces Dashboards New... v Dashboard Name
‘ EI ifTable Interval (min) 10 Private  Sens I-
& ; fEntry Server MRBean
! : ifDescr Type
=) B ipveMIB
- B ipv6MIBObjects

The index for gre0 interface is 14
The index for br0 interface is 16

Likewise we can find the index for IN, OUT and SP values.
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v
Home - Sensor Analyzer - Configuration - Create Sensors

Create Sensors/Dashboard

Complex Sensors

SNMP e

Combined Charts

Manage Sensors/Dashboard

Configuration Guides

Application | All

Create Analytics Dashboard

Property “~ Value
Router v 1.3.6.1.2.1.2.2.1.10.14 0
| ifinOctets 1.3.6.1.2.1.2.2.1.10.16 850506326
e root
= I; - 1.3.6.1.2.1.2.2.1.10.27 0
- Iso
B B identified-organization 1.3.6.1.21.22.1.10.29 255
B 1 dod
E [ internet
El B mgmt
E Mg mib-2
EI B interfaces Dashboards New... v Dashboard Name Type Bar Chart
E| W ifTable Interval (min) 10 Private | Sensor Name
Er . IfEntry I Server MBean Type MBean Prop:
= ifinOctets Name
Dl e Aembrmme
Home « Sensor Analyzer - Configuration - Create Sensors Applicati
Create Sensors/Dashbolid Complex Sensors Combined Charts Manage Sensors/Dashboard Create Analytics Dashboard
SNMP v Property “ Value
Router v 1.3.6.1.2.1.2.21.16.14 0
| ifOutOctets 1.3.6.1.2.1.2.2.1.16.16 255
- B root
El . 1.3.6.1.2.1.2.21.16.27 0
- IS0
E| @ identified-organization 1.2:6:1.2:1:2.2:1:16:29 847864736
- B dod
E B internet
E| o mgmt
E] B mib-2
El B interfaces Dashboards New... v Dashboard Name Type
E| [0 ifTable Interval (min)| 10 Private | Sensor Name
- i ifEntry I Server MBean Type MBean
- | ifoutOctets Name
Home - Sensor Analyzer - Configuration - Create Sensors b Applicatio
Create Sensors/Dashboard Complex Sensors Combined Charts Manage Sensors/Dashboard Create Analytics Dashboard
SNMP v Property “ Value
Router v 1.3.6.1.2.1.2.2.1.5.14 100000000
| ,'fSPeed 1.3.6.1.2.1.2.2.1.5.16 100000000
- B root
El - 1.3.6.1.2.1.2.2.1.5.27 100000000
- 150
El " identified-organization 13.61.21.2.21.5.29 0
£} 0 ded
El B9 internet
El B mgmt
El B mib-2
El B interfaces Dashboards New... v Dashboard Name Type i
EI 0 ifTable Interval (min)| 10 Private | Sensor Name
[} W ifentry I Server MBean Type MBean
. ifSpeed Name
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For Database Metrics

1. For oracle we need to add few custom values in the LAMA Settings in the overview screen.
PNAME_<VALUE> TMBPS_<VALUE>

e.g.

PNAME - Process Name indicating Replication Availability

TMBPS - Total Megabits per second of internet speed

PNAME_MRPO,TMBPS_1000

MRPO - It is the process name. If this process is not available then the replication is not active.

1000 - 1000 Megabits per second.

LAMA Configuration
Home - LAMA Configuration Application |All

LAMA Dashboard Q

Saved configs A4

LAMA API Configuration

Environment Name

Exchange v
Application v
Login API ttp://192.168
Member Code Login ID
Password Secret key
Logout API ttp://192.168
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Application metrics API
Hardware Metrics API
Database Metrics API

Network Metrics API
Data Post Interval

Activate
Stop Post Data
Stop Data Save

Trade Api

Authentication Api

Assign Applications

Assign SNMP Applications

SNMP Index Details

Monitoring with Applicare

http://192.168.0.1:80/metrics/application

http://192.168.0.1:80/metrics/hardware

http://192.168.0.1:80/metrics/database

http://192.168.0.1:80/metrics/network

DESKTOP-LOHKKIU
1S
Standalone

Tomcat

Router
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