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CONFIGURATION GUIDES > ADMINISTRATION & SECURITY

Configuring Applicare with OKTA using SAML

Applicare 9.2 - Updated September 13, 2024 - sso - Pending technical review

User Creation

1. Log in to your OKTA Admin account and select People from the Directory menu.

$& okta Q

Dashboard b d

Directory ~ People
People 0 9 & Add person C Reset passwords } [ More actions ~
Groups
Devices

2. Enter the user details and set the password and click the Save button.
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Add Person o

User type @ User ¥
First name Rob

Last name Smith

Username rob@arcturustech.com

Primary email

rob@arcturustech.com

Groups (optional)

Activation Activate now v

| will set password

To create new users with password, enroliment policy
must set password as required

0 User must change password on first login

Do not send unsolicited or unauthorized activation emails. Read more

e m Save and Add Another Cancel

Group Creation

1. Go to Groups under the Directory menu and click the Add Group button.
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3% okta

Dashboard s
Directory o~
People
o
Devices
Profile Editor
Directory Integrations
Profile Sources
Customizations ~

Applications ~

Configuring Applicare with OKTA using SAML

@ 00 rob@arcturustech.... |
00 okta-dev-94023081

Groups

All

Rules

Advanced search v

Group source type | All \

Group name

3¢
3¢

Everyone
All users in your organization

Okta Administrators

@ Helj

&

Showing 2

People Applications

2 0

Okta manaaes this aroup. which contains all administrators in vour oraanization.

2. Enter Applicare Admin as the name and click the Save button. The description is optional.

Add group

MName

Description {optional)

Applicare Admin

All the Admin users will be available in this group.

o EY -

k Fl
3. Similarly, add another group with the name as Applicare Readonly and click the Save button. The
description is optional.
F B |

Add group @

MName .

Applicare Readonly
HesApIORYoRRanE!) All the Readonly users will be available in this group.
e B3 -

kL y |
App Integration
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1. Go to Applications under the Applications menu and click the Create App Integration button

$% okta

Dashboard ¥
Directory .4
Customizations .
Applications £y
Applications o
Self Service

API Service Integrations

Wenr MK Intanratione

2. Select SAML 2.0 and click the Next button.

Create a new app integration

Sign-in method b

Learn More 2

| a

Applications

Developer Edition provides a limit

Deactivate unused apps or check out our plans page. C

e Create App Integration Browse App Catalog [

Search

OIDC - OpeniD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpeints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SS50. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific S5O method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APls using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

3. Enter the App name as Applicare SAML and click the Next button.

Applicare 9.2
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=:Create SAML Integration

o General Settings

s

1 General Settings

App name Applicare SAML

(optiona
App logo (optional) E]

App visibility Do not display application icon to users

4. Enter the Single sign-on URL and Audience URI and select other options in the dropdown.

¢ Single sign-on URL -> Applicare_Base_URL/saml|/SSO
o Audience URI (SP Entity ID) -> Applicare_Base_URL/saml/metadata
¢ Replace the Applicare_Base_URL with the actual URL.

e.g.

¢ Applicare_Base_URL-> https://192.168.0.107:443/applicare
¢ Single sign-on URL -> https://192.168.0.107:443/applicare [saml/SSO
¢ Audience URI (SP Entity ID) -> https://192.168.0.107:443/applicare [saml/metadata
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=:Edit SAML Integration

General Settings o Configure SAML

A SAML Settings

General

Single sign-on URL @ https://192.168.0.107:443/applicare/saml/SSO

Use this for Recipient URL and Destination URL

Audience URI {SP Entity ID) @ https://192.168.0.107:443/applicare/saml/metadata

Default RelayState @

If no value is set, a blank RelayState is sent

Mame ID format @

Unspecified v
Application username @ Okta usemame S
Update application username on Create and update 2

Show Advanced Settings

5. Click Show Advanced Settings button
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=:Edit SAML Integration

e Configure SAML

A SAML Settings

General

Single sign-on URL @ https://192.168.0.107:443/applicare/saml/SSO

Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ https://192.168.0.107:443/applicare/saml/metadata

Default RelayState @

If no value is set, a blank RelayState is sent

Mame ID format @

Unspecified v
Application username @ Okta usemame S
Update application username on Create and update L

Show Advanced Settings

6. Add the below details

e Browse and upload the Applicare Signature Certificate file (.cer). This certificate file is generates
during the HTTPS configuration for Applicare. For instruction on self- signed HTTPS configuration
Click here.

e Check the box for Allow Application to initiate Single Logout.

o Enter the Single Logout URL as Applicare_Base_URL/login/logout.jsp?loginType=console

o Enter the SP Issuer as Applicare_Base_URL/saml/metadata

o Replace the Applicare_Base_URL with actual URL.

e.g.

o Applicare_Base_URL -> https://192.168.0.107:443/applicare
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¢ Single Logout URL -> https://192.168.0.107:443/applicare [login/logout.jsp?loginType=console
e SPlssuer -> https://192.168.0.107:443/applicare [saml/metadata

Signature Algorithm @ RSA-SHAZ56

s

Digest Algorithm @ SHAZ56

Assertion Encryption @ Unencrypted -

L= i

Signature Certificate @ Browse files

Enable Single Logout @ @ Allow application to initiate Single Logout

Single Logout URL @ https://192.168.0.107:443/applicare/login/logout.jsp?log

SP lssuer https://192.168.0.107:44 3/applicare/saml/metadata

Signed Requests @ Validate SAML requests with signature certificates.

SAML request payload will be validated. S50 URLs will be
read dynamically from the request. Read more

7. Add the FirstName, LastName, EmailAddress, Username and user.group attributes, then click the
Next button.
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&trlbute Statements (optlonal) LEARN MORE
Name Mame format Value
;_u 'J‘I.;UI n;{;
FirstMName Unspecified v user.firstName =
LastName Unspecified - userlastName %
EmailAddress Unspecified 4 user.email -
username Unspecified A user.login v

Add Another

Group Attribute Statements (optlonal)

Name MName format Filter
J[up I.;UI |a;
user.group Unspecified - Contains * | Applicare

Add Another

8. Click the Finish button.

% Create SAML Integration

General Settings Configure SAML e Feedback

3  Help Okta Support understand how you configured this application
‘Why are you asking me this?

] ) : N i This form provides Okta Support with
The optional guestions below assist Okta Support in understanding your app

£ . useful background information about
integration.

your app. Thank you for your help—we

appreciate it.
App type @ a This is an internal app that we have created
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Assign Application to People

1. Go to Applications under the Applications menu and select Applicare SAML.

DO rob@arcturustech....
{% okta Q 00 okia-dev-94023081
Dashboard ~
Directory ~ Applications & el
L
Customizations ~

Developer Edition provides a limited number of apps.

Applications ~ Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.
Applications : i )
Create App Integration Browse App Catalog I Assign Users to App J More ~ |
Self Service
API Service Integrations Search
Your OIN Integrations
STATUS @ Applicare SAML & -
Sacurity L5 ACTIVE 2
Workflow < INACTIVE 2 @ Okta Admin Console
Beports i @ Okta Browser Plugin

2. Select Assign to People option under the Assign dropdown.

©

Applicare SAML

‘ Active ~

‘ = ‘ View Logs Monitor Imports

General Sign On Import Assignments

‘ Convert assignments ~ Search... People ~

Assign to People
Fil| °%'9 P T

p¢ Assign to Groups

Groups 01101110
01101111
012100

3. Click the Assign button for the user which we are going to assign the App.
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Assign Applicare SAML to People X
Search...
Rob Smith ;
Assign
rob@arcturustech.com
Tom Mac y
Assign

tom@arcturustech.com

4. Click the Save and Go Back button.

Assign Applicare SAML to People

User Name

rob@arcturustech.com

5. After assigning the users click the Done button.

Assié_:jn Applicare SAML to People

| Search... ‘

Rob Smith
rob@arcturustech.com

Tom Mac
tom@arcturustech.com

Assign Application to Group

Applicare 9.2

Save and Go Back

Cancel

Assign
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Navigate to Applications under the Applications menu and select Applicare SAML.

00 rob@arcturustech....
* okta Q 00 okta-dev-94023081
Dashboard N
i i Hell
T . Applications © Help
l}
Customizations ~ Sae 2 i e
Developer Edition provides a limited humber of apps.
Applications A~ Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.
Applications . . ( b
Create App Integration Browse App Catalog I Assign Users to App | More ~ |
Self Service
API Service Integrations Search
Your OIN Integrations
STATUS @ Applicare SAML P
Seclrity ¥ ACTIVE 2
Workflow - INACTIVE 2 @ Okta Admin Console
Reports ~ @ Okta Browser Plugin

2. Choose Assign to Groups from the Assign dropdown.

©

Applicare SAML

‘ Active ~

‘ = ‘ View Logs Monitor Imports

General Sign On Import Assignments

m ‘ Convert assignments v Search... People ~

Assign to People
Fil g P Type

p¢| Assign to Groups

= Mac Individual i %
Groups 1 tom@arcturustech.com
Rob Smith Individual y x

rob@arcturustech.com

3. Click the Assign button for both the Applicare Admin and Applicare Readonly groups, then click the
Done button.
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X

Assign Applicare SAML to Groups

Search... o

a:@ Applicare Admin o
All the Admin users will be available in this group. H e

i::& Applicare Readonly
All the readonly users will be available in this group

Everyone :
g gt Assign
All users in your organization

Assign People to Group

1. Go to Groups under the Directory menu and select the Applicare Readonly group.

£} okta 2 O B e
Dashboard v :
s Directory ~ Groups @ Help
PEOR Al Rules

Devices % | Q ‘ 4, Add group

Advanced search ~
Profile Editor

Directory Integrations Group source type Al 2 Showing 4
Profile Sources Group name People Applications
Customizations v # Applicare Readonly 0 1
All the readonly users will be available in this group

Applications » # Applicare Admin o} 1
All the Admin users will be available in this group.
Security ~
# Everyone 2 (o]

All 11gere in wniir arnanization

2. Click the Assign people button.
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O Applicare Readonly

All the readonly users will be available in this group

b
Created: 3/4/2024 Last modified: 3/4/2024 View logs
People Applications Profile Directories Admin roles
People

Advanced search *

Person & username

3. Click the plus button for the users which we need to assign

Assign people to Applicare Readonly

Advanced search ~

More actions ~

Person & username

Tom Mac
tom@arcturustech.com

Rob Smith
rob@arcturustech.com

4. After assigning the users, click the Done button.

Applicare 9.2

Configuring Applicare with OKTA using SAML

Assign people

Showing 0 of O

Status

that group.

(o)

Showing 2
Status
Active g
Active o
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Assign people to Applicare Readonly

[

Advanced rch

{ More actions 'J

Showing 2

Person & username Status

Tom Mac Active @ Assigned
tom@arcturustech.com Remove

Rob Smith Active
rob@arcturustech.com

—+

5. Go to Groups under the Directory menu and select the Applicare Admin Group.

Dashboard v

Directory ~

Groups @ Help
N

People Al Rules

Groups

Devices P @ 4% Add group

Advanced search
Profile Editor

Directory Integrations Group source type | All v Showing 4
Profile Sources Group name People Applications
Customizations v * Applicare Readonly 1 i

All the readonly users will be available in this group

Applications » ﬁ Applicare Admin 0 1
All the Admin users will be available in this group.

S

6. Click the Assign people button.
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O Applicare Admin

All the Admin users will be available in this group.

Created: 3/4/2024 Last modified: 3/4/2024 View logs

People Applications Profile Directories Admin roles

People

(e - =

Showing 0 of O

Advanced search ~

Person & username Status

7. Click the plus button for the users which we need to assign that group.
Assign people to Applicare Admin

(]

Advanced search -

More actions ~

Showing 2
Person & username Status
Tom Mac Active 5
tom@arcturustech.com
Rob Smith Active g

rob@arcturustech.com

8. After assigning the users click the Done button.
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Assign people to Applicare Admin Done

Advanced search ~

More actions ~

Person & username

Tom Mac
tom@arcturustech.com

Rob Smith
rob@arcturustech.com

Configuration on Applicare Controller

Status

Active

Active

Configuring Applicare with OKTA using SAML

] o

Showing 2

-+

@ Assigned
Remove

Step 1: Add the following properties to the ApplicareController.props file.

saml.firstname.field=FirstName saml.lastname.field=LastName saml.email.field=EmailAddress

saml.login.field=username saml.group.field=user.group applicare.saml.enableReadOnlyAccess=true

The saml.login.field is used to authenticate the SAML user for the Application. If the username attribute

is not available, use any other available provided by the Application.

e.d.

saml.login.field=EmailAddress (or) saml.login.field=FirstName (or) saml.login.field=LastName

saml.lastname.field=LastName

saml.login.field=username
saml.group.field=user.group

Applicare 9.2

saml.firstname.field=FirstName

saml.email.field=EmailAddress

applicare.saml.enableReadOnlyAccess=true
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Step 2: Modify the Applicare server startup script located in ${arcturus_home/scripts/setAdminEnv.sh}
for Unix/Linux or ${arcturus_home/scripts/setAdminEnv.bat} for Windows.

1. Change the -Dspring.profiles.active=nosaml to -Dspring.profiles.active=saml option to JAVA_OPT
as shown here:

TEXT
-Dspring.profiles.active=saml

This is required for the Applicare server to start.

e e B i T T

|set JAVA OPTS=-noverify -Darcturus_home=%ARCTURUS HOMEZ |-Dspring.profiles.active=saml

el Cyguegoy Cramwieegm st s arilis : o A L e b e e DA TAAIMITITAITO TTARSTIO

2. Configure Identity Provider Metadata XML
Obtain the URL from the Identity Provider.
To retrieve URL from OKTA:

e Loginin to OKTA.
o Select Applications from the left hand menu.
o Choose the Applicare SAML app.

% okta a
Dashboard i s Create App Integration Browse App Catalog { Assign Users to App ] [ More ~ ]

Directory ~
Search
Customizations v
it ~ STATUS {:} Applicare SAML
Applications ACTIVE 1
INACTIVE 1 @ Okta Admin Console
Self Service

e Select the Sign On tab.

o Copy the Metadata URL and replace it in the <metadataurl> in the -Dsaml.idp.url argument.
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$% okta [a

Dashboard et & Back to Applications
Directory ¥ @ Applicare SAML
Customizations v View Logs Monitor Imports
Applications ” » .
General Sign On Import Assignments
Applications
Self Service Settings Edit

API Service Integrations

s

Sign on methods
Your OIN Integrations

The sign-on method determines how a user signs into and manages their credentials for an

Security e application. Some sign-on methods require additional configuration in the 3 party application.
Workflow ¥ Application username is determined by the user profile mapping. Configure profile mapping
Reports e SAML 2.0
Settings b
Default Relay State
Metadata detalls
Metadata URL https://dev-
T TTaokta.com/fapp/exkf02eng7H53gnNasd7/ss
o/saml/metadata
E Copy
YAML

-Dsaml. idp.url=<metadataurl>
Example:
-Dsaml. idp.url=https://dev-23232322.0kta.com/app/exkf@2cnq7H53gnNa5d7/sso/saml/metadata

|n;1 .pch)f;i_les .active=saml | —-Dsaml.idp.url=https://dev-23232322.0kta.com/app/exkf02cng7H53gnNabd7/ss0/saml /metadata

PR ]

T

3. Configure entity ID

YAML
-Dapplicare.saml.entityID=https://{ApplicareIP}:{ApplicarePort}/applicare/saml/metadata
Example:

-Dapplicare.saml.entityID=https://192.168.0.107:443/applicare/saml/metadata

—-Dapplicare.saml.entityID=https://192.168.0.107:443/applicare/saml/metadata

4. Set the entity base
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YAML
—-Dapplicare.saml.entityBaseUrl=https://{ApplicareIP}:{ApplicarePort}/applicare
Example:

-Dapplicare.saml.entityBaseUrl=https://192.168.0.107:443/applicare

—Dapplicare.saml.entityBaseUrl=https://192.168.0.107:443/applicare

5. Set the Certificate file path

YAML
—-Dsaml.jksfile=Applicare controller SSL Certificate (.jks) file path
Example:

-Dsaml. jksfile=C:\sscertificate\certificate.jks

—-Dsaml.jksfile=C:\sscertificatel\certificate. jk3

6. Set the KeyStore alias name

YAML
-Dsaml. jksalias=ALIAS_NAME
Example:

-Dsaml. jksalias=applicare

—-Dsaml.jksalias=applicare

7. Set the KeyStore password

YAML
-Dsaml. jkskeystorepass=Keystore password
Example:

-Dsaml. jkskeystorepass=changeit

—Dsaml . jkskeystorepass=changeit

8. Set the Key password

YAML
-Dsaml. jkskeypass=Key password for alias
Example:

-Dsaml. jkskeypass=changeit
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—-Dsaml. jkskeypass=changeit

Monitoring with Applicare
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