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USING APPLICARE > DASHBOARDS

App Monitoring Dashboard

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

Overview

The App Analyzer is designed to evaluate the performance of an entire enterprise application, providing
comprehensive insights into various transactions, SQL queries and other metrics across all servers that
support the application.

HTTP

The top table displays URI along with its performance metrics, including count, average and performance
percentiles. Selecting a row will reveal the performance details for that URI within the chosen time period
in the central chart. On bottom left, performance is shown on all the servers in the application and on
bottom right is the chart showing comparative performance across all servers.

~ Key Business Txn Health &
LOAD 12/min ART 557.7 M SUCCESS 12/min ®10 @0 G0
Home « App Analyzer « HTTP Application | A v | B3 LasT 15 MiNuTES ~
Sort by Count v Shaw only top level transactions AutoRefesh @& C© @
HTT v Co ™ ot i P
Last Refreshed 08/18/2021 10:31:40 All I Css img Others 1to 100f 10
URI Count ¥  Error Count Average (ms) Max (ms) Min (ms) Std. Dev. (ms) 95th Percentile (ms) | 75th Percentile (ms)  50th Percentile {ms) 25th Percentile (ms)  Sth percentile (ms)
1jpetstore/shopriewproduct.shtmi 20 ) s = 4 1 7 5 5 5 s
fjPetStore/shopiviewProduct.shtmis 30 30 o 1 0 0o 1 1 1 0 0
HPetStore/shoy em.shiml 30 0 3 3 2 0 4 2 4 3
JjPetStoressh jex_shtmi 5 o 1 2 1 o 2 2
F=Y |/IPetStore/shop/signonForm.shitmi 5 o 1 o F
Jaddress 15 o o 1 o o 1 1] o
IIPetStore/shophiewCategory shtm 5 ] e 1 8 1 1 o 8 8
/viewCategory.shtm 4 0 10004 10010 10003 1 10010 10005 10004 10004 0003

Load And AT

e

I Avg. Response time 5 ms

L

31 032 033 024 1036 103

DESKTOR-3760H00_tc_52576 30 142 4.933333233332334 = | [ ART {ms} Wews

E-----

Server = Caunt Tetal Time Avg (ms)

ART (ms)
Load

HTTP Errors

The HTTP Errors tab provides details of HTTP errors and allows drilling down into any specific http error.
Details available for each http error are server name, URI, failure time, IP of the user who experienced the
error, HTTP error code (404, 500 etc.) and HTTP exception details. Exception stack is available in the
middle text box on selecting a transaction row in the table on top.

Applicare 10.0 - Arcturus Technologies Inc. Page 4 of 170



Arcturus Technologies - Applicare Using Applicare

@ Errors ¥ Servers Health

@10 @0 @o

——— ropicion [E———

Error Type Al ¥ Ermorcode Code AutoRefresh © @
WITP  Emors | ButemalWebServkes  5QL  Connection Leak ImefiSerse DI LDAP M5 Mel  Collecions  Spring
Last Refreshed 08/12/2021 10:41:14 1to320t32
Server Name Failure Time * Type [ Error Code Reason
DESKTOP-3760H00_tc 52576 {IPetStore/shopiviewProduct.shtmis 08118 10:40:01 HITR 192.168.1.61 404 =
DESKTOP-3760HO0_tc 52576 [|PetStore/shopAviewProduct.shimis HTTP 192.168.1.61 404
Applicareadmin Favicanico HTTP 192.168.1.61 208
DESKTOP-3760H00_tc 52576 /IPetStore/shopiviewProduct shmis HTTR 192.168.1.61 204
e DESKTOP-3760H00_tc_52576 {JPetStore/shopiviewProduct.shtmi5 HTTP 192.168.1.61 404
DESKTOP-3760H00_IC_52576 [petstorershopiviewProduct.shimis HTTP 192.168.1.61 404
DESKTOP-3760H00_tc_52576 [petstaresshopiviewProduct shimis 08/18 10:38:00 HTTP 192.168.1.61 204
DESKTOP-3760H00_tc_S2576 {JPetStare/shopiviewProduct.shtm|5 08/18 10:37:01 HTTP 192.168.1.61 04
DESKTOP-3760H00_1¢_52576 {PetStore/shopiviewProduct.shtmis 08/18 10:37:00 HTTP 192.168.1.61 404 y
URI: /IPetStore/shop/vienProduct.shtmlS
Server Name: OESKTOP-3760H0_tc_52576
Failure At: B8/18 12:42:91
Resolutian: Minuces -
Errors count
@ sows
00
0

External WebServices

The External Web Services tab works very similar to HTTP tab, and provides performance data for external
web service calls made from your application. Top table presents performance data in a tabular format,
while the middle charts illustrate the performance of web services across all servers over time. Bottom left
table shows performance on individual servers and bottom right chart either shows comparative
performance or performance on an individual server if a server or row is selected in the bottom left table.

LOAD 12/min ART ’ @10 @0 ®o
Home * App Analyzer + External Webservices Application l:' B3 LAST 15 MINUTES ~
Sort by Count - AutoRefresh @ C @
WP Extemal WebServces | SQL  Con neeTrace o oap s Ma Spring
Last Refreshed 08/18/2021 10:42:52 1to7of 7
External Web Services Operation name | Count = |EmorCount  Totaltime(ms) Average(ms) | Maximum(ms) Minimum(ms) Std.Dev.(ms) | OSthPercentiie | 75thPercentie  SOthPercentile 25t Percentile SthPercentile
(ms) (ms) (ms) (ms) (ms)
192.168.1.61:8003/)PetStore/shoprviewitem.shimi 20 0 131 40 7 E 0 5 5 5 4 4 =
192.168.1.61:8003/JPetstore/shop/viewProduct.sh.. 30 o m 5.0 e 4 3 8 -] L3 5 5
192.168.1.61:5003/PstStore/shop/signonForm.sh. 15 0 Y 20 4 2 [ 4 3 2 2 2
192.168.1.61:8003/JPetStore/shoplindex shtmi 15 0 0 20 3 1 0 3 2 2 2 1
E=1 192.168.1.61:2002/)PetStore/shop/ViewCategory.s... 15 o 153 10.0 13 9 1 13 10 10 10 9
http:/192.168.1.35:8983/s0lr/applicare2/select?q... 135 o 52 3.0 14 1 3 o ] o o o
hittp://122.168.1.35:8983/s0lr/applicare2fupdate 2 0 337 163.0 211 126 [ 169 168 169 169 169

Load

760H00 r 52576 "
Server - Count Total Time Fr DESKTOP.3760HO0 I2_5257

DESKTOP-3760H00_tc_52576 30 13 4.366666566666666 i | [ ART (s
ems

- I I I I I l I -

2ms 5

oms I I I l I I I £
a30 1035 10

Load

ART (ms)
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SQL

The SQL tab displays cumulative performance data for various SQL queries executed on the server within
the app. Initially, a pie chart reveals the percentage of total time consumed by different SQL queries.

When you select a specific SQL query, the middle chart will present its cumulative performance across the
application, while the bottom right chart provides a comparative view of performance across all servers.

The bottom left section details performance on individual servers, allowing you to a server and view its
performance in the bottom right chart.

2 Key Business Txn Health 7 Servers Health
LOAD 12/min ART 557.7 ms SUCCESS 12/min HTTP 2/min SQL O/min JNDI 0/min WEB SERVICES 0/min ®10 @0 ®o0
Home * App Analyzer * SQL Application ES LAST 15 MINUTES ~
Sort by Count v AutoRefresh @& € @
HTTP  Erors  External WebServices | SQL Connection Leak nteliTrace  InceliSense  INDI LDAP  JMS  Mai Collections ~ Spring
Last Refreshed 08/18/2021 10:46:14 Al Selact Insert | Update | Delete || Others L 1t0 100 of 120
sqL Count ~ | Errors Count | Database Name Total time (ms) | Average(ms) | Maximum (ms) Minimum (ms)  Std. Dev. (ms) | 95th Percentile | 75th Percentile | 50th Percentile | 25th Percentile | 5th Percentile
Fint SQL (ms) (ms) (ms) (ms) (ms)
SELECT USER() 134 0 applicare1207 o 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 N
SELECT 1 82 0 applicare1207 6 0.0 2.0 2.0 0.0 1.0 1.0 1.0 1.0 1.0
select * from settings where name = ‘ALERTS_DEF... | 51 0 applicare1207 0 00 00 00 00 00 00 00 00 00
select @@session.transaction_read_only 30 0 applicare1207 o 0.0 0.0 0.0 0.0 0.0 [oX4] 0.0 0.0 0.0
8 SELECT PRODUCTID, NAME, DESCN as description.... 30 0 G:\JPetStoreDBS 5 0.0 1.0 0.0 0.0 1.0 1.0 0.0 0.0 0.0
SELECT QTY AS value FROM INVENTORY WHERE IT... 30 0 G:\JPetStoreDBS 2 0.0 1.0 0.0 0.0 1.0 0.0 0.0 0.0 0.0
select LITEMID, LISTPRICE, UNITCOST, SUPPLIER A... | 30 0 G\lPetStoreDE5 1 00 1.0 00 00 0.0 00 00 00 00
[} avolicare1012cluster ) 00 00 00 00 00 00 00 00 00 &

select * from alert definitions where user id = 'ad... | 30
b

Summary Load And ART

All appiications

ART (ms)
i E
Load

Server o Count Total Time Aug (ms)

DESKTOP-3760HO0_tc_52576 30 5 0.16666666666666566 B W waa ART (ms) Meros

ART (ms)
i B
Load

Connection Leak

The Connection Leak tab shows detailed information about each connection leak, including the code
responsible for the leak, the associated datasource, the time the connection was opened, and the duration
for which it has been held.
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Busiriess L2n Heat S

LOAD 12/min ART 557.7 Ms SUCCESS 12/min HTTP 2/min SQLO/min JNDI O/Min WEB SERVICES 0/min

AutoRefresh € @

3 HOURS ~

HTTR Exteqnal Wenservice: SGL Connection Lesk iTrac ND! s M Comecions S
Last Refreshed 08/18/2021 10:48:26 1to20of2
Server Name Data Source Opened At ~ | Approximate Elapsed Time Clearad
DESKTOP-3760HO0_tc_52576 Uunknown Wed Aug 18 07:55:17 GMT-0400 2021 1h40 m €02 ms (] =
DESKTOP-3760HO0_te_52576 Unknown Wied Aug 18 07:55:17 GMT-0400 2021 1hdo m 602 ms [

8
Call Stack

com jpetstore.persistenc
COM.|petstore.persistenc
sun.reflect NativeMethod A
sun.reflect NativeMethodAccessorimpl invol
sun.reflect DelegatinghethodAccessarimpl.

imapdao.itemSqIMapDao.getConnection(itemsglMapDao java:105)
imapdao. temsaliapDac. sProtected{itamSqMapDac java:74)
orimplinvol

sun.reflect.NativeMethodAccessarimpl.invokeD{Native Method)

sun.reflect. NativeMethod, ssorimplinvoke{NativeMethodAccessorimpljava:62)
sun.refiect Delegating) sccessorimplinvoke(DelegatingMethodAcces Javaidd)
Java.lang.reflect.Method.invoke{Method,java: 495)

voker imvoke{Actioninvoker j
pache.struts.beanaction. DefaultActioninterceptor. intercept(Defa
che.struts. beanaction. BeanAction.execute(BeanAction. java: 24

5.action.RequestProcessor. processActionPerf JuestProcessor javad19)
15 actinn.RenuesiProcessor.nmeess RemestProcessar. laua:774)

oninterceptor javais)

IntelliTrace

IntelliTrace tab shows various transactions including java, web sphere and HTTP calls flowing through the
system. Bottom pie chart shows % based on total time consumed by a particular transaction and shows
the impact of the transaction in grand schema of things.

2 Servers Health
LOAD 12/min ART S57.6 ms SUCCESS 12/min @10 @0 @o

# Key Business Txn Health

fome ntellftrace spplcation [ v ] LT3 e -
Sort by Count ~ AutoRefresh € @
WP Emors  E Connecron Leak | IntsiiTracs et M M Coleons  Spring
Last Refreshed 08/18/2021 10:50: 1to1d0f 14
Trace Name Count ~ Total Time Average (ms) Maximum  Minimum | Std. Dev. 95th Percentile(ms) | 75th Percentile(ms)  SOth Percentile(ms)  25th Percentile{ms)  Sth percentile (ms)
Find race nome (ms) (ms) (ms)
org.xmipull.mxp! . MXParser.nexti) 7875 2757 00 6 0 13 0 10 10 10 10 =
EJvnethk2.internal. ServiceLocatorimpl.getService(java.l.. | 199 225 1.0 5314 0 4 20 20 10 10
sfish.hk2 utilities.cache.internal WeakCARCachel. . 30 1 0.0 1 o o 10 00 00 0.0
URL: [jPetStore/shop/viewitem.shim 20 1 20 E 2 o a0 a0 40 40 20
s URL: JPetStoresshop/iviewPraduct shtml 30 164 S0 24 3 4 140 60 50 50 40
org.xmipull.mxp!. MXParser.setinput(java.io.Reader) 15 0 00 1 0 [ 00 00 00 00 00
URL: [JPetStore/shopiviewCategory.shtml 15 136 5.0 74 7 1 120 10.0 50 8.0 7.0
URL: /JPetStore/shop/signonFort 15 27 1.0 4 1 o 30 20 20 10 1.0

Summary Load And AR

When you select a transaction in top table, the middle chart shows cumulative performance. Bottom left
table shows transaction's performance across servers. Bottom right chart shows comparative
performance or performance on a particular server if a sever row is selected in the table on the left.
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& Servers Health
LOAD 12/min ARTS576 ms SUCCESS 12/min 2 @10 @0 ®o

# Key Business Tun Heslth

Application | a1 v | € st 15 mmures -

Sort by Count ~ AutoRefrech € @
wre ok QL Comnectionte IeWTrace | ImeliSerse  NDI LDAP  JMS  Mel  Colecsons  Spoin
Last Refreshed 08/18/2021 10:50:35 110 140f 14
Trace Name Count = Total Time Average(ms) Maximum  Minimum | Std. Dev 95th Percentile(ms)  75th Percentile (ms) | SOth Percentile(ms)  25th Percentile [ms)  Sth percentile (ms)
> (ms) (ms) (ms)
orgamipull.mxp1.MxParser.next) 7875 2757 00 5 0 13 10 1.0 10 10 10
orgjunethiz.internal. ServiceLocatorimpl. g javal. 199 225 10 s314 o a 20 20 20 10 1.0
org glassfish.nkz.utilties.cache.internal WeakCARCachel.. | 30 1 00 o 0 10 10 o 00 00
URL: APetStare/shop/viesitem shtmi 30 11 30 36 2 ] 40 40 40 40 30
P2 | LR petstoresshopavienproductshim E 164 50 24 3 4 140 60 50 50 40
Ipull.mxp1.MKPar: Reader) 15 0 00 0 o 00 00 0 00 0
URL: PetStare/shop/viewCategory.shtm 15 136 2.0 74 7 1 120 100 20 20 70
URL: /lPetStore/shop/signonForm shimi 15 77 10 4 1 0 30 20 20 10 1.0 B
Summary | Laad And ART
All apgiicatons -,
W We
ws | tesr | e | tess 040 041 042 043 was | toas | ar | oan cam | 030 '
Server - Count Total Time Avg(ms) DESTURATRANO0 I 32508 -
DESKTOP-3760H00_tc_52576 0 12 3733333333333 & LB ART () Mo

ART (ms)
1
Load

IntelliSense

IntelliSense automatically collects in-depth performance data for transactions that exceeds predefined
criteria such as those with duration more than a twice the standard deviation for the specified category
call type. For detailed transaction performance stats, simply double-click the corresponding row.

'~ Key Business Tn Health & Servers Health
LOAD 12/min ART 557.6ms SUCCESS 12/min HITP 2/min SQL O/min JNDI 0/min WEB SERVICES O/min @10 @0 @o
Home + App Analyzer  Intellisense Application E] LAST 3 HOURS ~
Limif — Duration > v o AutoRefresh  C @
HITP  Evors  ExtemclWebSerices  SQL  Connectionlesk  Intelifrace | IngeliSense | INDI  LDAP  JMS  Mal  Collecions  Spring o
Last Refreshed 08/18/202111:12:29 1t030f3
Server Method/URL Recorded ~ | Duration
fin
DESKTOP-3760H00.t€_52...  URL: /|PetStore/shop/viewPraduct.shtml % 08/1809:09:15 15451 ms .
AdminServer URL: /jpetstore/shop/viewCategory.shtml % 08/1808:13:00 135701 ms
Adminserver URL: /jpetstore/shop/additemToCart.shtml % 0818081259 145476 ms

Marked slow since call time of 1451 ms >= 176 ms (2*Standard Deviaticn) for this call type.

Il iverage Response Time (ms)

1,550

1,300

JNDI

The JNDI tab displays performance details for JNDI lookups. The initial view represent a pie chart with
illustrating the percentage of time taken for these lookups.
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# Key Business Txn Health

LOAD 12/min ART S57.6:ms SUCCESS 12/min HITP 2/min SQL O/min JNDI Oimin WEB SERVICES Oimin
Home * App Analyzer « JNDI Application E9 LAST 1 DAY ©
Sort by Count - AutoRefresh  C @
WITP  Emors  ExtermalWebSewices  SQL  Comnectionleak  Inteliliace  InteliSense | JNDI | LDAP  JMS  Msi  Collections  Spring
Last Refreshed 08/18/2021 11:15:24 1todof4
JNDI lookup name Count ~ Errors Count Totaltime(ms)  Average(ms)  Maximum(ms) | Minimum(ms)  Std.Dev.(ms)  95thPercentile | 75thPercentile |S0thPercentile  25thPercentile | SthPercentie
e ND1 lookup name (ms) (ms) (ms) (ms) s
jdbe/jpetstoret 8 10 2 20 12 o 9 40 10 20 10 10 5
javaicomprenv/jdbc/jpetstoret 4 0 0 00 0 0 0 00 00 00 00 00
foo 2 ) o 00 o [} o 00 00 00 00 00
Javair z 0 1 00 1 [} 0 10 10 10 00 00
S
Summary | Load AndART

Jdbcjperstoret: 95.65%

When you select a specific row, detailed information will be displayed in both the middle and bottom
tables/charts.

@10 @0 @o
Home * App Analyzer « JNDI Application [ v ]

[ LAST 1 DAY ~

Sort by Count = AutoRefrsh € @
WP Ewors  External W = SQL  Comeconlesk  ImeSTrace  IneliSerse | NDI | LDAP M5 Mal  Colectons
Last Refreshed 08/18/2021 11:15:24 1todofd
INDI lookup name Count *  Errors Count Totaltime(ms) Average(ms)  Maximum(ms) Minimum(ms) | Std.Dev.(ms)  95thPercentle  7SthPercentle  SOthPercentlle  25thPercentile  SthPercentle
Iy A o (ms) (ms) (ms) (ms) (ms)
jdbcspetstare! 3 10 22 2.0 12 o 9 4.0 4.0 30 1.0 1.0 x
Jjavazcomplenvijdbc/jpetstorel 4 o o 0.0 1] o o 0.0 a0 00 00 0.0
foo 2 0 0 00 0 o 0 0.0 0.0 00 00 0.0
Java 2 o 1 0.0 1 o o 1.0 1.0 1.0 0.0 0.0
8
Mo ART ()
6ms
__E‘, 4ms 3
ons = R — 2
07:54 0755
R - Count Total Time P DESKTOP.3760H00_tc_52576 -
DESKTOP-3760HO0_tc_ 52576 s 2 275 = Moo A M errors

.
Losd

Monitoring with Applicare
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USING APPLICARE > DASHBOARDS

Operations Center

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

The Operation center shows Average Performance Time (ART) of KBT performance based on applications.
It displays from last 60 mins data and refreshes automatically every 5 mins.

Applications KBT transactions in last 60 minutes will not be displayed. At the bottom of the page grid, the
grid shows alerts from the last 60 minutes for the Application listed in the KBT's ART grid at the top.

° . .
Configure criteria
ARCTURUS — #* Key Business Tun Health | & Erors & Servers Heaith
. LOAD 61/min ART 67.5 ms SUCCESS 61/min HTTP O/min_ SQL O/min JNDI O/min WEB SERVICES Bimin ®2 @0 @o
me + Applicare Operation Cente Application [4 v T
application KBT Average Response Time efreshed 1

Application v 06:20 v 06:25 o 06:30 v 06:35 v 06:40 v 06:45 v 06:50

Alert servar Message Generated @ > Cleared Elapsed Time

JPETSTORE Disk C\ -> Used Percent v 47 minutes 52 seconds

JPETSTOR Disk C:\ > Used Percent v; © 12/09/20 23:14:37 15 seconds

> [Screenshot 2 could not be downloaded during import — see migration report]

The "Configure Criteria" feature helps users easily differentiate between best, average, and worst
performance using color coding. You can set color codes for KBT ART, KBT errors, HTTP errors, and SQL
error counts. Values within the good range are shown in green, those in the warning range in yellow, and
critical values in red.

You can configure KBT criteria for individual applications.

Applicare 10.0 - Arcturus Technologies Inc. Page 10 of 170
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ARCTURUS

Application [an ¥ | B3 LasTis nuTES

Application KET Average Responise Refreshed: Smins @

Applicatiorr | 0905~

=~ | ox50 ~ | DS o~ | 000 ~ | 1005

AND <= 1000 &
KBT Errors
ms
4 ms AND < m:
Critical when error count>= | 10 ms
4 HTTPErrors
Alert gred Elapsed Time
Goad when error count <= | 0 ms
IFng Alert Name
mEAND <= O m:

SQL Errors

Good when e

_[Screenshot 4 could not be downloaded during import — see migration report]_To view more

details, hover your mouse over any color-coded cell in the KBT's ART grid and a tooltip will display
the information.

ARCTURUS = # Key Business T Hes & Erors & servers Health
S TANT BTN LOAD 246/min ART 344 ms SU s/min HTTP Oimin SQL O/min JNDI O/min WEB SERVICES 0/min ®2 @0 @1
r Applica tion Center Application | a v | B
Application KBT Average Respopsy 1 g

Application  ~

aams 7ms t1ms 5ms 8ms 6ms 21 ms

35ms 1M3ms 260ms |

Alert Server Message Generated @ * Cleared Elapsed Time

_[Screenshot 6 could not be downloaded during import — see migration report]_By default,
Application with more critical state are displayed on the top and least one are displayed at the bottom
(i.e Apps with more Red are displayed on the top and least Red are displayed at the bottom). It helps
to easily identity the apps in trouble.

Monitoring with Applicare
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USING APPLICARE > DASHBOARDS

Overview

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

The Overview tab provides information on the server's health & other details.

Bsnexs Txn Hieak & Trro ? e Tea
LOAD G/min ART 8356 ms SUCCESS 6/min HTTP Q/min SQLO/min JNDI 0/min WEE SERVICES O/min ®s @o ©2

Home « Overview application [ v ] B8 LasTas s

Servers
server Application Host Narme Current Status ¥ AgentType
o ApplicareAdmin DESKTOP-D8KOD09/192.168.1.35 P Connected Tomcat
L9-RHELS L9-RHELB/19, Connected sandalone
LI0-RHELS ge 375802 APl L10-RHEL/1 2 Connected Generic
DESKTOP-3760HO0_sa My=qi5.7-Monitoring DESKTOP-3760HODM82.168.1.61 P Connected Standalons
DESKTOP-DBKOD0S_was_9353 Network APl DESKTOP-DEK9D09/192.168.1.35 @ Connected WAS
DESKTOP-D8KSD0S_sa Oracle1Sc DESKTOP-DBKSD0g/192.168.1.35 ) Connected Siandalone
DESKTOP-3760HOD_jb_44342 Order Management DESKTOP-3760HOD/192.168.1.61 @ 1ot Connected Jboss
AdminServer PetStore L10-RHEL8/192.168.1.222 Connected Weblogic
DESKTOP-3760HO0_tc_52576 PetStore DESKTOP-3760HOD/92.168.1.61 @ Not Connected Tomeat
L9-RHELS tc_13337 PetStore L9-RHELS/192.168.1.21 ) Connected Tomeat

Servers

After adding an Applicare agent here, you can assign it to an application. An application serves as an
administrative entity, enabling the grouping of data.

Applicare 10.0 - Arcturus Technologies Inc. Page 12 of 170
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Application Management for server

Choose application to add from the list below:

Predefined applications

Order Management
Petstore

Or add a new application definition:

Application:

+ Add e

Application Delete

PetStore

For Agent Auto Update and Restart Click here

Monitoring with Applicare

Applicare 10.0 - Arcturus Technologies Inc.
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USING APPLICARE > DASHBOARDS

Server Comparison

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

Using Applicare

Server Comparison offers a quick and convenient view of your server's CPU, memory, tcp and health

details.

Home - Server Comparison
Server Comparison

CPU

Agentl

cPu

12:20

12:25 12:30

DESKTOP-R5GAL5M _sa111

— =
. 774/\777—0——& —— i

S
12:20 12:25 12:30
TCP
Agent28
250
o 10
230
220 . . T
12:20 12325 1230
Agenc2?
250
o M
L)
220 . . .
12:20 1225 1230

Monitoring with Applicare
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Application LAST 15 MINUTES

Refreshed: 1 mins (3
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Arcturus Technologies - Applicare Using Applicare

USING APPLICARE > DASHBOARDS

Events Calendar

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

Overview

Events Calendar provides a monthly overview of entire enterprise's performance or an application's
performance in a calendar format. Here you easily see how the app performance was for a particular day
or for the entire month. You see number of alerts, failed transactions, slow transactions etc on a particular

day and for the entire month. This way you know how things are improving

e Reduction in number of alerts over time

Transaction's performance improving
e Reduction in number of failed transactions

e Reduction in number of slow transactions

You can add notes on any day to keep track of relevant data such as an outage occured on Aug 18 due to
an app update or why that outage occurred. This way you don't have to dig root cause
details/discussions/notes in your email box, they can all be available here.

+ Key Business Txn Health
LOAD 6/min ART 8356 ms SUCCESS 6/min

Home - vertsClende LT

AUgUSt 2021 toda < <2l 2| osron
#Add Blackout || +AdaTag || #addote | @
sun Mon Tue wed Thu Fri sat
1 2 E 4 5 6 7a
2 o 10 11 12 12 14
15 16 17 18 19 20 2
Check data
h Recovery data
22 2 24 5 26 27 22
E
W reieaT 0 E 361 e W W
500
Slows Transaction 1,162
000
500
Alart= 361 |
4§
od

Aug 17
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Arcturus Technologies - Applicare Using Applicare

USING APPLICARE > DASHBOARDS

Enterprise

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

Applicare Home

The Applicare home page displays the health and performance of the monitored applications. At top is the
application selector, time selector, transactions score card and servers health status.

The application selector dropdown in the top right allows selection of an application to focus the scope of
the analyzers. A server is assigned to an application at the time of adding it to Applicare. Application
assignments can be managed from 'Overview' tab -> servers. A double click on an existing server allows
editing the assigned application. Adding a server to an application allows grouping of data.

+ Key Business Txn Health & Errors & Servers Health

LOAD 12/min ART 557.8 ms SUCCESS 12/min HTTP 2/min SQL O/min JNDI 0/min WEB SERVICES O/min ®10 ®0 @0

Home - Enterprise + Summary sl Application | Al v | ES LAST 15 MINUTES ~

The time period selection on the top bar lets you narrow the focus to a specific time range.

2+ Key Business Txn Health & Errors & Servers Health
LOAD 12/min ART 557.7 ms SUCCESS 12/min HTTP 2/min SQL O/min JNDI O/min WEB SERVICES O/min ®10 ®o0 ®@o

Home - Overview application E3 LAST 15 MINUTES v
—l

The Business Transactions & Servers Health shows the data for the selected application or all
applications if 'All' is selected in application selection dropdown on left.

2 Key Business Txn Health & Emors & Servers Health

LOAD 12/min ART 557.8 ms SUCCESS 12/min HTTP 2/min SQL O/min |NDI 0/min WEB SERVICES O/min ®10 ®o0 ®o

Home « Overview \_ Application B LAST 15 MINUTES v

Below the top scorecards and selectors are various tabs that provide visibility into different aspects of the
enterprise applications.

Enterprise Overview Dashboard

The Enterprise Dashboard provides a quick overview of the health of enterprise applications. It displays
the average response time, business transactions, business transaction's load, success/errors, page load
performance and health of monitored servers.
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+~ Key Business Txn Health & Errors £ Servers Health
LOAD 12/min ART 557.8 ms SUCCESS 12/min HTTP 2/min SQLO/min JNDI 0/min WEB SERVICES. 0/min ®10 ®o0 ®o
Home « Enterprise -+ Summary Application LAST 15 MINUTES +
AutoRefresh €& @ =2
Q Application Servers Health ART (ms) KBT Load KBT Success KBT Errors HTTP Errors SQL Errors INDI Errors WS Errors
APIs & 9 Y o 15 15 0 0 0 0 ] .
Mysql5.7-Monitoring & 0 Y o ] o 0 0 ] ] 0
Network AFI o 9 W s [ o 0 0 0 ] o
Oracle19c L 0 Y o 0 0 0 (] 0 0 0
Order Management & o P [ [ 0 0 0 [ 0
PetStore £ o O nas 15 15 0 26 0 0 0
summary Transactions Flow Network Connections Resolution Minutes hd
Performance By Country - Key Business Transactions (KBT) P
~ W view category 14
Others 382
+

The Enterprise Dashboard offers a convenient to way identify performance issues and drill down into the
details as needed:

- Increase in average response time (ART) for applications
- Business transactions: load, success rates, failures
- Page Load Performance: to show the user's experience from around the globe

- Servers Issues: becoming slow or going down

~ Key Business Txn Health & Errors & Servers Health
LOAD 12/min ART557.8ms SUCCESS 12/min HITP 2/min. SQLO/min JNDA Oirmin. WER SERVICES O/min ®10 Oo ®o
Home - Enerpris - Summary sppicaton [FIET—
o 1

Moo Siow [ I [ TFenE P Ui 15 [

Wemory Usea -, Heap Used

Il Mooy Used 26 W Hep Usea
0% 0%

e 8%

% %

Jos:10 Aug 18,2021 0512 == o520

On the Enterprise Dashboard, the top table allows you to select an application. Double-clicking an
application table switches to the 'Transaction Flow' tab, which displays the flow and performance at each
leg of the application.
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What is the average response time for the app and how does it vary across each
participating server?

Select the bar indicating an increase in ART and it will display a list of servers in the selected app along
with their respective ARTs, making easy to identify any server/s has/have slowed down.

CPU, ART (ms) & Throughput .
W 5T 22T Il cru Used 14 [l hroughpus 0
4,000 - - 100%
3,000 -

2,000 4

1.000 <

Which business transactions are being invoked, and what is their performance?

The Business Transactions Health section displays load, success rates and errors and provides the option
to drill into detailed information.

KBT Health P

09:30 Aug 18, 2021 09:31

Where are the users located, and how is their experience with app?

Performance by Country/City provides insights into end user's experience with the selected application,
including average app server response times, network latency, and browser's page rendering times. It also
allows drill down to 'User Experience' tab for detailed information on individual slow transactions.
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Performance By Country o

L]

+

What servers are currently slow or have experienced downtime?

Servers Health -
[l covn 333

Aug 18, 2021 09:44 lv:R]

How is my application doing in terms of capacity?

The Enterprise Dashboard offers a clear view of an application's performance with respect to CPU,
memory and heap usage. The three charts in the bottom right display cumulative usage by all servers
within the selected application. i.e. in the JPetStore application shown below, the three servers each use
6% CPU, 26% memory, and 51% heap.
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Servers Health - CPU, ART (ms) & Throughput -~
W oo | B | B3 | B [l CPU Used [l Throughput

100%

10:05 1010

Memory Used - Heap Used o
[l vemory Used [l Heap Used
1005 100%
80% 0%
60% 0%
40% 0%
205 20%
0% 0%

10:05 10:10 10:05. 1010

What is the transaction flow of my app and where are the errors occurring?

In the Enterprise dashboard, the Network Connections section displays the connections made by
application's member servers. Clicking on server name hyperlink in bottom left table will provide detailed
information about these connections, including their endpoints and current state.

Errors ]

W0 PsaLo W o 0 PWre 2

18, 2021 10:19

Monitoring with Applicare
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Arcturus Technologies - Applicare Using Applicare

USING APPLICARE > DASHBOARDS

Unattached servers

Applicare 10.0 - Updated February 4, 2026 - Pending technical review

This feature displays the details of agents who attempt to add on the Applicare after reaching the
allocated agent license limit. This helps administrators identify and monitor additional agent registration
attempts when licenses are unavailable.

LOAD O/min ART 28ms SUCCESS O/min HTTP Ofmin SQL O/min JNDI O/min WEB SERVICES 0/min ®2 @8 @2
Application All
Servers Enable multiple selection Select All
0s Server (10) Application Host Name IP Address Current Status Agent Version
) teesier Find 0S Find App Find Host Fin Find Status Find versior
srmance Insig = agent DESKTOP-5BJNOOG DESKTOP-58JNOOG 192168113 @ ot connected ® 9.2.9 - 23-January...
= agent2 DESKTOP-5BJN0OG DESKTOP-58JNOOG 192168113 @ Not Connectad & 9.2.9 - 23-January.
= agem3 DESKTOP-5BJN0OG DESKTOP-58JNOOG 192168113 @ Not Connected & 9.2.9 - 23-January.
= agentd DESKTOP-5BJNOOG DESKTOP-58JNOOG 192168113 @ ot connected & 9.2.9 - 23-January.
= agents DESKTOP-5BJNOOG DESKTOP-58JNOOG 192168113 @ Not Connected & 9.2.9 - 23-January.
o agems DESKTOP-5BJN0OG DESKTOP-58JNOOG 192168113 @ Vot connected ® 9.2.9 - 23-January,
= agem? DESKTOP-5BJN0OG DESKTOP-58JNOOG 192168113 Connected & 9.2.9 - 23-January.
LAMA = ApplicareAdmin DESKTOP-5BJNOOG DESKTOP-58JNOOG 192168113 ) Connected @ 9.2.9 - 2-February-..

ARCTURUS

LOAD Ojmin ART 20 ms SUCCESS Ojmin HTTP O/min SQL O/min JNDI O/min WEB SERVICES Oimin ®2 @8 @2

License Capacity Exceeded Server Details
Total Dormant: 2

Servers

agent8 >
0s Server (10} Applicatior Host Name P Address
o 1 Find Host
linux v
= agent! DESKTOP-5BJNOOG DESKTOP-58JNOOG 192168113
o agent2 DESKTOP-5BJNOOG DESKTOP-5BJNOOG 192168113 DESKTOP-5BJNOOG 192.168.1.13
= p—— DESKTOP-SBJNOOG DESKTOP-SBNOOG : :
Tomcat Standalone
a agentd DESKTOP-SBJNOOG DESKTOP-58JN00G 192168113 MEX
319Ge
a agents DESKTOP-SBJNOOG DESKTOP-5BJNOOG 192168.113
= agents DESKTOP-5BJNOOG DESKTOP-58JNOOG 192168113 windows 10
= agent? DESKTOP-5BJNOOG DESKTOP-58JN00G 192168113 L
Feb 3, 2026 8:15:53 AM
AoblicareAdmin DESKTOP-SBJNOOG DESKTOP-58JN00G 192168113
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USING APPLICARE > APPLICATIONS

Log Analyzer

Applicare 10.0 - Updated January 21, 2026 - logs - Pending technical review

Applicare log monitoring allows you to search and find information spread across log files from
applications and servers through a single, intuitive interface. Its seamless integration with IntelliSense and
Business Transaction Monitoring allows you to quickly focus on relevant sections of logs files for any
transaction with just a few clicks.

Configuration

Applicare can monitor any log file accessible by a monitored server [ agent. You can provide the absolute
path to the log file or a directory containing log files. If the provided path is a directory, all log files found in
the directory will be monitored.

By default, the Log Analyzer Service aspect is available for all agents. If it is not available, follow these
Steps to add that Aspect.

Step 1: Go to Overview Menu, select the server, click the Configure Dynamic Instrumentation button
and add the Log Analyzer Service to the server.

4 Key Business Txn Health S emors &7 Servers Health 2
LOAD O/min ART 0'ms SUCCESS O/min HTTP O/min SQL O/min JNDI O/min WEB SERVICES 0 ®2 ®o ®o
Home - Overview Application | Al v LAST 15 MINUTES ~

Servers Intellitrace Configuration
Server
Find Server

Available Aspects s~

ApplicareAdmin =
External JMS messages

External WebServices
Heap Tracker

HTTP Error Code Profiling
HTTP Profiling
IntelliTrace Profiling

Java Method CPU Usage Monitoring Beta

JDBC Connection Profiling
JNDI lookup
LDAP Calls Profiling

Log Analyzer Service | o

Mail Monitoring

Network Connection Profiling
Quartz Job Moenitoring
Services

Spring Profiling

SQL Profiling =

0 =

+Add & Edic 10 Pause B Delete I + Configure Dynamic Instrumentation

Step 2: Navigate to the LogAnalyzer Menu -> LogMonitor Configuration to add the logs.
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+ Key Business Txn Health

LOAD 102/min  ART 576.2 ms SUCCESS 102/min HTTP 2/min SQL O/min JNDI 0/min WEB SERVICES 0/min ® 10 @O @ 0

Dashboard Viewer LogMonitor Configuration Alert Configuration Configuration Via File

s Select server

Server  DESKTOP-3760HO0_tc 52576 v

File Path I Gi\Applicare1g02oracle_tomeatiapache-tomcat8.5.60  —— |0 file name with path

Regx |
Date Pattern
Add Watcher to Directory Yes v
Index from Current Time Yes v

v Save

Example: Assume the Applicare Agent is installed in the D: drive and you want to add the Applicare Agent
log for monitoring.

1. Select the Applicare Agent name from the Server dropdown.

2. Copy the Applicare Agent log path.

3. Paste the path into the File Path field.
Example log path: D:\ApplicareSingleAgentWindows\1logs\IIS. log
Log Monitor Configuration

1. Go to Log Analyzer - Log Monitor Configuration menu.

ARCTU

ANT INNOVATION

+ Key Business Txn Health & Errors

LOAD 0/min ART 0 ms SUCCESS O/min HTTP 0/min SQL 0fmin JNDI 0/min WEB SERVICES 0/min

Home - Log Analyzer e ApplicationE

Dashboard Viewer | LegMonitar Configuration | Alert Configuration Configuration Via File
Server ALL w I Find Servers
File Path |
Regx |

Date Pattern

Add Watcher to Directory Yes ~
Index from Current Time Yes v
W« Save
Name Server Path Date Pattern Regx Pattern Type AutoScan |
I
ApplicareA... | ApolicareA... | EMApplicar.. | wwww-MM-d... [ \df4\d{1.2... | FILE Yes

2. Enter the details and click the save button to save the changes.

Server - Select the Server to which we are going to add the logs.
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File Path - Either you can provide the directory path or file path.
Regex Date Pattern - Leave empty.
Add watcher to Directory - Applicable for directories.

* Yes - The system will automatically monitor any new log files created in the directory.

* No - The system will not monitor new log files in the directory.
Index From Current Time - Choose whether to start monitoring logs from the current time.

¢ Yes - Monitoring will begin from the current time.

* No - Monitoring will include both new and existing records.

Home - Log Analyzer

Dashboard Wiewer LogMaonitor Configuration Alert Configuration Configuration Via File

Server  applicareAdmin v | Find Servers

File Path | mpplicare‘aMySQLHCGntrGIIer‘aIDgsmpplicareAdmin.I-::ué

Regx | 0

Date Pattern I

Add Watcher to Directory Mo v

Index from Current Time Yes W

v Save e

Dashboard

With the Log Analyzer, you can search through all your logs files from a single Ul. You can refine search
results by specifying a date/time range and further filter by log file or date using the dynamic filters on the
left. By default, records are displayed in descending order based on the log date and time.
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Using Applicare

Home « Log Analyzer Application 5 MINUTES
Dashboard Viewer LogManitor Configuration Alert Configuration Configuration Via File @
Searchl * From Date E To Date =
C RESET Add Alert Delete Check LogMonitor Server Single View
Current Filter . Count
No Filter
200
600
- 400
200
0
Nov 2022 Mar May u |55:\

ApplicareAdm:
Tomecat8082.

. October 2022
Su Mo Tu We Th

29

s
u

3 ..12729 12730 > Displaying 1 to 25 of 318243

21 Copy & Download

<dteFechaFinPeriodo type="Date"><![CDATA[1999/12/31 0@:80:00.8 PET]]></dteFechaFinPeriodo>

<objEstadoAcreditacion type="BONameValuePair">
<name type="String"><![CDATA[ACREDITADO]]></name>
<value type="String"><![CDATA[APOR_ACRE]]></value>
</objEstadoAcreditacion>
<objFuente type="BONameValuePair™>
<name type="String"></name>
<value type="String"><![CDATA[FUEN_POR_DOCU]]></value>
</objFuente>
<strPeriodo type="String"><![CDATA[1999-12]]></strPeriodo>
<objEstadoValidacion type="BONameValuePair"s
<name type="String"></name>
<value type="String"><![CDATA[APOR_VALI]]></value>
</objEstadoValidacion>
<objllotivoAcreditacion type="BONameValuePair">
<name type="String"><! [CDATA[DOCUMENTOS IDONEOS]]></name>
<value type="String”><![CDATA[MNAB14]]></value>
</objMotivohcreditacion>
<objPeriodoAporte type="BOPeriodoAporte™>
<intAnic type="Integer"><![CDATA[1939]]></intAnic>
<intNroPeriodo type="Integer"><![CDATA[12]]></intNroPeriodo>
</objPericdeAporte>
<intIdAoorte tvpe="Intezer”><![CDATA[72387224811></intIdAborte>

o Graph - Displays the count of records per day.

3
P (%3] (s ]
] =] =]
=] =] =]
1 1 |

fsd

[

[
|

2022 Apr

|J u

Count 133

Aug 16, 2022 00:00

o Log Files - It will display the log file path and names based on the search result. By clicking on the Log
file name it will filter the records available in that particular log files.

Applicare 10.0 - Arcturus Technologies Inc.
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Current Filter

No Filter
Log Fil
_-)_'I.'_I Pl 1 el e BT e 0 e ' = L) I_-\_-:.' LR L N
SystemOut_19.02.12_15.41.44.log on LogAn...
I5_=a.log on ll5_sa
DESKTOP-RSGALSM_tc_3834.log on DESKTOP-
R
Tomcat80580.log on Tomcat8080
ApplicareAdmin.log on ApplicareAdmin
Tomcat8052.log on ApplicareAdmin
Trmrat2N21 lnoe nm Tomeat2ns ™

o Calendar - The calendar highlights days with log records in bold. Hovering over a highlighted day will
display the count of log records for that day.

By Date
« October 2022 »

S Mo Tu We Th F Sa

5 a8
o Qi‘ 246 entries found!

a

o Pagination - By default, 25 records are shown per page. Use the page numbers to navigate to the
pages.

<12 3 12729 12730 = Displaying 1 to 25 of 318243

<dteFechaFinPeriodo type="Date"»<![CDATA[1999/12

+ Copy button - Copies the records currently displayed on the page.

[FAVF¥3 (Eatel] (NL"] (R

& Copy & Download

©12 3 12729 12730 = Displaying 1 to 25 of 318243

+ Download button - Downloads the records currently displayed on the page as a text file.
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[FAVFF3 (Ealull u [l

-
=12 3 ..12729 12730 = Displaying 1 to 25 of 318243 81 Copy oL

Single View

1. Enter your search query in the field and press Enter to search the records.

ARCTURUS 6 Erors & Servers Health

HTTP Qimin QL Oémin JNDI min WEB SERVICES Ofmin @1 ©0 @46

Deshboard  Viewer gt

search | *log* From Date 8 ToDate @ C  AddAlerr  RESET  Delete  Single view

Check LogManitor Server

Current Filter B coue

e , N

Log Files

<123 0 = displaying 1 1o 25 0f 694

By Date

September 2022

tils.Log [pool-2-thread-4] cndPlstformAlert request falled in server Lo
ta from url http://lecalhost:3880/applicare/alert. java.lang.RuntimeExc

Su Mo Tuowe Th OB oS or getting data from url http://localhost:3880/applicare/alert.

2022-99-21 23:98:22,558 ERROR com.arcturus.utils.log [pocl-2-thread-5] crdPlatformalert request failed in server Lognalyzer sa

2. Click the Single View button.

Application | AN v | B2 LAST 15

'y Add Alert RESET Delete Single View

Check LogMonitor Server

3. A popup will appear, Displaying up to 1000 records by default.
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Search results for *
Sort by Date Ascending

2922-19-1@ 19:56:84,818 INFO com.arcturus.utils.lLog [Thread-15] Custom MBeans Initialized =
E:\Applicare\MySQL\ApplicareSingleAgentWindows\logs\Tomcat8080.log on Tomcat2080

2022-18-19 19:56:83,428 WARN com.arcturus.utils.lLog [Thread-23] Failed to get attribute value. Exception invoking method soKeepAlive
E:\Applicare\MySQL\ApplicareSingleAgentWindows\logs\Tomcat8080.log on TomcatB080

2022-18-19 19:56:83,422 WARM com.arcturus.utils.lLog [Thread-23] Failed to get attribute value. Exception invoking method performanceConnectionTime
E\Applicare\MySQL\ApplicareSingleAgentWindows\logs\Tomcat2080.log on Tomcat2080 I}

2822-10-10 19:56:83,421 WARM com.arcturus.utils.Log [Thread-23] Failed to get attribute value. Exception invoking method performanceBandwidth
E\Applicare\MySQL\ApplicareSingleAgentWindows\logs\Tomcat8080.log on Tomcat8080

2822-10-18 19:56:83,421 WARM com.arcturus.utils.log [Thread-23] Failed to get attribute walue. Exception invoking method performancelatency
E:\Applicare\MySQL\ApplicareSingleAgentWindows\logs\Tomcat8080.log on Tomcat2080

2922-10-18 19:56:83,420 WARM com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method soReuseAddress

-

ntWi

E:\Applicare\Mv50QL\ApplicareSingl indows\logs\Tomcat2080.log on Tomcat8080
a4

Displaying 1000 of 1106 records 4 Top

4. To load additional records, click the Load More button.

Search results for *
Sort by Date Ascending

2022-10-1@ 19:56:84,818 INFO com.arcturus.utils.lLog [Thread-15] Custom MBeans Initialized =
E:\Applicare\MySQL\ApplicareSingleAgentWindows\logs\Tomcat8080.log on Tomcat2080

2022-18-19 19:56:83,428 WARN com.arcturus.utils.lLog [Thread-23] Failed to get attribute value. Exception invoking method soKeepAlive
E:\Applicare\MySQL\ApplicareSingleAgentWindows\logs\Tomcat8080.log on TomcatB080

2022-18-19 19:56:83,422 WARM com.arcturus.utils.lLog [Thread-23] Failed to get attribute value. Exception invoking method performanceConnectionTime
E:\Applicare Vindows\logs\Tomecat2080.log on Tomcat2080 l}

2022-18-19 19:56:83,421 WARM com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method performanceBandwidth
E\Applicare\WMySQL\ApplicareSingleAgentWindows\logs\Tomcat8080.log on Tomcat3080

2822-18-18 19:56:83,421 WARM com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method performancelatency
E:\Applicare\MySQL\ApplicareSingleAgentWindows\logs\Tomcat8080.log on Tomcat2080

2822-10-10 19:56:83,420 WARM com.arcturus.utils.log [Thread-23] Failed to get attribute wvalue. Exception invoking method soReuseAddress

-

E:\Applicare\MySQL\ApplicareSingleAgen ws\logs\Tomcat8080.log on Tomcat8080
4 »

Displaying 1000 of 1106 records i 4 Top

When all records have been loaded, you will see a message indicating End of records.

m
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Search results for *
Sort by Date Ascending

2022-18-10 19:56:04,818 INFO com.arcturus.utils.log [Thread-15] Custom MBeans Initialized
E:\Appli SQL\ApplicareSingleAgentWindowstlogs\Tomeat2080.10

2§22-18-18 19:56:23,428 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute walue. Exception inwvoking method soKeepAlive
E:\Applic SQL\Applicares AgentWindo ogs\

2022-18-10 19:56:03,422 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method performanceConnectionTime
E:\Appli MysQLVApplicareSin entWindows\logs\Tomcar2080.log on Te

2822-18-18 19:56:83,421 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method performanceBandwidth
E:\Appli plicareSingleAgentWindows\logs\Tomcat8080.log on T

2922-10-1@ 19:56:03,421 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. a;(ception invoking method performancelatency
E:\Appli SQLVApplicares AgentWindows\logs\Tomcat2080.log

2022-18-10 19:56:03,420 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method soReusefddress
E:\Applicare\My50L\ApplicareSingleAgentV gs\Tomcat8080.log on Tomcat808! v
4 3
Displaying 1106 of 1106 records — End of Records 4 Top < Bottom ] % Close

5. The count of loaded records will be displayed on the left-hand side.

Search results for *
Sort by Date Ascending

-
2822-19-16 19:56:84,818 INFO com.arcturus.utils.log [Thread-15] Custom MBeans Initialized
E:\Applic /SQL\ApplicareSing entWindows\logs\Tomca
2022-10-1@ 19:56:83,428 WARM com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method soKeepAlive
E:\App /SQL\Applicares AgentWindows\logs\Te
2022-18-19 19:56:83,422 WARM com.arcturus.utils.lLog [Thread-23] Failed to get attribute value. Exception invoking method performanceConnectionTime
E:\Appli /SQL\ApplicareSingleAgentWindows\logs\Tomcat2080.log on Tomcat8080 I/\\»
2022-18-19 19:56:83,421 WARM com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method performanceBandwidth
E:\Appli /SQLVApplicares AgentWindows\logs\Te
2022-18-19 19:56:83,421 WARMN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method performancelatency
E\Applicar /SQL\ApplicareSingleAgentWindowstlogs\Tomcat8080.log on Tomca8080
2822-18-18 19:56:83,420 WARM com.arcturus.utils.log [Thread-23] Failed to get attribute wvalue. Exception invoking method soReusefddress
E:\Applic \pplicareSingl \ mcatB08 v
4 3

Displaying 1000 of 1106 records — 4 Top ¥ Bottom

6. By default, records are loaded in descending order based on log date and time.

¢ To sort the records in ascending order, select the Date ASC check box.

e To sort the records in descending order, clear the Date ASC check box.
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Search results for *
~/| sort by Date Ascending | #=——

2022-19-1@ 11:13:39,918 INFO com.arcturus.utils.Log [Thread-2] oshi Loaded. IsOshiEnabled true

SQL\App

2022-18-1@ 11:13:55,443 INFO com.arcturus

E:\vApplican

rSQL\ApplicareSingleAgentWindows\logs\Tomecar8080.

2022-19-1@ 11:14:00,128 INFO com.arcturus.utils.log [Thread-13] Initializing Custom MBeans

E-Applic s\logs\TomeatB080.
E

on Tomca

SQL\ApplicareSingle

2022-19-10 11:14:10,854 INFO com.arcturus.utils.Log [Thread-13] **=* 0SServiceMonitoring details 05: windows 1@ Version: 10.8

ySQLVApP

‘logs\Tomeat3020.

2022-19-1@ 11:14:15,855 INFO com.arcturus.utils.Log [Thread-16] Agent Tomcat8888 is Activated.

E:\vApplic

rSQL\Applic

\Mlogs\Tomecar8080.

4

7. Click the Top and Bottom buttons to scroll to the top and bottom of the records. Clicking Bottom will

not only scroll to the end but also load the next set of 1000 records.

Search results for *
Sort by Date Ascending
-

2022-18-18 19:56:84,818 INFO com.arcturus.utils.lLog [Thread-15] Custom MBeans Initialized
E:\Applic SQL\Ap reSingleAgentWindows\logs\Tomcatr808 0

2922-1@-1@ 19:56:03,428 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method soKeepAlive
E:\A SQL\ApplicareSingleAgentWindows\logs\Tomcat808

2022-18-10 19:56:03,422 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method performanceConnectionTime
E\Appli reSinglefAgentWindows\logs\Tomcat808 0

2922-18-18 19:56:83,421 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method performanceBandwidth
E:\Applic SQUL\ApplicareSingleAgentWindows\logs\Te

2022-18-10 19:56:03,421 WARN com.arcturus.utils.log [Thread-23] Failed to attribute value. a;(ception invoking method performancelatency
E\Appli SQLvApplicareSingleAgentWindows\logs\Te

2§22-18-18 19:56:83,420 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method soReuseAddress
E:\Applicare\WySOL\ApplicareSingleAgzentih omcat: = on TomcatB3080 v
4 \ 3
Displaying 1106 of 1106 records End of Records 4 Top < Bottom el % Close

8. Click the Copy button to duplicate the currently loaded records.
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Search results for *
Sort by Date Ascending

2022-18-10 19:56:04,818 INFO com.arcturus.utils.log [Thread-15] Custom MBeans Initialized
E\Applicare\My5QL\ApplicareSingleAgentWindows\logs\Tomeat2080.log on Tomcat2080

2§22-18-18 19:56:23,428 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute walue. Exception inwvoking method soKeepAlive
E:\Applicare\My5QL\ApplicareSingleAgentWindows\logs\Tomeat8080.log on Tomcat2080

2022-18-10 19:56:03,422 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method performanceConnectionTime
E:\Applicare\MySQL\ApplicareSingleAgentWindows\logs\Tomecat8080.log on Tomcat8080

2822-18-18 19:56:83,421 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method performanceBandwidth
E:\Applicare\My5QL\ApplicareSingleAgentWindows\logs\Tomeat8080.log on Tomcat2080

2922-10-1@ 19:56:03,421 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. F];ccep‘tion invoking method performancelatency
E:\Applicare\MySQL\ApplicareSingleAgentWindows\logs\Tomeat8080.log on Tomcat8080

2022-18-10 19:56:03,420 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method soReusefddress

E:\Applicare\WS0L\VApplicareSingleAgentWindows\logs\Tomcat8080.log on Tomcat8080
4 \ 3
Displaying 1106 of 1106 records End of Records 4 Top < Bottom - & Download

9. Click the Download button to save the loaded records as a text file.

Search results for *
Sort by Date Ascending
2922-10-1@ 19:56:04,818 INFO com.arcturus.utils.lLog [Thread-15] Custom MBeans Initialized =
E:\Applicare\MyS0QL\ApplicareSingleAgentWindows\logs\Tomeat8080.log on Tomcat8080
2022-18-10 19:56:03,428 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method soKeepAlive
E\Applicare\MySQL\ApplicareSingleAgentWindows\logs\Tomcat8080.log on Tormcat28080
2922-18-18 19:56:83,422 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method performanceConnectionTime
E:\Applicare\MySQL\ApplicareSingleAgentWindows\logs\Tomeat8080.log on Tomcat8080
2022-18-10 19:56:03,421 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method performanceBandwidth
E:\Applicare\My5Q VA pplicareSingleAgentWindows\logs\Tomeat8080.log on Tomcat2080
2822-18-18 19:56:83,421 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute wvalue. FLcep‘t:'Lon invoking method performancelatency
E:\Applicare\My5QL\ApplicareSingleAgentWindows\logs\Tomeat8080.log on Tomcat2080
2022-18-10 19:56:03,420 WARN com.arcturus.utils.log [Thread-23] Failed to get attribute value. Exception invoking method soReusefddress
E:\Applicare\MvS0L\ApplicareSingleAzentWindows\logs\TomecatB080.log on Tomcat8080 v
4 3
N\
Displaying 1106 of 1106 records End of Records 4 Top < Bottom

10. Close Popup - To close the popup, click either the close button at the bottom or the close icon at the
top of the popup.
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Search results for *
Sort by Date Ascending

2022-18-10 19:56:04,818 INFO com.arcturus.utils.log [Thread-15] Custom MBeans
E\Applicare\My5QL\ApplicareSingleAgentWindows\logs\Tomeat2080.log on Tomcat2080

2§22-18-18 19:56:23,428 WARN com.arcturus.utils.log [Thread-23] Failed to get
E:\Applicare\My5QL\ApplicareSingleAgentWindows\logs\Tomeat8080.log on Tomcat2080

2022-18-10 19:56:03,422 WARN com.arcturus.utils.log [Thread-23] Failed to get

E:\Applicare\MySQL\ApplicareSingleAgentWindows\logs\Tomecat8080.log on Tomcat8080

2822-18-18 19:56:83,421 WARN com.arcturus.utils.log [Thread-23] Failed to get

E:\Applicare\My5QL\ApplicareSingleAgentWindows\logs\Tomeat8080.log on Tomcat2080

2922-10-1@ 19:56:03,421 WARN com.arcturus.utils.lLog [Thread-23] Failed to get

E:\Applicare\MySQL\ApplicareSingleAgentWindows\logs\Tomeat8080.log on Tomcat8080

2022-18-10 19:56:03,420 WARN com.arcturus.utils.log [Thread-23] Failed to get

E:\Applicare\WS0L\VApplicareSingleAgentWindows\logs\Tomcat8080.log on Tomcat8080
4

Displaying 1106 of 1106 records End of Records

Log Analyzer configuration import via csv file
Date and Regx pattern format

Monitoring with Applicare

Applicare 10.0 - Arcturus Technologies Inc.

Initialized

attribute value.

attribute value.

attribute value.

attribute value.

attribute value.

4 Top

Exception

Exception

Exception

F];ccep‘t ion

Exception

invoking method

invoking method

invoking method

invoking method

invoking method

Using Applicare

— ]

soKeepAlive
performanceConnectionTime
performanceBandwidth
performancelatency

soReusehddress

\ 3
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USING APPLICARE > APPLICATIONS

Alerts

Applicare 10.0 - Updated August 29, 2024 - alerts - Pending technical review

User Role and Alerts

Super Admin, Users with Admin rights or App Admin rights for an application can add/view alerts related to
that application. User with read only access for an application can only view predefined alerts on the
application.

Applicare automatically generate platform alerts for CPU, disk and memory utilization for the agents if it is
configured in MySQL or Oracle database.

Configure Alerts

Applicare allows users to set alerts and receive email notifications based on custom conditions. It offers
the following types of alerts:

Platform Alerts - Operating System and JVM metrics (CPU, Memory, Swap, Heap
Usage)

JMX Alerts - Set up alerts based on MBean attributes

SNMP Alerts - Create alerts for values on SNMP capable devices

Tuxedo Queue Alerts - Set up alerts for Tuxedo Queue

Tuxedo Service Alerts - Create alerts on Tuxedo Services

UEM Slow Transactions Alerts - Create User Experience alerts for slow transactions

Slow Transactions - Create alerts on slow transactions as detected by IntelliSense

Business Transactions - SLA Avg - Create alerts on Business Transactions exceeding SLA Avg
Business Transactions - SLA - Create alerts on Business Transactions exceeding SLA Max

Max

Tools -> Manage Alerts enable you to create, edit, pause or activate alerts. It also allows you to assign a
command to be executed when an alert is fired. Applicare allows any shell/command script execution on
any location where Applicare agent is running. This is very valuable for doing diagnosis or taking
remediation actions when a certain alert is generated.

For creating high CPU utilization alert select New and platform alert
> [Screenshot 1 could not be downloaded during import — see migration report]

Click on the browser icon next to the property and select CPU -> Usage.
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The Alert Trigger Threshold * Alert Monitor Job Interval defines the time interval that condition should hold
before generating the alerts. Alert Monitor Job Interval by default is 1 minute but can be adjusted by
adding applicare.alertMonitorJobinterval (in minutes) property to Applicare.props file. In the example
below alert will be generated if the CPU usage is higher than 90 for 3 consecutive polls by Applicare.
Similarly in the example below auto clear threshold defines that CPU usage needs to be below 90 for 3
consecutive polls for generating clear alert.

> [Screenshot 2 could not be downloaded during import — see migration report]

Intellicheck Alerts Configuration

IntelliCheck alerts are paused for intellicheckAlertsPauseTime (in minutes) after # of alert reaches the
intellicheckAlertPauseThreshold limit set in Applicare.properties. With the example values below 3
IntelliCheck alerts would come for JDBC resource not available and then alerts on the same JDBC resource
would be paused for 30 minutes.

intellicheckAlertsPauseTime=30

intellicheckAlertPauseThreshold=3

By default, intellicheckAlertsPauseTime is set to 15 minutes alert and intellicheckAlertPauseThreshold
is set to 5 alerts.

Email Notifications

To start the receiving email notifications for new alerts, you first need to configure the SMTP server
details.

Navigate to Applicare > Configuration > Configure Email/SMTP Configuration from the top menu.
> [Screenshot 3 could not be downloaded during import — see migration report]
Mail To is the catch all email address. All Applicare alerts are sent to this email address.

To customize who gets what alerts select Home > Alerts (tab)> Configuration (wheel icon). Then select
Actions.

Under actions you can select users, add email addresses or email list addresses for receiving alerts on an
application, a server or an individual alert. Applicare would send alert to emails/users defined for individual
alert. If there are no specific emails/users defined for individual alerts, it would inherit the same from the
server or the application it is part of e.g. If portalLX application alerts are sent to Larry and no other
specifics are defined for servers that are a part of portalLX or individual alerts then all the alert emails for
portalLX would be sent to Larry. Once a specific email address/s and users are defined for either server
alerts or individual alerts then that overrides the application alert settings.

If you update the emails/users settings are changed for an application after defining setting for individual
alerts or server alerts, they would be overwritten by the newly defined settings for the application.

Alert Digest
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Home - Alerts - Configuration © Definitions

Definitions Actions Blackouts Default Alerts

Pause further alerts until acknowledged

v Acknowledge/Clear this alert automatically

v Alert Digest

Applicare includes an alert digest feature that consolidates multiple alerts into a single email. This
approach simplifies the management and readability of alerts, providing users with a more organized and
user-friendly experience.
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Applicare Alert - Event Digest

f alerts@arcturustech.com
From: alerts@arcturustech.com
To:

Applicare Alert

Agent: Tomcat

Host: DESKTOP-LOHKKIU

App: DESKTOP-LOHKKIU
Created at: 2023-12-23 01:44:20

Disk E:\ -> Used Percent value: 73 greater than alert threshold of 70
disk used percent

Click link for more details: Applicare Console

Applicare Alert

Agent: Tomcat

Host: DESKTOP-LOHKKIU

App: DESKTOP-LOHKKIU
Created at: 2023-12-23 01:44:30

CPU -= Usage value: 83 greater than alert threshold of 80
cpu used percent

Click link for more details: Applicare Console

Applicare Alert

Agent: Tomcat

Host: DESKTOP-LOHKKIU

App: DESKTOP-LOHKKIU
Created at: 2023-12-23 01:44:40

Disk C:\ -= Used Percent value: 71 greater than alert threshold of 70
disk used percent

Click link for more details: Applicare Console

Advanced Options
From the configuration screen, you can enable or disable alerting.
Select Applicare > Configuration > Advanced Options from the top menu.

> [Screenshot 6 could not be downloaded during import — see migration report]
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Using A Custom Alert Processing Class

You can create a Java class to which will be invoked for each alert created by Applicare agents by
implementing the interface com.arcturus.alerts.notifications.AlertAction and the only method in the
interface public void processAlert(AlertQueue alert). You can get the details of the alert using the getter
methods of AlertQueue object as shown in the example class below.

TEXT

package com.arcturus.alerts.notifications;

import java.text.SimpleDateFormat;

import com.arcturus.alerts.domain.AlertQueue;

public class SampleAction implements com.arcturus.alerts.notifications.AlertAction{

public void processAlert(AlertQueue alert) {
System.out.println("Server: " + alert.getServer()); //the server name where the alert
was generated
System.out.println("Type: " + alert.getSubsystem()); //type of the alert (JMX_ALERT,
PLATFORM_ALERT, etc..)

System.out.println("Priority: " + alert.getPriority()); //priority of the alert
System.out.println("Message: " + alert.getMessage()); //user defined message in alert
definition (description)
SimpleDateFormat dateFormat = new SimpleDateFormat("yyyy-MM-dd HH:mm:ss");
System.out.println("Created: " + dateFormat.format(alert.getCreated())); //time the
alert was created

b

To deploy the class and any dependent classes, you can package it in a jar file and copy to
Applicare/server/ext folder (create it if it doesn't exist) and restart Applicare server.

When compiling make sure to include the Applicare/server/webapps/applicare/WEB-INF/classes folder
in your classpath.

After restarting the server, navigate to Applicare > Configuration > Advanced Options. Enter the fully
qualified class name of your custom class in the "Custom Alert Processing Class:" field and click Apply.

> [Screenshot 7 could not be downloaded during import — see migration report]
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USING APPLICARE > APPLICATIONS

Using Applicare

Custom Search in LogAnalyzer

Applicare 10.0 - Updated September 13, 2024 - logs - Pending technical review

1. Go to Log Analyzer menu and click the Custom Search button.

+4 Key Business Txn Health
LOAD 0/min ART 0 ms SUCCESS 0/min

Home

Current Filter

Log Files

HTTP 0/min SQL 0/min JNDI 0/min WEB SERVICES 0/min

Dashboard LogMonitor Configuration Alert Configura
Search From Date
Add Alert Delete Check LogMonitor Server

& Errors ¥ Servers Health
@U @D @3 Admin ~
Application | Al v | E LasT 15 MINUT
on Configuration Via File
2023-03-2920:4556 | @ To Date 2023-03-29 21:00:56 | i C  RESET

Custom Search

2. In the Custom Search popup

1. Enter the search text.
2. Select the log files.
3. Click the Add button.

ARCTURUS

Search Text

Log Files
YAwctxh9Ng
Find Log
5 arch
1. Enter the search text + Add
to search in the log files. Tomcat.log
3. Click Add
order.lo
button . &

orderDetails.log
shipment.log

ann.log
2. Select the log files.

Search Text Log Files RESET

d Text Find Log

B

4 Top

+ Bottom & Download

3. A tab will appear with the name of the search text. Click on the tab to view the results.
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Search Text

‘ Log Files Search Text Log Files RESET
‘ Find Log Find Text Find Log
+ ;
Tomcat.log YAwctXxh9Ng order.log,orderDetail... x
Es
order.log
orderDetails.log |

shipment.log

ann.log

YAwctXh9Nq

4 Top + Bottom & Download

By default, it will display the top 1000 records in descending order based on the log time.

Search Text

\ Log Files Search Text Log Files RESET
| Find Log Find Text Find Log
t Tomcat.log YAwctXh9Nq order.log,orderDetail... ®
order.log

orderDetails.log
shipment.log

ann.log

YAwctXh9Ng
2023-@3-27 22:37:02,096 YAwctXh9Nq The order is placed successfully for 746891c8-14d1-474c-9a99-41861b9d7b3f
C:\Orderlorder.jog on Tomcat

2023-03-27 22:37:02,096 YAwctXh9Nq Order Details : 2 T-shirt. 746891c8-14d1-474c-9a99-41861b9d7b3f

C\Order\orderDetails.log on Tomeat

2023-03-27 22:37:02,096 YAwctXh9Nq Shipment Order Details: 746891c8-14d1-474c-9a99-41861b9d7b3f US

C:\Orderishipment.log on Tomcat

Displaying 3 of 3 records End of Records ATop  Bottom [N m

To view the records in the descending order based on date-time click the DESC button.
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Search Text

Log Files Search Text Log Files RESET
Find Log Find Text Fin
+ ;
Tomcat.log order order.log x
S v
order.log
orderDetails.log ®

shipment.log

ann.log

order

2023-83-27 18:10:52,673 hc7zzoln5p The order is placed successfully for 7a5d593b-153c-4lcc-bfbd-9a2b57cadb3b

C:\Order\order.log o at

2023-83-27 18:10:57,680@ aBRs7Nyn7v The order is placed successfully for f6e26e27-3a6e-431e-b288-73d3736f31b4
C:\Order\order.log on Tomcat

2023-83-27 18:11:02,688 rS0IFeMuxc The order is placed successfully for 4bfadb85-413d-44c9-a%d-@7b7c68e58T6

C:\Order\order.log on Tomcat

Displaying 1000 of 3293 records

To load the records in the descending order based on datetime click the DESC button.

Search Text

Log Files Search Text Log Files RESET
Find Log Find Tex i
+ .
Tomcat.log order order.log x
ES -
order.log
orderDetails.log ®

shipment.log

ann.log

order

2023-03-28 11:07:39,860 hGZEdP5TvV The order is placed successfully for 83463294-4cdd-4ba@-a560-72bd5effaec3
C:\Order\order.log on Toemcat
2023-03-28 11:07:34,854 gq05dDQd5Qr The order is placed successfully for b8cbb8a5-9a80-426c-9f6a-52d7d4cel570

C:\Order\

-log on Tomcat

2023-03-28 11:07:29,849 gjnkj979wP The order is placed successfully for 4294bf3c-83aa-486d-8dfe-4495062572a4

C:\Order\order.log on Tomcat

Displaying 1000 of 3293 records 12 ASC

4 Top ¥ Bottom & Download

4. If there are more than 1000 records the Load More button will be displayed. Click the Load More button
to load next set of 1000 records.
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Search Text

Log Files Search Text Log Files RESET
Find Log Find Text Find Log
G eIl 2 = YAwctXh9Ng order.log,orderDetail...
orderDetails.log e e ~
shipment.log
app.log
web.log

2023-83-28 11:07:39,86@ hGZEdP5TvV The order is placed successfully for 83463294-4cdd-4ba@-a56@-72bd5effadc3
C:\Order\order.log on Tomcat
2023-03-28 11:07:34,854 g05dDQd5Qr The order is placed successfully for b8cbb8a5-9a8@-426c-9f6a-52d7d4cel570

C\Order\order.log on T

meat

o
n

2023-83-28 11:07:29,849 gjnkj979wP The order placed successfully for 4294bf3c-@3aa-486d-8dfe-4495062572a4

C:\Order\order.log on Tomcat

Displaying 3000 of 3293 records

4 Top ¥ Bottom & Download m

ARCTURUS
N ]

Search Text

Log Files Search Text Log Files RESET

Find Log Find
+ A order.lo - .
g YAwctXh9Ng order.log,orderDetail... »
orderDetails.log
order order.log

shipment.log

app.log

web.log

order
2023-03-28 11:087:39,860 hGZEdP5TvV The order is placed successfully for 83463294-4cdd-4ba@-a560-72bd50ffadc3
C\Order\order.log on Tomcat
2023-03-28 11:87:34,854 q05dDQd5Qr The order is placed successfully for b8cbb8a5-9a80-426c-9f6a-52d7ddcel570

C\Orderiorder.log on Tomcat

= 2023-03-28 11:87:29,849 gjnkj979wP The order is placed successfully for 4294bf3c-@3aa-486d-8dfe-4495062572a4

C:\Orderiorder.log on Tomcat

Displaying 3293 of 3293 records End of Records 4 Top ¥ Bottom & Download

5. Click the Download button to download the records.
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\RCT LJ RU ) «” Downloading 3293 records

Search Text

Log Files Search Text Log Files RESET
Find Log Find Text Find Log
+A : - . .
CIEEREE YAwctXh9Ng order.log,orderDetail... x
orderDetails.log
order order.log x
shipment.log
app.log
web.log v -

YAwctXhINg order

2023-03-28 11:07:39,860 hGZEdP5TvV The order is placed successfully for 83463294-4cdd-4ba®-a568-72bd56ffabc3
C:\Orderi\order.log on Tomcat

2023-03-28 11:087:34,854 g05dDQd5Qr The order is placed successfully for b8cbb8a5-9a88-426c-9f6a-52d7d4cel570
C\Order\order.log on Tomcat

2023-903-28 11:07:29,849 gjnkj979wP The order is placed successfully for 4294bf3c-@3aa-486d-8dfe-4495062572a4

C\Order\order.log on Tomcat

Displaying 3293 of 3293 records End of Records 4 Top & Bottom & Download

Monitoring with Applicare
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USING APPLICARE > APPLICATIONS

Date and Regex pattern format

Applicare 10.0 - Updated April 21, 2024 - logs - Pending technical review

Sl.No.

10

1

12

13

14

15

16

17

18

19

20

21

22

23

24

Regx
\d{4}-\d{2}-\d{1,2}T\d{1, 2}:\d{2}:\d{2}.\d{3}+\d{4}

[A-Za-z]{3,}\s\d{1,2},\s\d{4},\s\d{1,2}:\d{2}:\d{2},\d{1,3}\s [A-Z]
{2N\s[A-Z]{3}

[A-Za-z]{3}\s\d{1,2}\s\d{4}\s\d{1,2}:\d{2}:\d{2} \d{1,3}\s[A-Z]
{2N\s[A-Z]{3}

[A-Za-2]{3 )\s[A-Za-z]{3,\s\d{1,2\s\d{1, 2}:\d{2}:\d{2}\s[A-Za-Z]
{3,}\s\d{4}

[A-Za-Z]{3N\s[A-Za-Z]{3N\s\d{1,2)\s\d{1, 2}:\d{2}:\d{2\s[A-Za-Z]
{3, N\s\d{4}

\d{1,2}0\d{1, 2}\d{2\s\d{1,2}:\d{2}:\d{2}:\d{1,3}\s [a-zA-Z]{3,}
\d{4}-\d{1,2}-\d{1,2}\s\d{1, 2}:\d{2}:\d{2} \d{1,3}
\d{4}-\d{1,2}-\d{1,2}\s\d{1,2}:\d{2}:\d{2}.\d{1,3}
\d{1,2}7\d{1, 2}\d{2}\s\d{1,2}:\d{2}:\d{2}:\d{1,3}\s [A-Z]{3}
\d{1,2}/[A-Za-z]{3,}\d{4}:\d{1,2}:\d{2}:\d{2}\s-\d{4}
\d{1,2}/[A-Za-z][{3}\d{4}:\d{1,2}:\d{2}\d{2}\s-\d{4}
\d{1,2}N\d{1, 2}\d{2\s\d{1,2}:\d{2}:\d{2}:\d{1,3}
\d{1,2}7\d{1, 2}\d{2}\s\d{1,2}:\d{2}:\d{2}
\d{1,2}/[A-Za-z]{2,}\d{4}:\d{1,2}:\d{2}:\d{2}

\d{14}

\d{12}

\d{8}

\d{8N\s\d{6}

\d{8}\s\d{4}

\d{1,2}-\d{1,2}-\d{4N\s\d{1,2}:\d{2}:\d{2}
\d{4}-\d{1,2}-\d{1,2}\s\d{1,2}:\ad{2}:\d{2}
\d{1,2}N\d{1,2}\d{4}\s\d{1,2}:\d{2}:\d{2}

\d{1,2}N\d{1, 2}\d{2}\s\d{1,2}:\d{2}:\d{2}
\d{4}IN\d{1,2}\d{1,2}\s\d{1,2}:\d{2}:\d{2}

Applicare 10.0 - Arcturus Technologies Inc.

Using Applicare

Date Pattern
yyyy-MM-dd'T'HH:mm:ss.SSSZ

MMMMM dd, yyyy, hh:mm:ss,SSS
az

MMM dd, yyyy, hh:mm:ss,SSS a z

EEE MMM d HH:mm:ss z yyyy

EEE MMM d HH:mm:ss z yyyy

MM/dd/yy HH:mm:ss:SSS z
yyyy-MM-dd HH:mm:ss,SSS
yyyy-MM-dd HH:mm:ss.SSS
MM/dd/yy HH:mm:ss:SSS z
dd/MMMMM/yyyy:HH:mm:ss Z
dd/MMM/yyyy:HH:mm:ss Z
MM/dd/yy HH:mm:ss:SSS
MM/dd/yy HH:mm:ss
dd/MMMM/yyyy:HH:mm:ss
yyyyMMddHHmMmss
yyyyMMddHHMmM
yyyyMMdd

yyyyMMdd HHmmss
yyyyMMdd HHmm
dd-MM-yyyy HH:mm:ss
yyyy-MM-dd HH:mm:ss
MM/dd/yyyy HH:mm:ss
MM/dd/yy HH:mm:ss

yyyy/MM/dd HH:mm:ss
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Sl.No.

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

Regx

\d{1, 237\d{1,2}\d{2}\s\d{1,2}:\d{2}:\d{2}
\d{1,2}\s[a-z]{3}\s\d{4}\s\d{1,2}:\d{2}:\d{2}
\d{1,2}\s[a-z]{4, \s\d{4}\s\d{1,2}:\d{2}:\d{2}
\d{1,2}-\d{1,2}-\d{4}\s\d{1,2}:\d{2}
\d{4}-\d{1,2}-\d{1,2}\s\d{1,2}:\d{2}
\d{1,2}\d{1,2}/\d{4}\s\d{1,2}:\d{2}
\d{4}\d{1,2}\d{1,2}\s\d{1,2}:\d{2}
\d{1,2}\s[a-z]{3}\s\d{4}\s\d{1,2}:\d{2}
\d{1,2}\s[a-z]{4, }\s\d{4}\s\d{1,2}:\d{2}
\d{1,2}-\d{1,2}-\d{4}

\d{4}-\d{1,2}-\d{1,2}

\d{1,2}\d{1,2}/\d{4}

\d{4}\d{1,2}\d{1,2}
\d{1,2}\s[a-z]{3}\s\d{4}
\d{1,2}\s[a-z]{4,}\s\d{4}

Applicare 10.0 - Arcturus Technologies Inc.

Using Applicare

Date Pattern

dd/MM/yy HH:mm:ss

dd MMM yyyy HH:mm:ss
dd MMMM yyyy HH:mm:ss
dd-MM-yyyy HH:mm
yyyy-MM-dd HH:mm
MM/dd/yyyy HH:mm
yyyy/MM/dd HH:mm

dd MMM yyyy HH:mm
dd MMMM yyyy HH:mm
dd-MM-yyyy
yyyy-MM-dd
MM/dd/yyyy
yyyy/MM/dd

dd MMM yyyy

dd MMMM yyyy
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USING APPLICARE > APPLICATIONS

LAMA

Applicare 10.0 - Updated April 9, 2026 - logs - Pending technical review

LAMA is an API based performance data gathering and early warning system that is designed to help
brokerage firms identify and address potential problems before they cause an outage. It collects data from
the broker's trading systems and uses machine learning to identify patterns that could indicate a problem.
If LAMA detects a potential problem, it will generate an alert so that the brokerage firm and exchange can
take preventive corrective action. It is a cost-effective way to prevent outages and reduce the risk of
financial losses.

NSE India has adopted LAMA and LAMA reporting is a requirement for brokerage firms.

The data sent from Applicare to LAMA represents a consolidated summary of all servers within the
application, rather than details for individual servers.

You can access individual server data directly through the Applicare console. Applicare computes the
average of this data and posts the aggregated result to LAMA.

It is important to note that data posting to LAMA occurs only while the controller is actively running.

Median formulae for all the metrics:
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Median Calculation Formula

Let:
» T be the sorted list of throughput values.
* 7 be the number of values in 7.

. T[t] represents the i*" element in the sorted list.

The median T,,,.4 is calculated as:

1. If nis odd:
n-+1
jlned =S iy __;il__ —1
2
(Select the middle element from the sorted list.)
2. If nis even:
T(3-1)+7T(3)
Tmed — 9

(Take the average of the two middle elements.)

Hardware Metrics
1. CPU (%) - Machine CPU usage. Available in Enterprise -> Summary.

CPU Average = (Sum of CPU usage across all configured applications) / (Total number of configured
applications).

YAML

Example:

Configured Applications : Nopcom, Petstore

Nopcom CPU values in last 5 minutes —> 10,24,52,34,12

Petstore CPU values in last 5 minutes —> 1,5,20,7,15

CPU Average = (SUM of configured applications CPU) / (Total no. of configured applications
CPU)

CPU Average = (10 + 24 + 52 + 34 + 12 + 1 + 5 + 20 + 7 + 15)/ (10)

18

CPU Average
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2. Memory (%) - Machine memory usage. Available in Enterprise -> Summary.

Memory Average = (Sum of memory usage across all configured applications) / (Total number of
configured applications)

YAML
Example:

Configured Applications : Nopcom, Petstore

Nopcom Memory values in last 5 minutes —> 45,32,52,60,47

Petstore Memory values in last 5 minutes -> 51,53,35,20,55

Memory Average = (SUM of configured applications Memory) / (Total no. of configured
applications Memory)

Memory Average = (45 + 32 + 52 + 60 + 47 + 51 + 53 + 35 + 20 + 55)/ (10)

Memory Average = 45

3. Disk (%) - Machine disk usage. Available in Server Analayzer -> OS.

4. Uptime (in minutes) - Availability of the server in the machine for 5 minutes interval. Available in the
Enterprise -> Summary.

Exchange DOC
Metric Data

CPU Utilization (in %) cpu Object Every 5 min Float (between 0-100, upto 2
decimals)

Memory Utilization (in %) | memory Object Every 5 min Float (between 0-100, upto 2
decimals)

Disk Utilization (in %) disk Object Every 5 min Float (between 0-100, upto 2
decimals)

Uptime (in minutes) uptime Object Every 5 min Long value

Application Metrics

1. Request per second - Indicates the server's throughput. This metric can be found in Server Analyzer ->
App Server.

2. Response Time (milliseconds) - Average Response Time - Reflects the server's average response time.
You can find this metric in Server Analyzer -> App Server.

3. Trading Failure API count - Failure count of the trading API's. Available in Key Business Transactions
Load Distribution.

4. Client Authentication Failure Auth - Failure count of the client authentication API's. Available in Key
Business Transactions Load Distribution.

5. History request per second - Historical throughput of the server.
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Available in Server Analyzer -> App Server.

6. Historical Response Time (milliseconds) - Represents the average response time of the server.

Available in Server Analyzer -> App Server.
1. Logic to implement the Historical Throughput (HST_THRGHPT) and Historical Latency
(HST_LTNCY)

a. Everyday at 11:30 PM the last 24 hours throughput and latency (min, max, med and avg) values will be
calculated and save it in a table. So this table will have every day details.

b. On every start of the day the last 21 days average data for the (min, max, med and avg) values are
calculated and send the details to LAMA. By Default all the Saturday's and Sunday's data will be ignored in
this 21 days data.

Example:
Day Historical Throughput Historical Latency LAMA Data (21 days data)
Min Max Med Avg Min Max Med Avg

1 100 500 125 326 1000 5000 1245 3567 Average of Day1

2 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 2
3 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 3
4 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 4
5 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 5
6 100 500 125 326 1000 5000 1245 3567 Average of Day 1to0 6
7 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 7
8 100 500 125 326 1000 5000 1245 3567 Average of Day 110 8
9 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 9

10 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 10
" 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 11
12 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 12
13 100 500 125 326 1000 5000 1245 3567 Average of Day 110 13
14 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 14
15 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 15
16 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 16
17 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 17
18 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 18
19 100 500 125 326 1000 5000 1245 3567 Average of Day 110 19

20 100 500 125 326 1000 5000 1245 3567 Average of Day 1to 20

Applicare 10.0 - Arcturus Technologies Inc. Page 48 of 170



Arcturus Technologies - Applicare

21 100 500 125
22 100 500 125
23 100 500 125
24 100 500 125
25 100 500 125
26 100 500 125
27 100 500 125
28 100 500 125
29 100 500 125
30 100 500 125
31 100 500 125
32 100 500 125
33 100 500 125

326 1000 5000
326 1000 5000
326 1000 5000
326 1000 5000
326 1000 5000
326 1000 5000
326 1000 5000
326 1000 5000
326 1000 5000
326 1000 5000
326 1000 5000
326 1000 5000
326 1000 5000

1245

1245

1245

1245

1245

1245

1245

1245

1245

1245

1245

1245

1245

3567

3567

3567

3567

3567

3567

3567

3567

3567

3567

3567

3567

3567

Using Applicare

Average of Day 1 to 21
Average of Day 2 to 22
Average of Day 3 to 23
Average of Day 4 to 24
Average of Day 5 to 25
Average of Day 6 to 26
Average of Day 7 to 27
Average of Day 8 to 28
Average of Day 9 to 29
Average of Day 10 to 30
Average of Day 11 to 31
Average of Day 12 to 32

Average of Day 13 to 33

7. Log Monitoring - Error codes configured in the LAMA of the configured Applications. Available in Errors

screen.

Exchange DOC

Metric Data

Log Monitoring (log Log String Every 5 Timestamp, Server Name,
messages for log levels (2000) min Source Name, Log ID, Log
Error, Fatal and Warning) Level, Description
Request/Second - throughput Object Every 5 Min, Max, Avg & Median
throughput of E2E system min values
Response Time (in latency Object Every 5 Min, Max, Avg & Median
microseconds) — round min values
trip time of E2E system
Trading API Failure Count | failureTradeApi Numeric Every 5 Long value

min
Client Authentication failureAuthentication | Numeric Every 5 Long value
Failure Count min
Historical historicalThroughput | Object Start of | Min, Max, Avg & Median
Requests/Second Day values
Historical Response Time historicallLatency Object Startof | Min, Max, Avg & Median
(in microseconds) Day values

Applicare 10.0 - Arcturus Technologies Inc.
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Network Metrics

1. Bandwidth (%) - It is the average of both the input and output bandwidth utilization of the interface in
the router.

YAML
Configured Mbps = 1000 // 1Gbps Default value

Input rate in bits / sec - (IfInOctects x 0.8) / 60;
Output rate in bits / sec — (IfOutOctects * 0.8) / 60;

Input Utilization:
Input Utilization (%) = ((Input Rates in bits/sec) / (Configured Mbps * 1000000)) x 100;

Output Utilization:
Output Utilization (%) = ((Output Rates in bits/sec) / (Configured Mbps *x 1000000)) *x 100;

Bandwidth Utilization = (Input Utilization (%) + Output Utilization (%)) / 2;

Example:

Configured Mbps - 300Mbps

Input Utilization (%) = (47575000 / (300 * 1000000)) * 100;
15.86

Input Utilization (%)

Output Utilization (%)
Output Utilization (%)

(157305000 / (300 * 1000000)) * 100;
52.44

Bandwidth Utilization = (15.86 + 52.44) / 2
Bandwidth Utilization (%) = 34.15

Important:

The above calculation is the average for a minute. Likewise for LAMA it will be the average for 5 minutes.
2. Packet error count - Sum of current Input and output error count of the interface in the router via SNMP.
ifinErrors

ifOutErrors

TEXT

Packet error count = (ifinErrors+ ifOutErrors)

Important:

The above calculation is the average for a minute. Likewise for LAMA it will be the average for 5 minutes.
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Exchange DOC
Metric Data
Bandwidth Utilization (in | bandwidth Every 5 min Object Float (between
%) 0-100, upto 2
decimals)

Network Latency (in latency Every 5 min Object Long value
microseconds)
Packet Error Count packetCount Every 5 min Numeric Long value
DNS Lookup Failure lookupCount Every 5 min Numeric Long value
Count

Important:

The Exchanges have decided to deprecate the below-listed parameters. Network Latency DNS Lookup
Count

Database Metrics

ORACLE DB

1. Replication status - Refers to the availability of the replication process, not the availability of the
database itself.

TEXT

select process from v$managed_standby where process='<PROCESS_NAME>' fetch first 1 row only

Example:
PROCESS_NAME - MRPO

Here MRPO is the process which is doing the replication. If the process is active, the replication status will
be "Up." If the process is not running, the status will be "Down."

2. Replication Queue size - Pending log sync count in the replication.

TEXT

SELECT MAX(A.SEQUENCE#) FROM V$ARCHIVED_LOG A,v$archive_dest_status b where (a.dest_id='1"' or
a.applied ='YES') and a.dest_id=b.dest_id group by b.destination,b.ERROR, a.dest_id, thread#
order by a.thread#

Here it will give the list of SEQUENCE#. The SEQUENCE# will be sorted in the descending order and the
difference of the first two values will be calculated as a queue size.

Example:
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TEXT
Intital Result
86773
86632
86775

Result after sorting
86775
86773
86632

Queue Size = Valuel - Value2
Queue Size = 86775 - 86773

Queue Size = 2

3. Replication Bandwidth (%) - Bandwidth Utilization of the Database.

TEXT

select AVG(round((blockskblock_size/1024/1024)/((next_time-first_time)*86400),2)) as
bytesinMbps from v$archived_log where ((next_time-first_time)*86400<>0) and first_time
between to_date('FROM_DATE"', 'YYYY/MM/DD HH24:MI:SS') and to_date('TO_DATE', 'YYYY/MM/DD
HH24:MI:SS') and dest_id=1

FROM_DATE and TO_DATE for every 1 minute interval.
Example:

FROM_DATE - 2024/05/02 16:13:00

TO_DATE - 2024/05/02 16:14:00

Important:

The calculation provided reflects a one-minute average. For LAMA, the average is computed over a five-
minute period.

4. Replication Latency (milliseconds) - Time delay occurred on the data transfer.

TEXT
SELECT VALUE FROM V$DATAGUARD_STATS WHERE UPPER(NAME)='APPLY LAG'

MySQL DB

1. Replication status - Refers to the availability of the replication process, not the availability of the
database itself.

For MySQL < 8.0.22

TEXT
SHOW SLAVE STATUS;
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For MySQL = 8.0.22

TEXT
SHOW REPLICA STATUS;

Logic
MySQL < 8.0.22
o DB Status is UP when:

o Slave_IO_Running = Yes

o Slave_SQL_Running = Yes
» DB Status is DOWN when:
o Either of the above is not Yes
MySQL = 8.0.22
« DB Status is UP when:

o Replica_IO_Running = Yes

o Replica_SQL_Running = Yes
» DB Status is DOWN when:
o Either of the above is not Yes
2. Replication Queue size - Pending log sync count in the replication.
Logic

TEXT
MySQL < 8.0.22
Queue Size = Read_Master_Log_Pos - Exec_Master_Log_Pos

MySQL = 8.0.22

Queue Size = Read_Source_Log_Pos - Exec_Source_Log_Pos

3. Replication Bandwidth (%) - Bandwidth Utilization of the Database.

TEXT

SHOW GLOBAL STATUS WHERE Variable_name IN ('Bytes_received', 'Bytes_sent');
Logic
Step 1: Delta Calculation

TEXT

Delta Bytes = Current Value - Previous Value
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Step 2: Convert to Bits/sec

TEXT

Bandwidth (bps) = (Delta Bytes / Time Interval) *x 8
Step 3: Utilization % for 1 Gbps

TEXT

Utilization (%) = (Bandwidth / 1000000000) *x 100

4. Replication Latency (microseconds) - Time delay occurred on the data transfer.
Logic

TEXT
MySQL < 8.0.22
Latency = Seconds_Behind_Master x 1000000

MySQL = 8.0.22

Latency = Seconds_Behind_Source * 1000000

Exchange DOC

Metric Data
Replication Status status Every 5 min Short 1
(1=Up, 0= Down)
Replication Queue Size gSize Every 5 min Object Long value
Replication Bandwidth bandwidth Every 5 min Object Float (between
Utilization (in %) 0-100, upto 2
decimals)

Replication Latency (in latency Every 5 min Object Long value
microseconds)

LAMA Holiday Configuration

If the Exclude Holidays check box is checked in the LAMA configuration then both the data collection and
data post will be skipped for LAMA based on the LAMA Holiday Configuration.
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LAMA, Dashboard

LAMA Holidays

Applicare 10.0 - Arcturus Technologies Inc.

Home « LAMA Configuration

LAMA Holidays

Using Applicare

#* Key Business Txn Health
LOAD O/min ART Oms SUCCESS 0/min HTTP O/min SQL 0/min

1S

Assign SNMP Applications | Router

SNMP Index Details

Exclude Holidays
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# My s T st b wron

AL v AHT 540 i SUCEES Bean [ SO D I'mnir;- [ p———

Holiday API

The holiday will be checked in two conditions.
1. Holiday API is added in the LAMA Holidays screen

Every day after 12:00 AM the api will be triggered once and check whether that day is holiday or not. If yes
then both the data collection and data post will be skipped on that day. Otherwise the data collection and
data post will happen on that day.

Home « LAMA Configuration

LAMA Dashboard LAMA Holidays Q
API Configuration

Holiday APl | https://simplehai.axisdirect.in/app/index.php/insights/holidays/index?date=CURRENT_DATE

Note:

It is not mandatory to update the holidays in the LAMA Holidays screen. Because controller will
automatically update the holiday details from that API. The holiday details will be updated only for that
current day.

2. Holiday API is not added in the LAMA Holidays screen

The holiday condition will be fully evaluated based on the days configured in the LAMA Holidays screen.
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Home - LAMA Configuration
LAMA Dashboard LAMA Holidays 2
LAMA Logs

Holidays Configuration

January

February

March

April

May

August

September

Qctober

MNovember

December

Every Saturday

Every Sunday

-
L

Using Applicare

By default only error logs and the API check log for LAMA will be printed in the ApplicareAdmin.log file.
The log file will be flushed once it reaches 10 MB.

Steps to enable the success log for LAMA.

1. Go to Applicare Advanced Options menu.

Applicare 10.0 - Arcturus Technologies Inc.
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P - e &7 Servers Health
0 ®o ®s

LOAD 0/min ART 0 ms SUCCESS 0/min HTTP 0/min SQL 0/min JNDI 0/min WEB SERVICES O/min
Admin ~

Home Applicare Data Management Applicare Information

Home Manage Applicare Data Applicare Information

e SNMP Monitoring App Monitoring Configuration
Enterprise Analyzer Configuration

Configure AppServer Domains

Overview Manage SNMP Devices . .

Network Analyzer & Configure Dynamic Instrumentation

LAMA Configuration Configure Static Instrumentation
Tools
LAMA configuration Configure Mobile Applications

. . Bemeks Commands Proxy Settings Applicare Configuration
Synthetic User Experience
‘ : Configure Email/SMTP Server

Busi ransactions
Users Management

EnEa i UEM IP Translation

Server A - Configure SNMP Alert Server
Export/Import Applicare Configuration

Applicare Advanced Options

2. Enter the value PostDataToApiJob in the Enable Custom Logging field.

3. Click the Submit button to apply and save your changes.

Home - Applicare Advanced Options Application | Al

No of Applicare Server Database Connections 20
*

Agents count threshold ** | 500
f number of added agents is greater than this threshold, then "ALL" options will be removed from Application dropdown
Enable Email Info Logs It will log email notifications sent for alerts.

Default Home Screen ** Enterprise O Synthetic User Experience

Enable License Validation Alert Yes O No

Enable Custom Logging  PostDataToApijob

Enter the custom logging name.

Exclude transactions from KBT = .css,.js,.png,.ico,.gif

Enter file extensions as comma separated values which needs to be excluded from KBT

No Stars. These changes don't require Applicare Controller restart.

* These changes take affect on restart of Applicare Controller.

** These changes don't require Applicare Controller and Agent restart. m

Steps to disable the success log for LAMA.
1. Remove the PostDataToApiJob value from the Enable Custom Logging field.

2. Click the Submit button to save the changes.
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Home « Applicare Advanced Options Application | All

No of Applicare Server Database Connections =~ 20
*

Agents count threshold ** 500

If number of added agents is greater than this threshold, then "ALL" options will be removed from Application dropdown

Enable Email Info Logs It will log email notifications sent for alerts.

Default Home Screen ** (@) Enterprise () Synthetic User Experience

Enable License Validation Alert (®) Yes () No

Enable Custom Logging

Enter the custom logging name.

Exclude transactions from KBT = .css,.js,.png..ico,.gif

Enter file extensions as comma separated values which needs to be excluded from KBT

No Stars. These changes don't require Applicare Controller restart.
* These changes take affect on restart of Applicare Controller.

** These changes don't require Applicare Controller and Agent restart.

Important:

Controller restart is not required.

LAMA Details

¢ Key Business Txn Health & Errors & Servers Health )
LOAD 12/min ART2.8ms SUCCESS 12/min HTTP Ofmin SQL O/min JNDI 0/min WEB SERVICES O/min ®2 @0 ®7 Admin
Home - LAMA Details Application | Al v | E3 LasT 30 MINUTES -

LAMA Detalls LAMA Holidays I3
Application Metrics

Seq Id Name Time Req Reqg/ Req/ Req/ Res Res Res Res Hist Hist Hist Hist Hist Hist Hist Hist Failure Failure Error
/Sec Sec Sec Sec Time Time Time Time Req/ Req/ Req/ Req/| Res Res Res Res Trade Auth Count
Min  Avg Max Med Min Avg Max Med Sec Sec Sec Sec Min Avg Max Med API Count
(mi.. (mi. {mi.. (mi.. Min Avg Max Med |(mi.. (mi.. (mi. (mi..

0 NA b

0
0

UAT Test 08/16/2023 00:38:01 |0 5600 5640 5700 5600 O 0 0 0

o o 0
0O 0 5000 5580 5800 5700 0 O O 0 |0  4562.£5800 5000
o |o 0

0
0
5000 [5040 5100 [5000[0 [0 o | 4100 5100 | 5000 |0

4819.05800 5100
UAT Test 08/16/2023 00:33:01 0
UAT Test 08/16/2023 00:28:01 |0

o | o E=E=]

et e | s
UAT Test 08/16/2023 00:23:01 |0

Red color row - Data posting does not occur at regular intervals.
Green color row - Data posting begins occurring at regular intervals.
Error Count Column

1. Red color - If there was any errors posted to LAMA this column will be displayed in red color with the
total error count. Click that column to view the error details posted to LAMA.

2. No color with 0 value - No errors have been posted to LAMA.

3. No color with NA value - No errors have been posted to LAMA.

Updated Metrics Details from the Exchange.
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A B c: D E
1 Metric Type Metric Key Value Type Metric Key Description Expected Value
2 throughput{THRGHPT) Request/Second - throughput of E2E system It defines the number of requests passing through the application/system per second Count
latency(LTNCY) Response Time (in Milliseconds) — round trip time of It defines the time taken for user to submit the request and receive the response of the
3 Application E2E system request (New-Ack Latency) Milliseconds
4 MGrieine] failureTradeApi(FLD_TRDAPI) Trading API Failure Count It refers to the number of failures while executing Trading API. Count
5 failureAuthentication(FLD_ATH) Client Authentication Failure Count It refers to the number of authentication failures. Count
6 fhistoricalThroughput{HST THRGHPT) Historical Requests/Second 21 days summary of Throughput Count
7 historicalLatency(HST_LTNCY) Historical Response Time {in Milliseconds] 21 days summary of Response Time Milliseconds
8 cpu(CPU) CPU Utilization (in %) the percentage of available time spent is executing the tasks Percentage
9 Hardware Sequence memaory(MEM) Memeory Utilization (in %) the percent of available memory in use at a given moment. Percentage
10 Metric(HSM) disk{DSK) Disk Utilization (in %) the percentage of available disk space in use at a given moment Percentage
11 uptime(UPTM) Uptime (in minutes) the time period for which the system has been active and running Minutes
srat\fs(sralus) (Threshold Not required, we only o an o St em 1l O b Rep!irarAion status determines ‘h.e currem state Of an object being replicated. The TR
12 persist data) replication status of a source object will return either 1=Up or D=Down
13 Database Sequence asize(QSIZE) Replication Queue Size It is the number of units/re:auesrs/p.ackets waiting in 3 queue or present in a svsfem, Count
WMetric(DSM) bandwidth BNDWTH) Replication Bandwidth Utilization (in %) It mf?!s o the amount of information that can be sent over a network connection at e
14 one time.
. . . Replication latency is the amount of time it takes for a transaction that occurs in the .
latency(LTNCY) Replication Latency {in Milliseconds) : g = Millisecands
15 primary database to be applied to the replicate database.
Network Sequence bandwidth(BNDWTH] Bandwidth Utilization (in %) Bandwidthiilization rofers to a computer nigtwork s capadity to ransfer data betwesn. FREIRSF
16 @ devices or over the internet in a specific amount of time.
17 % ) packetCount(PCKT_CT) Packet Error Count It defines the number of packets received with errors Count

Monitoring with Applicare
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USING APPLICARE > TRANSACTIONS

Business Transactions User Guide

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

Overview

Key Business Transactions enables you to capture performance statistics and set SLAs for Web or Java
method calls. It also allows you to track individual transactions with detailed performance metrics and call
graphs.

Web key business transactions are defined by specifying one or more URI patterns. Any request matching
these defined patterns will be intercepted and statistic will be gathered under the given business
transaction name.

Java key business transactions operate similarly, but instead of URIs, you define class and method name
patterns.

The Profiling Agent must be enabled for business transactions to function on a server. For web based
business transactions to work you need to deploy both HTTP Profiling and Business Transactions aspects.
You can enable or deploy these on the Configuration -> Configure Dynamic Instrumentation page.

Configuring Business Transactions

Prerequisites

Before Applicare 7.1.4 you must enable Standard Mode Instrumentation and activate the instrumentation
agent on the servers where you want to track business transactions. See Configuring Dynamic
Instrumentation on how to enable Standard Mode instrumentation on servers.

For Applicare 7.1.4 onwards At a minimum you must enable HTTP, SQL, JDBC Connection and Business
Transactions profiling by deploying those aspects in Configuring Dynamic Instrumentation In Applicare
7.1.4 onwards, 'Enable Per-Transaction Monitoring' in Business Transactions configuration has no impact
and BTM wouldn't start until 'Business Transactions' aspect is deployed along with other prerequisites in
'Configure Dynamic Instrumentation'.

Configuration

You can access the business transaction configuration page by navigating to Business Tansactions ->
Configure (wheel button on right) Transactions Monitoring. On Transaction Monitoring tab you can
configure the amount of details to be captured on configured transactions.
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LOAD 222/min ART 1.6 ms SUCCESS 222/min HTTP Qéimin SQL Dimin JNDI Qimin WEB SERVICES Ofmin @3 @o @o

e + Business Transact ettings « Transact nitoring application |4 v | Eauast 15 nanuTes

Type  Shared Configuration ¥

Mark 35 Slow Transactions Whes > Average Time * [

uccessful Transactions

Enable Transaction Tracing |~ (Captures call graph for every individual execution of a transaction)
=X (ote: Reqy

Limit Capturing Trace Data To Slow Transactions

+ of agent servers for the changes to take effect

Failed (With Exceptions)

Excesding SLA Max Exceeding SLA Avg

Exclude Successful Transactions allows you to exclude successful/good transactions from Busniss
Transaction Monitoring. This helps concentrate on bad transactions which needs a fix or improvement.

Enabling Per-Transaction monitoring gives you the benefit of monitoring your business transactions
performance over time as a whole and on a per server basis. Performance overhead of gathering this level
of data is minimal and can be enabled even on production systems.

Enabling Transaction Tracing will capture execution graph of each transaction including Java method
calls, SQLs and their parameters. Performance overhead of gathering this level of data might be noticable
specially in production systems with very high number of business transaction executions per minute. You
can reduce the overhead by limiting call graph tracing to transaction executions that are slow, failed or
exceeding SLA limits.

Business Transaction Definition

To view the Business Transaction Definition page, navigate to: Applicare Home -> Business
Transactions -> Configure Business Transactions -> Transaction Definitions.
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HITTP O/min ‘SQUOmin JNDI Ofmin. WEB SERVICES Ofmin @9 o @o

& InceiiTrace Agent Enabied.

szrumentation > InteliTrace Deployment ta enable agent

Server Application SLA MAX (ms) SLA AVG (ms) Status
DESK OHOO_jb_d44348 10 8 Activated
L10-RHELS_ge_37802 15 11 Actated
DESK 00_tc 52576 n 22 Actvated
DESKTOP-3760H00_te_52576 19 15 Activated

#New Edt  Pause  Activate  Delete

This page shows all defined Key Business Transactions and lets you create, edit, or delete them. Changes
made here take effect immediately across the domain without requiring a server restart.

You can export definitions to an XML file or import them into another Applicare environment using the
Export/Import buttons.

Defining Business Transactions

Business transactions can be defined either manually from this page or within the IntelliTrace Analyzer. If
IntelliTrace Standard Mode or Advanced Mode with IntelliTrace Profiling is enabled, you can navigate to the
HTTP or IntelliTrace tabs in IntelliTrace Analyzer. Right-click on any autodetected URL or Java method to
define a Business Transaction for that URL or method.

HTTP furmin. SQU O/min JNDI OVmin. WEB SERVICES Q4imin @3 @0 ®@o

Server  DESKTOP-3760HO0_IC 52576 ~ | FndServe Sort by Count - Show only top level transactions AstoRefresh @& € @
Last Refreshed 08/16/2021 10:42:02 Al Is Css img Others 1to2of2 URL Exclusions
uRl Count - Total Time Average (ms) Max (ms) Min (ms) Std. Dev. (ms) 95th Percentile (ms) 75th Percentile (ms) 50th Percentiie (ms) 25th Percentile (ms) Sth percentie (ms)
/jPetStore/shopfviewCategory.shtmi 104 635 B 70 5 1% 16 7 6 6 6

/jPetStore/shop/viewitem.shtmi 103 64 6 9 4 3 7 7 7 s 6

/|PetStore/shop/viewitem shtmi

Load And ART

DESKTOP-3760HOD,tc_52576
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SUCEESS 18 HTTPO/min SQLO/min JNDI O/min WEB SERVICES min @3 @0 @o

Server  DESKTOP3760HO0IC 52576 v | Finasever sertby Count ~ AumRefresh & € @

AppSever 05 (PUCores  Processes  Disc  NewworkConmections  DawSource  Hesp  Garbage Coliection M WbeanBrowser  HTIP  Emors  BoeralWeoServices  SOL  Comnectonlesk  Incelifrace | imeliSense  MemodProfiing
Last Refreshed 08/16/2021 10:46:11 1to20f2
Trace Name Count *  Totl Time Average(ms) Maximum | Minimum  Std. Dev. 95th Percentile (ms) | 75th Percentile (ms)  50th Percentile (ms)  25th Percentile (ms)  5th percentile (ms)

(ms) (me) (me)

URL: [PetStore/shopiviewftem. shtm 104 621 50 31 4 3 70 70 60 60 60
URL: PetStore/shopiviewCal  Add as @ Key Business Transaclion 681 60 70 5 17 140 7.0 7.0 60 6.0

Define as a Remote Call

Summary Load And ART

Add a New Web Business Transaction

To manually add a new Web Business Transaction, click the New button on the Transaction Definition
page.

& Servers Hesith
@9 G0 @0

L not case sensitve

*Separse ciasses by comma

Rl Fiters

Request Params Exciude

remigeEST.1

1. Provide a Name for the Business Transaction
2. Select Web from the Type drop down box

3. Provide average and maximum SLA values. Leave them blank or set to zero if you don't want to enforce
SLA values for this transaction definition

4. Provide a URI pattern (Note: You can use * character as a wild card here)
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5. Optionally provide a HTTP parameter pattern if you want to filter further by HTTP parameters. This
follows the normal HTTP convention of separating key and value with = sign and separating multiple
parameters with & sign. (Note: You can use * character as a wild card for values)

6. Click Add button to add the URI pattern to definition. You must add at least one URI pattern. Multiple
URI patterns can be added to a definition and HTTP requests matching at least one URI pattern will be
included in the Business Transaction. 7. Once you have added all URI Patterns, click Save button to save
the Business Transaction Definition.

Add New Java Business Transaction

To manually add a new Java Business Transaction, click the New button on the Transaction Definition page

HITP Glrsn S8 Ot JNOH Qv WER SEVICES Qi

e

1. Provide a Name for the Business Transaction
2. Select Java from the Type drop down box

3. Provide average and maximum SLA values. Leave them blank or set to zero if you don't want to enforce
SLA values for this transaction definition

4. Provide fully qualified class name (Note: You can use * character as a wild card for the class name)
5. Provide a method name (Note: You can use * character as a wild card here)

6. Click Add button to add the class/method pattern to definition. You must add at least one class/method
pattern. Multiple patterns can be added to a definition and method calls matching at least one pattern will
be included in the Business Transaction.

7. Once you have added all patterns, click Save button to save the Business Transaction Definition.

Key Business Transactions Load Distribution View

This view displays the state of Key Business Transactions across all servers.
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& Servers Health
@9 B0 @o

Ee |

If a Transaction meets SLA values defined for it across all servers, it is shown as in Good state. If its not
meeting SLA values across all servers, the state will be Failed. If its not meeting SLA values on some
servers then the state will be Partial Failure.

Clicking on a Business Transaction will display the state of the transaction on individual servers in the
lower table.

Double clicking on a Transaction in the top table will take you to the Transactions tab and will set the
search filter to the selected transaction.

Double clicking on a Transaction in the bottom table will take you to the Transactions tab and will set the
search filter to the selected transaction and server.

The states displayed on Summary View are calculated periodically for performance reasons and are not
updated real time.

Transactions View

Transaction view displays transaction execution stats if Per-Transaction Monitoring is enabled. Double
clicking on any transaction displayed here will take you to the detailed view where you can see the in
parameters, exceptions if any and trace details if transaction tracing is enabled.
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& Servers Health
@9 B0 ®o

Last Refresned 08/16/2021 11.29:29 Fiter Enatied, not af recards are shown Page! + 1130 Umx [ 100 v AutoRefresn @ -]

Hame Server [ Started * Duraton  Success Speed Meets SLA  Meets SLA

D LSRMELEI IS 192168135
B Asmesener 192168135

00900000““000900-
9000000000 Q000O0O0Q

3
Q9000000000000 000
9000000000000 0Q0 Q0

F

‘
L}
i

Success - If transaction was completed normally without an exception thrown from the method (applies
only to Java transactions).

Speed - If transaction duration was less than the average * (User defined value in Business Transaction
Configuration).

Meets SLA Max - Indicates transaction duration met the configured SLA Max value.

Meets SLA Avg - Indicates transaction duration met the configured SLA Average value.

8 Erons & Servers Health
HITP Gimin SQL i N v, WEB SERVICES B/ @2 @0 ®o

= Param Value

ramote_nost

r omain Product)
egoryidevs. lang String)

Chran Mamoss. Teva speer Cracren Matnods - Incamon Count Cumio Tima (Cose  Dacsoass)

Key Business Transactions Load View

Using this tab you can view the performance stats of key business transactions across the environment as
well as on a per server basis. You must enable Business Transaction Profiling in order to gather data to be
displayed on the dashboard.
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T Servers Heath
HITP Ofon SQUL Qi 0K iy WER SERVICES Ofn ®9 B0 @o

Configuring Distributed Transaction Tracing

Applicare BTM can track transactions that span multiple servers (JVMs) and display the consolidated call
graph consisting of executions on multiple servers in a single Ul.

Note: All servers that participates in distributed transactions must have their system clocks synchronized
(E.g. Using NTP) for remote transaction tracing to work properly.

There are two ways to enable transaction tracking between two servers.

First Method

First you must define the remote service as a Java business transaction. You can right click your service
method which accepts the remote parameters in IntelliTrace window and select "Define as a Business
Transaction" option.
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& Errors
HTTROfren SQL O JNOS i WER SERVICES Qi

Using Applicare

& Servers Health
®s B0 @o

Server  AgminServer ¥
Last Refresnes 041672021 11:41.03

Trace Name Coune Auerage(ms) Madmum  Minmum S Dev

ms) ms) ms)

e

o
]
80
0

00

20 180

S5t Percantie (ms)

Add as a Key Business Transactions

75tn Percantie (ms)

S0 Percentie ms) 25 Percentile (ms)

h Name | InternalMonitoring
Application All v
Server All v
SLAs

Avg Time (ms) SLA ‘ 100

MAX Time (ms) SLA | 2

Java Methods

Fully Qualified Class Name: ‘

Method Name: [ run

In the above example we are defining the

org.glassfish.jersey.server.internal.monitoring.MonitoringStatisticsProcessor$1

m Can:e

org.glassfish.jersey.server.internal.monitoring.MonitoringStatisticsProcessor$1.run() method which is the
service method that parameter as a Business Transaction named "Petstore-Product".

Next we define the method that calls the remote service as a remote method by right clicking the method
name in IntelliTrace or in the BTM trace window and selecting "Define as a Remote Call" option. Be sure
to choose the method that accepts the parameters which are sent to the remote service.
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Servers Hestn
@9 Bo ®o

Server  AdmirServer ¥

LastRefresned 08/16/2021 122953

* TomiTime Aersge(ms] Magmum  Mimum S Dev. 5t Bercantie (ms) 75tn Percantile (ms) S0mm Bescentie me; 250 Pereantie (ms) Stn percanie (ms)

Define as a Remote call

Method org.glassfish.jersey.server.internal.monitoring.MonitoringStatisticsProcessors1.run()

Business Txn Called Petstore-Product  w

In the example above we define the method jpetstore/shop/additemToCart.shtml as a remote method call
and we select the previously defined Pet store-Product in add to cart service as the Business
Transaction called by this method.

Next we will define the HTTP call which makes the remote method call as a business transaction too

& Servers Heahth
@9 Go ®o

Server  Adminserver Sorby o . AunRefesn @ C
- 0 - '
LastRefresnes 08/16/2021 12:41:39 110909
Trace Name Count * TowiTime Aversge(ms) Maxmum  Minimum 2. D ecceniie (m n Fe e (ms) F ms) B s th p me)
w3 -
orggasmmsnjer da0es 577 =
284 1 s314 20 20 o
6 10 10
5 e 90 90 0
6 50
= 3 5 30 o
o 0o
30 o
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Add as a Key Business Transactions

Name | Prtstore-Product in add to cart
Application All v

Server All v

SLAs
Avg Time (ms) SLA [ 100
MAX Time (ms) SLA :gc{
URI Filters

URI | URL: /jpetstore/shop/additemToCart.shtml

ﬂ

Now that both transactions and remote method calls are defined, you can monitor the transactions as they
are invoked on the server and track their flow across different servers.

The following two images illustrate a Validate CC transaction invoked on the AdminServer. By double-
clicking, you can view the call graph for the AdminServer and the call graph for the remote service on the
Tomcat server, which was invoked as part of the transaction on the AdminServer.

Sever testh
@9 S0 ®o
L] " -
Last Refresnes 08 3514 o 160 Umn b il .- c
Name e are o e e eetsSLA  Meats SLA
It oms o e e e
e oms L] L] L o
e ophrieaCategory shem sms ] o o L]
204 0 can . [jperstore/snopiadditemToCar shemi 10 ms -] -] o -]
a ms -] a a [
sms ] L] L] e
oms L] L L L
7ms L] L L L
7ms L] 9 9 [
oms L] L] L L]
ToCar shom! 8 ms L] L] L L
oms L o a L
11 ms L] L] L] -]
Oms -] o a [
§ms o o L o
om L] 9 9 o -

@9 S0 ®o

1443156 M8 system cpu

11 iy, 0.100329 ms system 45 “product productid”, NAME AS “productna LS fos.router. nome

1 in, 0.037426 ms system
1 inv, 0.006776 ms system
1 inv, 0.006783 ms system

rameters: {T=£ST-13}

ain.tem setProduct{com jpetsiore domain P

v, 0.00674 ms system gy it setCategoryld{ava lang Strng}

nitCostave math Bighecimal)

1 i, 0.006779 e system cpu &(ava. matn BigDecima
sessupplenialing
ProduzseProductiiiava lenz.Scring

& oms-©ms)1 inv, 0006736 ms syszem
& 0 ms. 10 ms1 1 inv. 0007919 ms svstem cou

Second Method

Second approach is to use Network Connection Profiling to track transactions and as in the first method,
you will have to define the calling and the called business transactions. You will not need to define the
method that calls the remote transaction as a Remote Method.
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For this approach to work, Network Connection Profiling must be enabled on all participating servers. You
can do this by going to Profiling -> Configure Dynamic Instrumentation page and deploying Network
Connection Profiling in Advanced mode.

Once you enable Network Connection Profiling, go to the Remote Method Definition tab on the same page
and add the server IP and port where the remote transactions are running on.

MTTP Gfmin SOU Qimim JND Dmiry WES SERVCES (imins @9 @o ®o

Monitoring with Applicare
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USING APPLICARE > TRANSACTIONS

Automatically add KBT configuration

Applicare 10.0 - Updated September 9, 2024 - Pending technical review

Step 1: Log in to Applicare console, navigate to the Remote Commands screen, and then click the
setting button.

Step 2: Enter a name in the Name field, select a server with either sender or receiver application from
the Server dropdown, paste the command into the command field and then click save button.

TEXT

setapplicarearg arc.jms.thread true autoaddkbt

Home Remote Commands Configuration

Name | atoKBT web x o
SETVEr  adb_t24webl ﬂ ‘

Command | cerapplicarearg arc jms_thread true autoaddkbt e
Start in (optional)
Timeout (Minutes)
* Username and password are required only when you want to run a command as a different user using sudo.
Username

Password

Step 3: On the same screen, click on the third tab schedules.

Step 4: Choose the server configured for the remote command from the server dropdown, then click the
save button.
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Home = Remote Commands Configuration = Schedules

Remote Commands Command Groups Schedules

SEVEr  adb_t24webl v 0 €

Command/Group AutoKBT web  ~

Cron Expression | Q#w ¥ %7

Mote: Please refer help documents for more information on Cron expressions.

« Save o

Step 5: After 2-3 minutes, navigate to Business Transactions-> Settings-> Transaction Definitions
screen to verify that the KBT has been created.

KBT creation only occurs when a JMS transaction is executed.

* Business Transaction monitoring and tracing will be enabied only on servers

h InteliTrace Agent Enabled.

Select the Enabled checkbox for server(s) in ‘IntelliTrace > Configure Dynamic rumentation > IntelliTrace Deployment’ to enable agent Enable multiple selection
Name ~ |Type Server Application SLA MAX (ms) SLA AVG (ms) Status
Find Type Find Serve Find Application Find SLA MAX Find SLA AVG
adb_t24webl_callMessagelistener Java adb_t24wed1 1] 0 Activated
adb_t24webl_sendMessage Java adb_t24wed1 (1] 0 Activated
addltemToCart Web ALL 0 07 Activated
Nop_cooking Web DESKTOP-3760HO0_s3 0 0 Activated
viewltem Web ALL 0 0 Activated
viewProduct Web ALL 0 0 Activated

If you prefer not to auto add KBT and only view KBT trace details in remote commands, remove the
"autoaddkbt" keyword from the command.

TEXT

setapplicarearg arc.jms.thread true
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USING APPLICARE > TRANSACTIONS

Download IntelliTrace report

Applicare 10.0 - Updated January 8, 2025 - Pending technical review

IntelliTrace report for Http:

Step 1: Go to the report screen in the left-hand menu.

Step 2: Below is a list of which options to select from which dropdown.

a.) Select Report: Select the "Intellitrace report" option in this dropdown.

b.) Data: Select the "http" option in this dropdown.

c.) Order by: Select the "MaxAvg.Time" option in this dropdown.

d.) Server: In this dropdown, select the "server" for which you want intellitrace data.

e.) Filter by: In this dropdown, select the "Average>=" option and enter "2000" in the filter value text
box.

f.) Enable the Show top level transactions only checkbox.

g.) Time period: Select "Custom" from this dropdown menu, then specify the desired data time period
using the "From" and "To" fields.

h.) Format: Choose your preferred output format (PDF, Excel, HTML, or CSV).

Step 3: Enter the values as shown above, then click the print icon.
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Operations Center

User Experience
Synthetic User Experience
Business Transactions
App Analyzer

Server Analyzer

LAMA

Sensor Analyzer

Alerts

Performance Comparison
Events Calendar

Server Availability

Log Analyzer

Reports

Server Comparison

LOAD 0/min ART 0 ms SUCCESS 0/min

Home - Reporis

Reports

Select Report

Data

Order by

Server

Filter by

Time period

Format

IntelliTrace report for SQL:

Step 1: Go to the report screen in the left-hand menu.

Generate Multiple Reports (Beta)

Using Applicare

HTTP 0/min SQL 0/min JNDI 0/min WEB §

Scheduled Reports

IntelliTrace Report v

HTTP v
Max Avg. Time v
PetStore1_tc v
Average (ms)>= v 2000
v Show top level transactions only
Custom v
From  01/07/2025 08:00 &
To 01/07/2025 18:30 =
® PDF O Excel OHTML O CSV

(=)

Step 2: Below is a list of which options to select from which dropdown.

a.) Select Report: Select the "Intellitrace report" option in this dropdown.

b.) Data: Select the "SQL" option in this dropdown.

c.) Order by: Select the "MaxAvg.Time" option in this dropdown.

d.) Server: In this dropdown, select the "server" for which you want intellitrace data.

e.) Filter by: In this dropdown, select the "Average>=" option and enter "2000" in the filter value text

box.

f.) Enable the Show top level transactions only checkbox.

g.) Time period: Select "Custom" from this dropdown menu, then specify the desired data time period
using the "From" and "To" fields.

h.) Format: Choose your preferred output format (PDF, Excel, HTML, or CSV).

Step 3: Enter the values as shown above, then click the print icon.

Applicare 10.0 - Arcturus Technologies Inc.

Page 76 of 170



Arcturus Technologies - Applicare

Using Applicare

ARCTURUS

NT INNOVATION

Home - Reports

Reports

Enterprise

Overview Select Report

LOAD 0/min ART 0 ms SUCCESS 0/min

Generate Multiple Reports (Beta)

Scheduled Reports

IntelliTrace Report v

Operations Center

Data SQaL v
User Experience
Order by Max Avg. Time v
Synthetic User Experience
Server PetStore1_tc v
Business Transactions
Filter by Average (ms) >= v 2000
App Analyzer
Time period Custom v
Server Analyzer
From | 01/07/2025 07:00 =
LAMA
T - &=
Sensor Analyzer [} 01/07/2025 18:30 )
Alerts Format ® PDF O Excel O HTML O CSV

Performance Comparison
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USING APPLICARE > TRANSACTIONS

Configuration for KBT with parameter

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

If you need to capture only a specific URL in KBT, then follow these steps:

Step 1: Navigate to Business Transactions-> Settings-> Transaction Definitions in Applicare, and then
click the New button at the bottom right.

Step 2: Enter the KBT name in the Name text box, then click the server dropdown and select the
appropriate server.

Step 3: Enter the application URL in the URL text box, then input the parameter you want to add in the
parameter text box. Click on Add button, and then click Apply.

Example:
URL = /JPetStore/shop/viewCategory.shtml

Parameter = categoryld=REPTILES

(5 1 oo [
If you need to fetch a single parameter with different values for a specific URL in KBT, follow these steps:

Step 1: Navigate to Business Transactions-> Settings-> Transaction Definitions screen in Applicare
and click the New button at the bottom right.

Step 2: Enter the KBT name in the Name text box, then click the server dropdown and select the desired
server.

Step 3: Enter the application URL in the URL text box, but this time parameter with a different value. After
adding the parameter, click the Apply button.
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Step 4: Repeat the steps in step 3, to add another parameter, then click the Apply button.
e.g.

URL = /JPetStore/shop/viewProduct.shtml

Parameter = productld=RP-LI-02

URL = /JPetStore/shop/viewProduct.shtml

Parameter = productld=RP-SN-01

::::::

SLAs

If you need to capture only different parameters for a specific URL in KBT. Follow these steps:

Step 1: Navigate to Business Transactions-> Settings-> Transaction Definitions in Applicare, and click
the New button at the bottom right.

Step 2: Enter the KBT name in the Name text box, then click the server dropdown and select the
appropriate server.

Step 3: Enter the application URL in the URL text box, then input the different parameter you want to add
in the Parameter text box, click the Add button.

e.d.
URL = /JPetStore/shop/viewltem.shtml

Parameter = categoryld=REPTILES&itemId=EST-13
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If want to capture all request from a specific parameter in KBT, follow these steps:

Step 1: Navigate to Business Transactions-> Settings-> Transaction Definitions in Applicare and click
the New button at the bottom right.

Step 2: Enter the KBT name in the Name text box, then click the server dropdown and select the desired
server.

Step 3: Enter the application URL in the URL text box, then input the parameter you want to include in the
Parameter text box, click the Add button.

e.d.
URL = /JPetStore/shop/additemToCart.shtml

Parameter =workingltemld*
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Home - Business Transactions - Settings « Transaction Definitions

Aggication [A v ]| BusTsme
Top Business Transactions  Key Business TransactorsLosd  Key BusinessTransacionsLoad Distibwion  Transacions | g%
Transaction Definitons  Transaction Monitoring
Name: | Perstore_aTC o
Application: ALL v
Server: ALL v ekzs Effect From Version 7.1.4
Type: Web v

~ Generate alert on failure when failure count is »=
10
in
H

Minutes

Generate alert when duration is >

o
(ms) for
5i
Minutes
URL not case sensitve
Slas
Max Time (ms) SLA:

Avg Time (ms) SLA:

Exclude Exception
Exception classes *Separate classes by comma ()
URI Filters
URL: | jjPetStore/shop/additemToCart shtmi Exclude
@ = [zt ] e @
URI Request Params Exciude

o .

Delete

Monitoring with Applicare
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USING APPLICARE > INFRASTRUCTURE

Server Analyzer

Applicare 10.0 - Updated April 5, 2025 - Pending technical review

Overview

The Server Analyzer gives you a quick look at your server's health and activity. Select a time frame at the
top to view historical data. The server list will show only those related to chosen application. To zoom in,
click and drag over the area you want to explore.

App Server Analyzer

The AppServer tab offers a quick overview of application server performance. It helps identify potential
bottleneck, such as queue buildup, which indicates the server is struggling to process incoming request.
Issues like garbage collection or high CPU can also be mentioned here. The AppServer Analyzer provides a
correlated view to pin point the effects of change in performance metrics.

# Key Business Txn Health
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Server AdminServer v

AppSever | 05 CPUCores Py

Disk Newrork Connections  DataSource  Heap Garbage Collection VM Mbean Browser HTTP Errors Excernal WebServices saL CannsctionLeak  InelliTrace HINE

07:00 09:00 11:00 13:00 15:00 17:00 19:00 21:00 23:00 Aug 17 03:00 05:00 07:00 09:00 11:00 13:00 15:00 17:00 19:00 21:00 23:00 Aug 18 03:00 05:00
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Heap Used (MB)
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2,000 o

lAug 17 12:00 f1200 Aug 17 12:00 Aug 18

Throughput HTTP Errors Queue Size

Throughput

HTTPErrors
L L L L
—
s s s e
Queue Size
o IS o o
L L L L

aug 17 12:00 lAug 18 12:00 |Aug 17 12:00 |Aug 18 12:00

If a time period is selected on top of the home dash then history view is visible. Average Response Time
(ART) is a great indicator of a server's performance. A significant increase in ART means things are getting
stuck somewhere in the app server. Similarly heap used, throughput, queue size, http errors and CPU used
are available.

Throughput: Server throughput is the number of requests served per second by the server. Busy

Threads: The number of Server threads thats are busy serving requests at any given time.

OS Analyzer

The OS Internals Analyzer provides a fast and convenient window into your physical server's/VM's
performance including # of processes, tcp connections, CPU, memory and storage performance.
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Processes: Number of processes running on the machine. Running too many processes may cause
memory contention (paging), I/O contention or excessive context switching. This contention can reduce
system throughput if parallel execution were not used.

CPU %- Cpu usage in percent. High CPU usage is not a significant cause for concern as long as it doesn't
occur over the long-term. But if the cpu usage remains high for long term then they system may freeze or
will respond too slow.

Process Queue Length- The Processor Queue Length is the number of threads that are ready but
currently unable to run on the processor due to another active thread. This count shows ready threads
only, not threads that are running. A bottleneck on the processor may be thought to occur where the
number of threads in the queue is more than 2 times the number of processor cores over a continuous
period.

Memory Free %- Percentage of free memory available in physical memory. Memory can have a huge
impact on a system is performance. As physical free space increases, the machinei;'2s dependency on
virtual memory decreases. The less a computer has to depend on virtual memory, the more efficiently that
machine will run.

Memory Free- Free memory available (in Mega Bytes) in physical memory.
Page File Usage %- Displays the percentage of the paging file that is currently in use.

Disk Transfers/sec- A high Disk Transfers/sec value may occur due to a burst of disk transfer requests by
either an operating system or application.

Context Switches- This attribute reports the combined rate at which all processors on the computer are
switched from one thread to another. High context switches, shows that threads have less time to do their
work and the system performance might go down.

Swap memory usage- Swap usage refers to the amount of virtual memory that is currently being used to
temporarily store inactive pages from the main physical memory. Swap space is your safety net for when
you run out of RAM. While swapping, processes may get slower, data is still nevertheless processed.
However, when you run out of virtual memory, processes are queued and stalled until some memory is
freed up.

Pages Swapped In- Number of pages read(in last one minute) from paging/swap file(s) to resolve hard
page faults. (Hard page faults occur when a process requires code or data that is not in physical memory,
and must be retrieved from disk.)

Pages Swapped Out- Number of pages written(in last one minute) to paging/swap file(s) to free up space
in physical memory. Pages are written back to disk only if they are changed in physical memory, so they
are likely to hold data, not code. A high rate of pages output might indicate a memory shortage. The
operating system writes more pages back to disk to free up space when physical memory is in short
supply. Even when swap space is not particularly full, continuously high swap-out rates indicate that the
pages that are swapped are actively processed. This means that your system requires more fast physical
memory for your workloads, and swap is not helping.

TCP Connections- Total TCP connections count.

Here, you can access the OS performance history for the selected time period.
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#” Key Business Txn Health & Emors # Servers Health

LOAD 18/min ART 557.3ms SUCCESS 18/min HTTP 2/min SQL 0/min NDI O/min WEB SERVICES O/min ®10 ®0 @0
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Process Analyzer
This view displays the performance stats for CPU, memory and running processes organized in somewhat

similar manner to the output of Top utility on Unix based systems.

snapshots of various processes running at any point of time and what kind of resources they were
consuming at that point of time is available here. Applicare by default would take a snapshot of this info

every 30 minutes but this can be configured by changing the snaps interval.

7 Key Business Txn Health & Ermrors & Servers Health
LOAD 18/min ART557.3 ms SUCCESS 18/min HTTP 2/min SQL O/min JNDI Dimin WEB SERVICES Dimin ®10 ®0 @0
Home - Server Analyzer - Processes - Overview application | Al v LAST 15 MINUTES ~
Server  L9-RHELB 1€ 13337 v Sort by cpy > ml|lCc@®
App Server os CPU Cores Disk MNemwork Connections. DataSource Heap Garbage Collection v Mbean Browser HTTP Errors sqQL Cannection Leak ncelliTrace { Y
] 1to 236 of 236
PID frpi COMMAND £ - omand COMMAND Shert Name SIZE (Average) Resident Set Size /RSS (Average) CPU (Average) % =
Find command
185 irqi122-aerdry null 0.0M 0.0M E =
814 journal == fusr/ temd/sy oo iy malkd 418.3333333333333M 246.66666666666666M 330
1755 reyslogd — fust/sbinirsysiogd -n Husisbinirsyslogd 715.0M 56.0M 55
1813 wpa_supplicant — fusr/sbinfwpa_supplicant c ... | fusrfsbinfwpa_supplicant 59.0M 1.0M 06
1800242 containerd ~ fusribinicantainerd husrfbinfcantainerd 1972.0M 17.0M 03
1308 — fusr/sbin/N 997.0M 7.0M 03
LR | o reu_sched nul 0.0M o.M 03 2
Overview Timeline Snap Details
Top Processes by cpu usage Top processes by memory usage

IRSS (Average)

Juseibisy

Irg/122-aerdry: 70.68%

Column Descriptions:
PID: The process ID of each task.

USER: The user name of the task's owner.
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PID : The process ID of each task.
STIME: Time the process was started.
SIZE : The size of the task's code plus data plus stack space, in megabytes, is shown here.
RSS : The total amount of physical memory used by the task, in megabytes, is shown here.

SHARE  The amount of shared memory used by the task is shown in this column.

STATE : The state of the task is shown here. The state is either S for sleeping, D for uninterruptible sleep, R for
running, Z for zombies, or T for stopped or traced.

TIME : Total CPU time the task has used since it started in MM:SS format.
CPU: The task's current usage of CPU time as a percentage.
DISK

On the left side, view the used and available disk space. On the right side, monitor disk performance, with
only disk-using processes shown.

7 Key Bus T % Errar i

LOAD O/min ARTOms SUCCESS 0 HTTP O/min SQL O/min JNDI O/min WES @0 acmh
Home - Server Analyzer - Disks Application | All 4 [ Last 15 minutes v
Server ip-172-30-0-208_JPetStore_tc b4 Tomcat (o] L5
Server Info Network Topology 0s App Server CPU Cores Processes Disk Network Connections DataSource Heap Garbage Collection HERY

£ For Linux disk monitoring iotop and sysstat packages are mandatory

Disk Total Used Free Used % Free % Disk Performance
6,000,000
¥ 13.7G 10.8G 2.9G 79 21 é_ "
£ 4,000000
2
o
]
2 2,000,000
[
¥
Dall e .
0 .
12:35:07
* Only processes using the disk are shown
Process Name PID USER Avg. Read (B/s) Avg. Write (B/s)
init 1 root 415380251136 4024566493184
jbd2/nvmeOnip1- 1013 root (] 220690071552
udevd 1058 root 11972096 0
lvmetad 1398 root 0 4096

e e aan e " Anne

Data Source Analyzer

The DataSource Analyzer provides a fast and convenient window into various data source's usage.
Datasource utilization is very useful in finding out issues related to connections running out and tuning of
connection pools.
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# Key Business Txn Heaith >
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Heap Analyzer

The Heap Analyzer provides a convenient window into the history of your server's garbage collection and
memory allocation behavior. You can zoom in and out, choose the range of days from the drop down, and
select which server to display.

You can easily spot slow memory leaks with the Heap Analyzer. Zoom out to show the data for as long as
the server has been up, and you can see how each generation is growing over time. If after major garbage
collections the heap doesn't settle to prior levels, but instead keeps increasing, you may have a memory
leak.

#+/ Key Business Txn Health @ Emors & Servers Health
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Heap Dump

You can generate a heap dump of the selected server by clicking on Heap Dump button. Please note this
will make the server unresponsive until the heap dump is written to a file on the server. Generating heap
dumps on demand is availble on

- Sun JVM 6 and above. - Oracle JRockit R28 and above.

Also you can enable automatic heap dumps on supported JVMs when available free memory reaches a
certain threshold by setting 2 startup arguments.

e.d. Using startup arguments -Dapplicare.dumpheap.perc=10 -Dapplicare.dumpheap.maxcount=2 will
generate heap dumps when the server's available free heap size reaches 10% of the max heap size and
will create maximum of 2 heap dumps during the lifetime of the JVM.

You can use the generated heap dumps to detect memory leaks and analyze the objects and their
relationships by loading the heap dump in Arcturus Memory Analyzer.

Garbage Collection Analyzer

The GC Analyzer provides a fast and convenient window into your server's garbage collector behavior.
This gives you the ability to quickly spot garbage collection issues and tweak GC parameters to improve
performance and reduce latency of your applications.

GC Analyzer is available on Oracle Sun JVMs, JRockit and IBM JVMs. It requires verbose GC enabled on
the JVM.

e.g. following arguments are automatically added by Applicare to enable verbose GC on Oracle Sun JVM.
-verbosegc -Xloggc:%SERVER_NAME%.gc

Also the use of -XX:+PrintTenuringDistribution flag is not supported at the moment and the use of it will
prevent Applicare from reading the GC log file.

GC Summary

The summary tab gives you an overview of Full and Young GC cycles that occured over the lifetime of
JVM. An important value you should take note of is the Overhead (%) in the table.
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# Key Business Txn Health & Errors & servers Health
LOAD 1&/min ART 5573 ms SUCCESS 18/min HITP Z/min SQL O/min JNDI Q/min WER SERVICES O/min @10 @0 @0
Home - Server Analyzer - Garbage Collection « Summary Application ES LAST 15 MINUTES ~
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Detailed Charts

The GC Analyzer feature charts that visually represent various aspects of Garbage Collection cycles.

GC Timeline
Garbage Collection shows each GC cycle over time and provides a clear picture of the type of GC cycle
and time taken by each.

#/ Key Business Txn Health 8 Emors & Servers Health
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Heap
This chart plots the Heap size before and at the end of each GC cycle over time.
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+ Key Business Txn Health 7 Servers Health
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Creation Rate

This analyzer shows the total size of objects created between each GC cycle.
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Cumulative Allocation

This analyzer shows total size of objects created over time.
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& Errors

~ Key Business Txn Health

Using Applicare

& Servers Health
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JVM Analyzer

The JVM Analyzer provides a very detailed view into a server’s thread behavior, detects Deadlocks,

detects stuck threads, and provides an interface for viewing stack traces.

This view allows you to save a thread dump of a running server and analyze the saved dumps at a later
time. The saved snap shots contain all thread information displayed on the real time view and any
deadlock or stuck threads detected at the time of creating the thread dump.

& Errors

#* Key Business Txn Health
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Thread Analysis

Deadlock Detection

A Deadlock is a situation where two or more threads are blocked forever, waiting on each other to finish.
You can find a deadlock by taking a thread dump to display the current threads and look for the BLOCKED
state, or you can use the JVM Analyzer and click on the Deadlocks tab. This tab shows all available
information about the deadlock situation. When a deadlock occurs, the tab will turn red to alert you that a
deadlock exists. Then you can capture the data and send it to development so they can analyze the code.

good course of action to follow when you detect a deadlock is to assign a portion of your team to
concentrate on finding out how to reproduce the deadlock, and the other portion to look at the stack
traces to figure out why the code is deadlocking

Stuck Thread Detection

A stuck thread is a thread that is blocked and can't return to the thread pool within a defined period of
time. When an application thread is blocked, it can't quickly finish its job and be reused. In most situations,
the cause of stuck threads is also the cause of poor system performance. This is because the stuck thread
interferes with regular task execution. The “Stuck Threads" tab will turn red and display the diagnostic
information to help you identify the root cause of the stuck thread. Stuck Threads are often caused by the
code opening a network connection without specifying a network connect or read timeout. When a timeout
isn't configured for each method call that involves networking, it will potentially create a block because it
will wait infinitely for a response. The fallback timeout in this case comes from the OS which is by default
set very long (e.g. 5-10 minutes). Especially in the case of SOA and Web Services where there are many
network calls, timeouts need to be defined properly.

MBean Browser

The MBean Browser enables you to explore MBean properties and their values.

# Key Business Txn Health O Erors ) & Servers Health
LOAD 18/min ART 557.3 ms SUCCESS 18/min HTTP 2fmin SQL W/min JNDI O/min WEB SERVICES O/min @10 @0 ®o
{ome - Server Analyzer - Mbea: Wsers Application ’-\—v| E& LAST 15 MINUTES v
Server  Adminserver v [ Fiod Server ) a CO
s [ ™ )
Session Time 8. 3.0 v | -]
e} Attributy “ Value
E_ eversionstate ¥
0 icationName wis-management-services
- ApplicationVersion nul
& ClassLoaderRuntime com, aminserver, L nt-services.ApplicationRuntime=...
E' paa ClassRedefinitionRuntime nul
[: erenceClusterRuntime nul
’ &3] ComponentRuntimes [Ljavax.management ObjectName:@6c56bTda
= B EAR false
E . Componentnull.Partition: null.State:HEALTH_OK.MBean:null.Symptoms:[l. ReasonCode:[]
B javax.management.openmbean.CompositeDataSuppart{compositeType=javax.management.o...
B3 e Applcaconfunime true

By el neREE et S mWeeos | KodoPersistenceUnitRuntimes [Ljavax.management ObjectName:@3cf99e70

d ServerR
o untimes nul

ecutorServiceRuntimes [Ljavax.management ObjectName;@7583c41d

ManagedScheduledExecutorServiceRuntimes
ManagedThreadFactoryRuntimes

MaxThreadsConstrai

[Ljavax.management ObjectName; @4fdd 7587

MinThreadsConstraintRuntimes [Ljavax.management.ObjectName:@2a33be91
Name wis-management-services
OptionalPackageRuntimes [Liavax.management.ObjectName;@7fa88esf

overaliHealthstate Componentnull.Partition: null,State:HEALTH_OK.MBean:null Symptoms:[], ReasonCode:(]
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HTTP

Using Applicare

The HTTP Analyzer offers performance statistics for HTTP requests on the selected server. The real-time
view displays HTTP stats since the JVM started, while the historical view provides data for the selected
time period. The real-time view also indicates whether HTTP Profiling is enabled and, if so, how long it has

been active.

+ Key Business Txn Health

LOAD 18/min ART 557.3ms SUCCESS 18/min

@10 @o

@0

Home - Server Analyzer - HTTP application ) LAST 15 MINUTES ~
Server  DESKTOP-3760HO0_tc 52576 Sort by Count ~ | Show only top level transactions Auto Refresh & c
AppServer OS5 CPUCores  Processes  Disk  Nes Heap MM MbeanBy HTTP | Erors  BxiernolWebServices QL onnection Leak  IncelliTrace H

Last Refreshed 08/18/2021 7:43:13 All Js Css Img _|[ Others 1to6of6  URLExclusions
URI Count *  Total Time Average (ms) Max (ms) Min(ms) Std. Dev.(ms) | 95th Percentile  75th Percentile  50th Percentile | 25th Percentile  5th percentile
F (ms) (ms) (ms) (ms) (ms)
JJPetstore/shop/viewProduct.shmi 28 105 3 5 3 ] 5 4 4 4 3 =
J|PetStore/shophiewProduct.shtmis 28 12 0 1 0 o 1 1 1 0 0
[Petstoresshopiviewitem.shtml 28 76 2 4 1 ] 4 3 5 3 2
/PetStore/shop/index.shtml 14 13 0 1 0 ] 1 1 1 1 0
1PetStore/shop/signonForm.shtmi 14 8 1 2 1 ] 2 2 1 1
/|PetStore/shop/viewCategory.shtmi 14 114 8 1 7 1 " 9 8 7 7
ol
/|PetStore/shop/viewProduct.shiml
Summary Load And ART
DESKTOP-3760H00_tc_52576 o
ART [ms) 4 [ [T | BN "

ART (ms)

HTTP Errors

Aug 18, 2021 07:34

Load

HTTP Errors shows URI, failure time, http error code, exception and IP address where the call came from.

Home « Server Analyzer « Errors
Server  DESKTOP-3760H00_tc 52576
App Server os CPU Cares Pro

Last Refreshed 08/18/2021 7:45:04
Name

Find Name
[JPetStore/shop/viewProduct.shtmls
/PetStore/shop/viewProduct shtmls
{|PetStore/shop/viewProduct shtmls.
/IPetStore/shop/viewProduct shtmis
/|PetStore/shop/viewProduct shtmi5
{JPetStore/shop/viewProduct shtmi5
/PetStoresshopiviewPraduct.shimis
/PetStore/shop/viewProduct shtmiS
URL: /JPetStore/shop/viewProduct.shtmls

Server Name: DESKTOP-3760HD8_tc_52576
Failure At: 88/18 87:44:01

Resolution: Minuzes

Ml ervors count

~ | Fin "
s Disk MNemwark Connectians

Failure Time

08/18 07:44:01
08/18 07:44:00
0B/18 07:43:01
08/18 07:43.00
08/18 07:42:01
08/18 07:42:00
08/18 07:41:01
08/18 07:41:00

HITP 2/min SQUG/min JNDI Ofmin WEB SERVICES Ofmin

DataSource Heap

v Type

HTTP

Garbage Collecsion

-

Mbean Brow

192.168.1.61
192.168.1.61
192.168.1.61
192.168.1.61
192.168.1.61
192.168.1.61
192.168.1.61

192.168.1.61

External WebServices

Error Type

wser

HTTR

@10 ®o

Al

@0

v Error code Error Code

External WebSenvices saL

Error Code

Applcation 3 4 15 NTES

Connection Leak

Auto Refresh @

IntelliTrace i

11t0300f30 | HTTP Errors Exclusion

Reason

@ sron

Server Analyzer External WebServices shows all the web services that are called from the monitored

JVM/App Server.
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External WebServices monitors all calls to externally hosted webservices and provides performance stats,
server ip and port where the calls are going for easily tracking the issues that come with external
webservices response time going up.

2 Key Business xn Health

LOAD 18/min ART 5573 ms SUCCESS 18/min HTTP 2/min SQL O/min JNDI O/min WEB SERVICES O/min ®10 ®o0 ®o
Home - Server Analyzer - External Webservices Application B8] LAST 15 MINUTES ~
Server DESKTOP-3760H00_tc 52576 v Find Serve Sorthy Count ~ AutoRefresh €% c e

AppServer 05 CPUCares Disk  Nework Conne DataSource  Heap  GarbageCollection VM MbeanBrowser  HTTP External WebSenvices | 5QL neelliTrace I
Last Refreshed 08/18/2021 7:47:14 1to50fS
External Web Services Operation Count ~  Error Count Total time Average (ms) | Maximum Minimum Std. Dev. (ms) 95th 75th 50th 25th 5th Percentile
T name (ms) {ms) (ms) Percentile Percentile Percentile Percentile (ms)
web services (ms) (ms) {ms) (ms)
192.168.1.61:8003/JPetstore/shop/viewltem.shtml 28 1] 90 30 5 2 1 4 a 4 3 2 T
192.168.1.61:8003/)PetStore/shop/viewProduct.sh. 28 a 1z 40 6 E] 1} 5 5 5 4 2
192.168.1.61:8003/JPetStore/shop/signonForm.sh... 14 o 22 1.0 2 1 a 2 2 F 7} 1
152.168.1.61:8003/)PetStore/shop/index.shtml 14 1] 17 1.0 2 1 [ 2 2 1 1 1
192.168.1.61:8003/JPetStore/shopAviewCategory.s. 14 0 120 8.0 1 7 1 1 9 9 & 7
wll
192.168.1.61:8003/]PetStore/shop/viewitem.shtml
mmary Load And ART Detsils
-~
ART ms) Mo Mo
5ms 2
1 m: 205
200 _
3

SQL

IntelliTrace Analyzer contains separate views to display data collected by IntelliTrace aspects. SQL
Statement Profiling provides real-time performance statistics of database requests. You can view what
statements are taking the most time and quickly diagnose performance impacting SQL/s.

Maximum (ms) and Minimum (ms) data will not be available for database monitoring agents.

+* Key Business Txn Health & Erors & servers Health
LOAD 18/min ART 557.3 ms SUCCESS 18/min HTTP 2/min SQL O/min JNDI O/min WEB SERVICES 0/min ®10 @0 ®o0
Home - Server Analyzer - SQL Application LAST 15 MINUTES +
Server  DESKTOP-3760HO0_tc 52576 v Sortby Count v AutoRefresh & e ®
AppServer OS5 (CPUCares  Processes Network Connections  De fesp Collection WM Mbean Brovese: HITP  Errors  Extenal WebServices  SQL | Connection Lesk inteliTrace )
Last Refreshed 0B/18/2021 7:49:34 Al | select | Insert |Update | Delete || Others 1to6of6
sQL Count ~  Database Name Total time Average (ms)  Maximum Minimum std. Dev. (ms) | 95th 75th s0th 2sth Sth Percentile
Find S0L Find Dotobase Nome (ms) (ms) (ms) Percentile Percentile Percentlle Percentile (ms)
< (ms) (ms) (ms) (ms)
SELECT ITEMID, LISTPRICE, UNITCOST, SUPPLIERA... 28 GiyPelstoreDBs 6 (] 10 0.0 0.0 0.0 0.0 0.0 0.0 0.0
select LITEMID, LISTPRICE, UNITCOST, SUPPLIERA... 28 G:\JPetStoreDBS 5 0 0 00 0.0 0.0 0.0 0.0 0.0 00
SELECT QTY AS value FROM INVENTORY WHERE IT... 28 Gi\[PetStoreDBS 3 0 0 0.0 0.0 1.0 1.0 0.0 0.0 0.0
SELECT PRODUCTID, NAME. DESCN as description.... 28 G:\PetStoreDBS 3 ] 0 00 0.0 1.0 1.0 0.0 0.0 0.0
SELECT PRODUCTID, NAME, DESCN as description,... 14 Gi\|PetStoreDB5 13 1 2.0 00 0.0 20 1.0 1.0 1.0 0.0
T | SELECT CATID AS categoryld, NAME DESCH AS e 14 G:\PetStoreDB5 0 0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

SELECT  ITEMID, LISTPRICE, UNITCOST, SUPPLIER AS supplierid,  1.PRODUCTID AS "product.productid”,  NAME AS "product.name”,  DESCN AS "product.description’,  CATEGORY AS "product.categoryld®, STATUS,  ATTRI AS attribute1,
IATTRZ AS attribute2.  ATTR3 AS attributes3, ATTR4 AS attributes, ATTRS AS attribute5  FROM ITEM |, PRODUCT P WHERE P.PRODUCTID = |.PRODUCTID  AND LPRODUCTID =7

Summary Load And ART
DESKTOP-3760HO0_tc_52576 o
ART (ms) 0 | JEREE Merors 0 3
oms |

Load

Aug 18, 2021 07:42

This screen highlights SQL queries vulnerable to injection attacks in red color.
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Server Info Network Topology [o}] App Server CPU Cores Processes Disk Network Connections DataSource Heap Garbage Co
Limitto| 100 All Select

saL Count ¥ | Database Name Total time Average Maximum Minimum Std. Dev. 9
Find SQL Find Database Name ) =) ) (=) (e :=

1

SELECT QTY AS value FROM INVENTORY WHER .. | 45 JPetStoreDBS 10 0 1.0 0.0 00 0
select LITEMID, LISTPRICE, UNITCOST, SUPPLIE 32 JPetStoreDB5 7 0 1.0 0.0 1.0 0
SELECT PRODUCTID, NAME, DESCN asdes.. (D | 25 JPetStoreDB5 3 0 1.0 0.0 00 0
SELECT ITEMID, LISTPRICE, UNITCOST, SUPPLI... | 25 JPetStoreDB5 4 0 1.0 0.0 0.0 0
SELECT PRODUCTID, NAME, DESCN as descripti... 20 JPetStoreDBS 21 1 3.0 0.0 1.0 ]

4

| SELECT PRODUCTID, NAME, DESCN as description, CATEGORY as categoryld FROM PRODUCT WHERE CATEGORY = ?

e mmenme Lasd Amd ADT

Connection Leak

JDBC Connection Profiling feature allows you to detect leaked JDBC connections, connections held open
for long periods of time and code responsible for connection leaks. You can view the connections that are
currently in open state and clicking on an open connection will display the call stack which requested the
connection. Statistics displayed are for the selected server in the Ul.

& Errors.

HTTP 0/min SQL Omin JNDI /min WEB SERVICES 0/min

Server  DESKTOP-3760HO!

Last Refreshed 08/16/2021 8:36:47 Ttogofs
Server Name Data Source Opened At Approximate Elapsed Time Cleared
DESKTOP-3760HO0_tc_52576 Unknown Mon Aug 16 08:28:24 GMT-0400 2021 5m125816ms
Unknown W g GMT-0400 202
Unknown
Unknown

Unknawn

Unknawn Mon Aug 16 08:

Unknown Mon Aug 16 0:

Q0000 OQQOQ

Unknown Mon Aug 16 08:26:51 GIT-0400 2021

IntelliTrace

IntelliTrace decides what methods to track dynamically and decides the depth of the call stack based on
invocation counts and time spent on each individual method to minimize the overhead of tracing.
IntelliTrace does what the real experts do with the profiling data - illuminate data that has little impact but
it does it in real time. This way no time/resources are spent on gathering data that doesn't have meaningful
impact on performance.
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" Key Business Txn Health & Servers Health
LOAD 12/min ART 835.3ms SUCCESS 12/min ®10 @0 ®o
Home - Server Analyzer - Intellitrace Application B LAST 15 MINUTES ~
Server  DESKTOP-3760HO0_tc 52576 v Sort by Count - Auto Refresh &% c®
AppServer  OS  C(PUCores  Processes  Disk  NeoworkConmections  DataSource  Heap  GarbageCollecton  JVM  MbeanBrowser  HTTP  Erors  GxermalWebServices  SQL  Connecuonleak Incefirace i~
Last Refreshed 08/18/2021 8:0:20 1to70f7
Trace Name Count * | Total Time Average (ms) Maximum Minimum Std. Dev. (ms) 95th Percentile 75th Percentile 50th Percentile 25th Percentile Sth percentile
— (ms) (ms) (ms) (ms) (ms) (ms) (ms)
orgxmipull.mxp1.MXParser.next() 4724 1721 0.0 19 0 25 1.0 1.0 1.0 1.0 1.0
URL: /JPetstore/shop/viewitem shtml 19 557 29.0 487 1 143 487.0 8.0 30 3.0 3.0
URL: /jPetStore/shop/AviewProduct.shtml 19 84 40 40 1 3 10.0 60 40 40 3.0
URL: /JPetStore/shop/viewCategory.shtml 10 97 9.0 482 3 x 230 10.0 9.0 7.0 7.0
URL: /jPetStore/shop/index.shtmi 8 1.0 ] ] 2 1.0 1.0 1.0 0.0
orgxmipull.mxp1. MXParser.sstinputijava.io.Reader) 8 0 0.0 1 0 0 0.0 0.0 0.0 0.0 0.0
ul URL: /JPetstore/shop/signonForm.shtml 8 8 1.0 3 [ 1.0 1.0 10 1.0

org.xmipull.mxp1.MxParser.next()

Summary Load And AR

ripull.mxp?. MXParser.nexd

orgxmip
J: 69.54%

IntelliSense

IntelliSense is a feature that works when IntelliTrace is enabled to automatically detect transaction
executions that deviate considerably from the normal execution times and saves a complete call graph of
the execution for later analysis.

# Key Business Txn Health

LOAD306/min ART17ms SUCCESS 306/min

Home « Server Analyzer « Intallisense Application S LAST 15 MINUTES «

Server  DESKTOP-2760HO0_tc_52576 v Find Server Limit Duration (ms) > v 0 AutoRefresh € @
AppSever  OS  CPUCores  Processes  Disk  NetoorkConnecions  DawSource  Heap  GorbogeCollecion VM MbeanBrowser  HTTP  Erors  ExternalWebSerices  SQL  Comneconlesk  IneliTrace  InteliSense | MethodProfiing H
Last Refreshed 08/16/2021 2:7:20 1to1of1
Method/URL Recorded ~ | Duration
Find methad/arl
@ 08/1609:04:53 242ms B

URL: /|PetStore/shop/viewitem.shtml

Marked slow since call time of 242 ms >= 34 ms (2*Standard Deviation) for this call type.

I 2 verage Response Time (ms)

0304

Method profiling

Method Profiling feature allows you to easily view the performance statistics of real-time method
executions on-the-fly. This Profiling Aspect needs to be configured and deployed before you can view
performance data. See Method Profiling Configuration for more information on configuration.
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#~ Key Business Txn Health

& Errors

LOAD 18/min ART 5584 ms SUCCESS 18/min HTTP 2/min SQL Ofmin JNDI O/min WEB SERVICES 0/min

Using Applicare

& Servers Health

Home

Server  DESKTOP-3760HO0_lc 52576 v

App Server 05 CPUCores  Processes

Last Refreshed 08/18/2021 8:9:55

Filter Expression
= s34ms

sentation.Catal

jpet: persistence.sqlr ItemsglMapDao.get
8 ms - 2 inv com.jpelstore.persistence.iface temDav.isProtected(java.lang. String)

g r apdao.itemsalMapDac.getitem(iava.lang.string)
£ 1 ms - 2 inv com_jpetstore.domain.item getitemid()

&) 1 ms - 2 inv com.petstare.domain.Item. getQuantity()

) 0 ms - 2 inv com.jpetstore.persistence.iface.ltemDao.getitem(java.lang.String)
- &) 0 ms - 4 inv orgapache log4j. Logger.info{java.lang. Object)

~ {&) 0 ms - 2 inv com jpetstore.domain.Item getProducti)

Hotspars

Name Count Total Time *  Average 5th Percentile (ms)
javax.sql.DataSource.getConnection() 2 858 ms oms 0
javax.naming.Context.lookupijava.lang String) 4 2ms oms 0

com Jpetstore.persistence.sqimapdao.itemsqiMa... | 2 18ms ams 0

JNDI

@10 @0 ®o0
application 3 LAST 15 MINUTES
e e

Connection Leak  InzeliTrace |

Auto Refresh

External WebServices v

Filter Aind <

75th Percentile (ms)  S0th Percentile (ms)  25th Percentile (ms)  Sth percentile (ms)

0 0 0 0 =
0 o 0 0
0 0 0 0

JNDI calls monitoring tracks JNDI performance and helps identify issues related to lookup delays.

JMS

JMS calls monitoring delivers performance statistics for JMS queues and topics, including metrics such as
the number of calls, total time, average duration, and various percentiles.
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USING APPLICARE > INFRASTRUCTURE

Applicare Docker Monitoring

Applicare 10.0 - Updated September 13, 2024 - docker - Pending technical review

The Docker container must have the following packages installed for monitoring.
procps, net-tools, iotop and sysstat

To install packages inside a Docker container

Enter the Docker containers and install the packages one at a time.

If you encounter an Unable to locate package error, run the command apt-get update for Debian
/Ubuntu or yum update for CentOS or RHEL. After updating, install the packages individually.

On Debian, Ubuntu, and Linux Mint
apt-get install procps apt-get install net-tools apt-get install iotop apt-get install sysstat

On RedHat, CentOS and Fedora yum install procps yum install net-tools yum install iotop yum install
sysstat

On Fedora 22+ Releases

dnf install procps dnf install net-tools dnf install iotop dnf install sysstat

Windows

For HTTP Monitoring

1. Open the Docker desktop, and go to settings, and enable the "Expose daemon on
tcp://localhost:2375 without TLS" option and restart the docker desktop.

@ docker
Settings
| = General General
ForTat F OO ISiNESS | TEAM
® @sources Automatically check for updates ey )
The paid Team and Business tier allow IT-managed organizations to disable checking for updates.
o RES AT M start Docker Desktop when you log in
& JREKpermeialbealliies | Expose daemon on tepi/localhost:2375 without TLS
XpOSINg daemon on Withou Elps legacy chents connect to the daemon. It also makes yourself vulnerable to remote
KUbernEtES code execution attacks, Use with caution.
Linux

For HTTP Monitoring
1. Open the "docker.service" file and change the "ExecStart=" line to the below one

Syntax
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TEXT
ExecStart=<dockerdpath> -H fd:// -H tcp://<docker_installed_ip>:<docker_running_port>

e.g.
ExecStart=/usr/bin/dockerd -H fd:// -H tcp://192.168.0.1:2375

2. Run the command "systemctl daemon-reload" and then restart the "docker.service".

Applicare Controller

1. Log in to Applicare Console and navigate to the Overview screen, and click the Add button.

2. Enter the required details and save.
a. Input the Server IP

b. Enable the Is Docker agent option.
c. Enter the HTTP Daemon Port

d. Click the "Apply" button.
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NUTES ~
‘ Add a server I
e Lo
o Server IP: | 192.168.0.1 ~ Is Docker agent Is SNMP agent
e Https Daemon Port | 2375
Server Port: T B
Protocol: HTTP v
SOAP Port (*):
* Require only for WebSphere servers
/| Create default alerts
Add node.js standalone agent port
Add Database configuration
Add Micro Strategy Database configuration
0 E=
+ Add

3. All running containers will be added as agents, any new containers that start will be automatically added

as new agent.

& Servers Health

®1 @0

+ Key Business Txn Health @ Errors
LOAD 0/min ART 0 ms SUCCESS 0/min HTTP O/min SQL O/min JNDI 0/min WEB SERVICES 0

Home - Overview Application LAST 15 MINUTES ~
Servers @
Server Application Host Name Current Status ~ | Agent Type
Find Server Find App Find Host Find Status Find Agent Type
docker_127.0.0.1:3083 c5eeccf7324c/127.0.0.1 @ connected Docker

4. After adding the containers, navigate to the Server Analyzer screen and check the metrics.

Monitoring with Applicare
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USING APPLICARE > INFRASTRUCTURE

Operating System Analyzer

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

The OS Internals Analyzer offers a quick and convenient view into your physical server's processes,
network activity, CPU usage, memory and storage performance.

Charts

This tab allows you to monitor overall system performance visually through graphical representations. You
can monitor your server's memory usage, system load, CPU utilization, context switching, and network
data.

ey Eitness on feath o P SeTers et
LOAD 102/ ART 565 6me SUCCES 100imin HTTD 2imin SQLOimin JNDI i, WES SEVCESBimin @10 B0 @0
Home - Server Anaizer - 0 appication st 5 MTES -
Server  DESKTOP.DSKIDO9 was 9353 v | fing Senver Fesoiuzen M= v @& C @
sopSener | 05 | CPUCores  Proms Dk NewercComesiom  DuSouce  Memp  GaamColecion WM MownBowssr WP fros  EemalWencs L Comecionlek el msliSes  MewodProming  NOI LM WS M
G0 e 0 i e {0 1z i =] =] ) =] [ 2 =] {0
cuw CPU S for S N £

a1
Processor Queve Lengin oy Fres
12
L0
5 o0e
] aox
2 os
g oa -
00
415 a2 = Tiaas 1420 1225 \
Page Fle Usage % Oisk Transfersisec
100% oo a0
. ¥ coo00
2 kS
eos £ 3
£ 2 oo
£ &
- = £ 20000
AT EEEEEEEEEEEN p——
1415 =) 1225 | n P

This view displays performance stats for CPU, memory and running processes, organized similarly to the
output of the Top utility on Unix-based systems.
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‘Servers Hesith
@10 @0 @0

PID [ eV e — COMMAND SHOrNaME /i orrymanct SIZE (Average) Resident Set Size /RS (Average) CPU (Average) %

Snap Time

20210817 132008

COMMAND # USER STIME size RSS SHARE STATE TIME cPUR

15m o auRNING

ALNNING

NING

708 RUNNING

sz o RUNNING

£ o RUNNING

M RUNNING

Column Descriptions:
PID: The process ID assigned to each task.
USER : The username of the task's owner.
STIME : The time when the process was initiated.
SIZE : The size of the task's code, data and stack space, displayed in megabytes, is shown here.
RSS : The total amount of physical memory used by the task, measured in megabytes, is shown here.

SHARE  This column displays the amount of shared memory used by the task.

STATE : This column indicates the task's state, which can be S for sleeping, D for uninterruptible sleep, R for
running, Z for zombies, or T for stopped or traced.

TIME : The total CPU time utilized by the task since its start, displayed in MM.

CPU: The task's current CPU time usage, expressed as a percentage.
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USING APPLICARE > INFRASTRUCTURE

JVM Analyzer

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

Thread Dumps

This view enables you to capture a thread dump of a live server, which you can analyze the saved later.
The saved snapshots include all the thread details visible in the real-time view and as well as any deadlock
or stuck threads detected when the dump was created.

"2 Hey Busine=s Tum Heaith & trrors Servers Health
LOAD 102 ARY 577,38 SUCCESS 102 HTTP 2im QLT JNDH T WD SERVICES 0T @10 B0 @o
appicarion B9 st 15 MinuTes
Server  AdminServer - CcO
MopSever 05 CPUCores  Frocemes  Dak  Newwork Connecions MA | MosnBrowser  WTTP  Erom  GgemslWelSeves SO Conneionlest  ImeiTiace  bweiSeme  Mehodbrofing  NDI LDAP NS W
M Data reses &
Fiter 1D Name State [ALL v
R L it Threzahame Sure Blocked Coun Waited Count U Timeiser)
20210847 11203
1 pooliftreads WATING = 78 =% ]
E i MED VAT E a1z s
12 a5 73 EE]
152 ATING = i £
15 ATING = 7% 23
ul s = o
1= e 08 5%
12 AT w0 07 F
12 WATING . ) EE
1z VATING = m =)
128 WATING o 07 EoH
3 RUNNABLE 2 1 =s

Monitoring with Applicare

Applicare 10.0 - Arcturus Technologies Inc. Page 102 of 170


https://helpdesk.arcturustech.com/hc/en-us/articles/30207489320333-Monitoring-with-Applicare

Arcturus Technologies - Applicare Using Applicare

USING APPLICARE > INFRASTRUCTURE

GC Analyzer

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

The GC Analyzer offers a quick and easy way to examine your server's garbage collector performance.
This tool enables you to swiftly identify garbage collection issues and adjust GC parameters, enhancing
performance and reducing application latency.

The GC Analyzer is available exclusively on Sun JVMs and requires that verbose GC logging be enabled on
the JVM.

Applicare automatically adds the following argument to enable verbose GC:
-verbosegc -Xloggc:%SERVER_NAME%.gc

Currently, the use of the -XX:+PrintTenuringDistribution flag is not supported and will prevent Applicare
from accessing the GC log file.

Summary View

The summary tab provides an overview of Full and Young GC cycles that have occurred throughout the
JVM's lifetime. A key value to watch is the Overhead (%) displayed in the table.

& erore 2 Servers Haath
HTTP rmin. SGL v |NDI Oevin, WEB SERVICES Ui @10 o @o

senver  AdminSerer ¥ o1 116 v co

HUM UM %) Total GE{sed) Total EC (%) Overhead (%) g (ms) Min{ms} Max (ms)
Young GC/scavenge Bans 99774 %78 2059% 0.00% 428 128 5793
Full GE/OC 15 0% 232 s.41% 000k 12837 4347 36450

Total saro 100.00% 3137 100.00%

Detailed Charts

The GC Analyzer features various charts that visually represent different aspects of Garbage collection
cycles.

Timeline Tab - Provides a visual representation of each GC cycle over time, offering a clear view of the
type of GC cycle and then duration it took.

Heap Tab - Displays a graph of heap size at the end of each GC cycle, tracking changes over time.
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Object Creation Rate Tab - This graph shows the total size of objects created between each GC cycle.
Cumulative Allocation Tab - Displays the total cumulative size of objects created over time.

Monitoring with Applicare
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USING APPLICARE > INFRASTRUCTURE

Network Analyzer

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

Ping Analyzer and Port Monitor

The Ping Analyzer measure the latency and packet loss when pinging a server from either the Applicare
server or Applicare agents. This utility is essential for diagnosing network issues. You can configure alerts
based on these metrics through JMX Alerts by navigating to Applicare Ping Monitor MBean and adjusting
the Ping Time and Packet Loss properties.

Ping Analyzer

+ Key Business Txn Health

LOAD 108/min ART 570 ms SUCCESS 108&/min HTTP 2/min SQL 0/min JNDIi 0/min WEB SERVICES O/min @10 ®o0 @0

Home « Network Analyzer « Ping Analyzer Application [E] LAST 15 MINUTES ~

Ping Analyzer Port Analyzer

From AdminServer v To Petstore v C <o

Ping Analyzer

Ping Time (ms)
o
g
Packet Loss (%)

015 r T T T T T T T T 1 0%
15:24 15:26 15:28 15:30 1532 15:34 15:36 1537 15:38 15:39

W Ping Time Packet Loss
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Port Analyzer

4+ Key Business Txn Health & Errors & Servers Health

LOAD 0/min ARTOms SUCCESS O/min HTTP 0/min SQLO/min JNDI O/min WEB SERVICES 0/min ®10 ®0 ®o0
Home « Network Analyzer « Port Monitoring Application B LAST 15 MINUTES +
Ping Analyzer Port Analyzer
From Adminserver v To Petstore w7 (e

Port Analyzer

Port Availability

15:28 15:30 15:32 15:34 15:36 153 1538 15:39 15:40 15:41 15:42

W Port availability

Parameters

Time to Live(TTL): Duration for which a sent packet remains active before being discarded. Packet
size:The Size of the packet being sent. Time Out: Duration after which the connection will be terminated
if no response is received.
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Ping Server
Mame:
From:
Address
ping Enabled

Port Test Enabled

Ping Interval

Ping Time Out

Time To Live

Mo mlemd Cimam

Monitoring with Applicare

Using Applicare

]

BillingServer

AdminServer v

www.yahoo.com

v/
v/

5

in Minutes

800

Connection Time Out in milliseconds

500

Packet Life Time in milliseconds
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USING APPLICARE > INFRASTRUCTURE

Sensor Analyzer

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

The Sensors Analyzer offers an accessible view of data gathered by JMX Sensors over time. For guidance
on setting up JMX Sensors, refer to the instructions under Create Sensors.

You can customize your view by adding or removing charts. Simply click the Sensors button and choose

the charts you wish to include or exclude.

Sensory/DEsnDOBT  Network Monifor ¥ | A Senor Dashtmar
® AdminServer - RxBytes - COMATCIUrUS:NaMmesenpSs0 - enpSsO.ServerRuNtIMes AdminServer. TypesAppl

F AdminServer - Speed - com arciurus Name=enpSs0 - enpSsd), ServerRuntme=AdminServer, Type=Appica

500,000,000

1,000000.000

® AdminServer - TxPackets - com.arciurus-Name=enpSs) - enpSs0 ServerRuntime=AdminServer, Type=Agp._

Xi000000

Monitoring with Applicare
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e

W AminSerier - MIL - COM.AMCIUrUS Name=enpSs0 - enpssD ServerRuntmesAdminServer. TypesApgiicare.

Resolution Minutes
W AdminServer - TxBytes - com. arcturusNam esenpss0 - enpSs0 ServerRuntimesAdminServer, TypesApps

000,000,000 2000

== loazo == oaz0

# AdminServer - RxPackets - com arciurus Name=enpSsd - enpSsd Serverfuntime=AdminServer, Type=Ap. " AdminServer - RxDropped - com arciurus-Name=enp§s0 - enpSs0 SenerfunimesAdminSenver, Type=A

40000000 B
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USING APPLICARE > INFRASTRUCTURE

Applicare Custom JMX Analysis: Create a Sensor

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

An Applicare JMX Sensor is a JMX property whose value is stored by Applicare for analysis at any time.
The server instance does not need to be active during the analysis. Applicare uses an efficient mechanism
to persist sensor data with minimal overhead.

Create Sensors

To access the "Creating JMX Sensors" screen, select Applicare Home > Sensors Analyzer > Configure
Sensors button on right (wheel). The tree structure on the Create Sensors tab can be expanded to
display the MBeans and its properties. You can select the Properties to create sensors and click Save
Sensors button to save. This is illustrated below:

LOAD 0/min ART 0ms SUCCESS 0/min

ARCTURUS © Errors _
' HOVATH HTTP O/min SQL O/min JNDI Q/min WEB SERVICES 0/min

®5 @0 @o

Application ~ All -

Home - Sensor Analyzer - Configuration - Create Sensors F# Last 15 minutes v

Create Sensors/Dashboard Complex Sensors Combined Charts Manage Sensors/Dashboard Create Analytics Dashboard -

IMX - Property Value at Aug 21st 2024, 8:50:21 am
Core 1 Combined(User + Sys + Nice + Wait) 18
Abank_app v
Core 1 Idle 96
Core 11rg 0
=) Applicare_CPUMonitor Core 1 Nice o
com =CPU,
H e | Core 1 Softirg ]
=) Applicare_Collections_Monitor
com.arcturus:Name=COLLEGTIONS Serveruntr C0re 1 Stolen 2
=] Applicare_DiskMonitor Core 1 Sys 2
com. DISK, ServerR b. Core 1 User 1
= N M
=) Applicare_NetworkManitor Core 1 Wait 0
com.arcturus:Name=wlan2 - Microsoft Wi-Fi Direct
com.arcturus:Name=wlan1 - Dell Wireless 1801 80 Dashboards CPU - Type Bar Chart ~
«com.arcturus:Name=wlan0 - Microsoft Wi-Fi Direct
com.arcturus:Name=eths - Fortinet Virual Ethemet  Interval (min) | 10 & +Add Sensors
ccom.arcturus:Name=eth4 - VirtualBox Host-Only Et
Y= server MBean Type MBean Name Property Interval (min) Custom Sensor
ccom.arcturus:Name=eth10 - Intel(R) Ethernet Conn Neme
=) Applicare_ServiceManitor
com.arclurus:Name=SERVICE_MONITOR Serverf <UDEMetes_Monitor Applicare_CPUM...  com.arcturus:Nam... Core 1 Nice 10 -
= Applicare_SunJVMMemoryRuntime: Kubernetes_Menitor Applicare_CPUM... com.arcturus:Nam... Core 1 Combined(... 10 +
com.arcturus:Name=JVMMemary ServerRuntime=/ ,;hernetes_Monitor Applicare_CPUM... ' com.arcturus:Nam... Core 1 Idle 10 S
= Applicare_SysteminfoMonitor ) ‘
Kubernetes_Monitor Applicare_CPUM com.arcturus:Nam... Core 1 Irq 10 +
ccom.arcturus:Name=SYSTEMINFO,ServerRuntime
= Applicare_WindowsSystemRuntime Kubernetes_Monitor Applicare_CPUM...  com.arcturus:Nam... Core 1 Stolen 10 +
com_areturus:Name=WindowsSystem ServerRuntir  Kubernetes_Monitor Applicare_CPUM... com.arcturus:Nam... Core 1 User 10 +
& BufterPool Kubernetes_Monitor Applicare_CPUM... com.arcturus:Nam... Core 1 Softirq 10 -
Java.nio:name=mapped,type=BufferPool
Witharnatas Manitare Annlirara CDIIKA ram archorie-Ram Mara 1 Que in B

Click here to configure DB Query Sensor

Manage Sensors

Manage Sensors tab can be used to view all created sensors, delete and copy sensors from one server to
another.

To copy sensors, select sensors you want to copy and select the target server from server drop down at
the bottom. Click Copy Sensors button to perform the copy. MBean names should exist on the target
server.
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L8y BUSINESS %N Heart

ARCTURUS

LOAD 0/min ART O ms SUCCESS O/min

HTTP O/min SQL O/min JNDI O/min WEB SERVICES 0/min

Home - Sensor Analyzer - Configuration - Manage Sensors Application | All v Last 15 minutes v

Create Sensors/Dashboard Complex Sensors Combined Charts Manage Sensors/Dashboard Create Analytics Dashboard -
Dashboards CPU v Search Da
Server MBean Type MBean Name Property Interval (min) Custom Sensor Name State
Kubernetes_Monitor Applicare_CPUMonitor com.arcturus:Name=CP... | Core 1 Nice 10 + ACTIVE
Kubernetes_Monitor Applicare_CPUMonitor com.arcturus:Name=CP... | Core 1 Combined(User ... 10 + ACTIVE
Kubernetes_Monitor Applicare_CPUMonitor com.arcturus:Name=CP... | Core 1 Idle 10 + ACTIVE
Kubernetes_Monitor Applicare_CPUMonitor com.arcturus:Name=CP... | Core 1Irgq 10 + ACTIVE
Kubernetes_Monitor Applicare_CPUMonitor com.arcturus:Name=CP... | Core 1 Stolen 10 + ACTIVE
Kubernetes_Monitor Applicare_CPUMonitor com.arcturus:Name=CP... | Core 1 User 10 + ACTIVE
Kubernetes_Monitor Applicare_CPUMonitor com.arcturus:Name=CP... | Core 1 Softirg 10 + ACTIVE
Kubernetes_Monitor Applicare_CPUMonitor com.arcturus:Name=CP... | Core 1 Sys 10 + ACTIVE

Copy selected sensors to servers Abank_app ~ Copy Sensors Delete Pause Activate

Monitoring with Applicare
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USING APPLICARE > INFRASTRUCTURE

Monitoring MSSQL Metrics with DB Query Sensors

Applicare 10.0 - Updated August 29, 2024 - Pending technical review

The user must have enough permissions to access these metrics.

For details on user Permissions and DB Configuration Click here

Using DB Query Sensors to Retrieve MSSQL Metrics

Private Sensor Name: Total Connection SQL: select sum(cntr_value), '~' AS Applicare_Internal from
sys.dm_os_performance_counters where counter_name in (‘User Connections','Logical Connections');

Private Sensor Name: User Connections SQL: select cntr_value,'~' AS Applicare_Internal from
sys.dm_os_performance_counters where counter_name='User Connections';

Private Sensor Name: Logical Connections SQL: select cntr_value, '~' AS Applicare_Internal from
sys.dm_os_performance_counters where counter_name='Logical Connections';

Private Sensor Name: Active Temp Tables SQL: select cntr_value, '~' AS Applicare_Internal from
sys.dm_os_performance_counters where counter_name="'Active Temp Tables';

Private Sensor Name: Lock Blocks Allocated SQL: select cntr_value, '~' AS Applicare_Internal from
sys.dm_os_performance_counters where counter_name='Lock Blocks Allocated';

Private Sensor Name: Lock Owner Blocks Allocated SQL: select cntr_value, '~' AS Applicare_Internal
from sys.dm_os_performance_counters where counter_name='Lock Owner Blocks Allocated";

Private Sensor Name: Connection Memory SQL: select cntr_value, '~' AS Applicare_Internal from
sys.dm_os_performance_counters where counter_name='Connection Memory (KB);

Private Sensor Name: Process blocked SQL: select cntr_value, '~' AS Applicare_Internal from
sys.dm_os_performance_counters where counter_name='Processes blocked';

Private Sensor Name: Transactions SQL: select cntr_value, '~' AS Applicare_Internal from
sys.dm_os_performance_counters where counter_name='Transactions' and object_name like
'%Transactions%";

Private Sensor Name: Active Transactions SQL: select sum(cntr_value), '~' AS Applicare_Internal from
sys.dm_os_performance_counters where counter_name="'Active Transactions';

Private Sensor Name: Total Database file size (KB) SQL: select sum(cntr_value), '~' AS
Applicare_Internal from sys.dm_os_performance_counters where counter_name="'Data File(s) Size (KB)';

Private Sensor Name: Total Database Log file size (KB) SQL: select sum(cntr_value), '~' AS
Applicare_Internal from sys.dm_os_performance_counters where counter_name='Log File(s) Size (KB)';

Private Sensor Name: Buffer cache hit ratio SQL: select cntr_value, '~' AS Applicare_Internal from
sys.dm_os_performance_counters where counter_name='Buffer cache hit ratio';
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Private Sensor Name: Database pages SQL: select cntr_value, '~' AS Applicare_Internal from

sys.dm_os_performance_counters where counter_name='Database pages' and object_name like
'%Transactions%";
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USING APPLICARE > INFRASTRUCTURE

Server Availability Monitoring

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

Overview

Server availability monitoring tracks changes in server status and generates reports on uptime and
performance.

Server Availability

The Server Availability chart displays the status of the servers as available, not available, not monitored, or
under blackout. A blackout status indicates that a blackout was or is currently in effect during that time
period.

Key Business Txn Health & Errors & Servers Health
LOAD 0/min ART 0ms SUCCESS 0/min HTTP 0/min SQL O/min JNDI O/min WEB SERVICES Q/min @5 @0 ®o
Home - Server Availability Application  All $ Last 15 minutes ~
Find Server a8 9 * @
17:38 17:39 17.40 17:41 17:42 17:43 17:44 17:45 17:46 17:47 17:48 17:49 17:50 17:51 17552

Abank_app: 100.0

Abank_web: 100.0

Kubernetes_Monitor: 100.0

PetStoret_te: 100.0

PetStore2_tc: 100.0

1738 17:39 17:40 1741 17:42 17:43 1744 17:45 17:46 17:47 17:48 17:49 17:50 1751 17:52

W Available H Not Available W Blackout

Server Availability Monitoring Configuration
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ARCTURUS ity Bl T YD & Emors
" LOAD 12/min ART 5ms SUCCESS 12/min HTTP Oimin SQL O/min JNDI Oimin WEB SERVICES 0/min
Home - Server Availability - Configuration Application  All 4 E Last 15 minutes v
v AutoRefresh ¥ -
Apps Application Name... v  Server Name ‘ HcsIIIP‘ Port Threshold| 2 v Create Alert 4 Add Edit Delete
Server ~ App “ Hostlp Port Status Availability Threshold
Kubernetes_Monitor Arcturuss-Mac-mini. ocal 192.168.0.1 0 NA NIA 2
Abank_app DESKTOP-5BJNOOG 192.168.0.1 0 N/A N/A 5
Abank_web DESKTOP-5BIN0OG 192.168.0.1 0 N/A N/A 5
PetStore1_tc petstore-deployment-1- 192.168.0.1 0 NA NIA 2
IAEHEEOEA Amire
Arcturus Applicare 9.2.8.0 Copyright © 2024 rus Technolo | All Rights Reserved

Monitoring with Applicare

Applicare 10.0 - Arcturus Technologies Inc. Page 114 of 170


https://helpdesk.arcturustech.com/hc/en-us/articles/30207489320333-Monitoring-with-Applicare

Arcturus Technologies - Applicare Using Applicare

USING APPLICARE > INFRASTRUCTURE

User Guide for Performance Comparison

Applicare 10.0 - Updated September 30, 2024 - Pending technical review

Key Performance Indicators

Performance Comparison allows of various performance metrics such as (Heap, CPU, Throughput,
Average Response Time etc.) between two time periods. It is extremely simple - select the time periods,
select servers to compare, choose property to compare e.g. CPU on NodeServer16.

ARCTURUS Key Business Txn Health @ Erors & Servers Health

LOAD 12/min ART 6ms SUCCESS 12/min HTTP Odmin SQL O/min  JNDI O/min  WEB SERVICES (Vmin ®5 G0 @0

Home + Performance Comparison « Key Performance Indicators « By Server

Compare Key Performance Indicators  Compare Business Transactions ~ Compare Key Business Transactions ~ Compare Errors  Compare Transactions Flow Compare Mode @

ByServer By Property

Time Period 1 09/28/2024 1200AM | @  To | 08/202024 1159PM | @ Abank app v [ Select Property

Q

W aqr W cru Throughput [ Heap

4

Sep28 03:00 06:00 09:00 12200 15:00 18:00 2100 sep 29 03:00 06:00 03:00 12:00 15:00 18:00 21:00
Time Period 2 09/29/2024 1200AM | B To | 09/202024 1159PM | &

W ArT W cru Throughput M Heap

23:47 2348 2349 23:50 2351 2352 23:53 2354 23585 2356 2357 2358 2359

Arcturus Appicare 82.8.0 Copyright ©2024 Arcturus Technologies, Inc. | Al Rights Reserved

Key Business Txn Health & Errors
LOAD 12/min ART 4 ms SUCCESS 12/min HITP imin  SQL Vmin JNDI 0min WEB SERVICES (/min

Home - Performance Comparison « Key Performance Indicators - By Server

Compare Key Performance Indicators  Compare Business Transactions  Compare Key Business Transactions  Compare Errors  Compare Transactions Flow Comparebode (0] @

By Server By Property

Time Period 1 0928/2024 12.00 AM W To | 09/20/2024 1159 PM ] Abank_app v § Select Property

Q

[ #rT W cru Throughput B Hear W 7<p connections

: Sep 28 03:00 06:00 09:00 2:00 15:00 18:00 21:00 Sep 29 03:00 06:00 08:00 1200 15:00 18:00 21:00
Time Period 2 00/26/2024 1200AM | & To | 09/20/2024 1159PM | &

| W cru Throughput B Heap [l cp Connections

300
200
200
100
00
50
347 2348 349
Arcturus Applicare 9.2.8.0 Copyright 2024 Arct ogies, Inc. | All Rights Reserved
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ARCTU Key Business Txn Health O s ) e
v LOAD Oimin ARTOms SUCCESS Ofmin HTTP imin SOL O/min JNDI Gimin WEB SERVICES Oimin L8 ko
Home - Performance Ci Key Performance Indicators « By Property
Compare Key Performance Indicators ~ Compare Business Transactions ~ Compare Key Business Transactions ~ Compare Errors  Compare Transactions Flow Compare Mode ﬂ
By Server By Propeny
Time Period 1 09/28/2024 1200AM | [ To | 09/29/2024 1159PM Comparison property Heap v [ Select Servers o
< I v b o b A Pt it g | NSRRI AT EY e S e L Y R PR R Y PP W VPO | NSV P [ Y VT S
WA b
Sep 28 I\*.f-.’ g k "12:00 : 800 ‘.‘ 00 ‘Snp)q 03 ‘:'1 I-" 1] ; 2:00 'I: 0 1800 r'l 00 %
Time Period 2 09/26/2024 12.00 AM = To | 09/20/2024 11:59 PM B
I Petstoret _tc

AR

Sep 29 0300 )6:00 0900 00 15 100

Arcturus Applicare 92.8.0 Copyright © 2024 Arclu ! nc | All Rights Reserved

Compare Business Transactions

Displays the HTTP data for all servers in the Applicare Controller based on the specified time period.

Key Business Txn Health & Errors

LOAD 12/min ART 8ms SUCCESS 12/min HTTP O/min SQL O/min JNDI O/min WEB SERVICES O/min Admin

Home - Performance Comparison - Compare Business Transactions

Compare Key Performance Indicators Compare Business Transactions Compare Key Business Transactions Compare Errors Compare Transactions Flow Compare WMode ﬂ
Time Period 1] 09/29/2024 2:00 PM B To 09292024 3:00 PM 8 Filter By Server eal Type All - Abank_app v be)
Name Filter name Type Count Total Time  Average Maximum  Minimum Std. Dev. 95th 75th 50th 25th 5th

Percentile Percentile Percentile Percentile percentile

SELECT CATID AS categoryld, NAME, DESCN AS des SQL 80 24 ms Oms 2ms Oms Oms 1ms 1ms Oms 0ms Oms

L select LITEMID, LISTPRICE, UNITCOST, SUPPLIER A SQL 141 36 ms Oms 2ms 0ms Oms 1ms 1ms 0oms 0ms 0ms
VALUES (1) saL 263 175 ms 1ms 4ms oms oms 2ms 1ms 1ms 1ms 1ms
SELECT QTY AS value FROM INVENTORY WHERE 17 SQL 202 40 ms oms 2ms 0ms oms 1ms ims oms oms oms i
Time Period 2] 08/30/2024 2:00 PM = To 09/30/2024 3:00 PM B
Name Type Count Total Time  Average Maximum Minimum Std. Dev. 95th 75th 50th 25th 5th

Percentile | Percentile Percentile Percentile | percentile

SELECT CATID AS categoryld, NAME, DESCNAS ... |SQL 80 24ms oms 2ms oms oms 1ms 1ms 0ms Ooms oms &
select LITEMID, LISTPRICE, UNITCOST, SUPPLIE... | SQL 140 30ms oms 1ms oms oms 1ms 1ms oms Oms oms
VALUES (1) saL 265 183 ms ms 6ms oms 1ms 2ms Tms 1ms 1ms 1ms
SELECT QTY AS value FROM INVENTORY WHER... | SQL 200 48 ms Oms 1ms 0ms 0ms 1ms 1ms 0oms 0ms 0ms
SELECT ITEMID, LISTPRICE, UNITCOST, SUPPLI saL 81 52 ms 1ms 3ms 0Oms 0Oms 2ms 1ms 1ms Oms 0Oms
SELECT PRODUCTID, NAME, DESCN as descripti saL 80 136 ms 2ms 4ms 0ms 0ms 4 ms 2ms 2ms 1ms 1ms -
Arcturus Applicare 9.2.8.0 Copyright® 2024 Arcturus Techno gies, Inc. | Al Rights Reserved

Compare Key Business Transactions

If KBT is added to the server in the Applicare controller then all the KBT will be displayed according to the
time period we have given.
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Key Business Txn Health & Errors

LOAD 2min ART 6 ms SUCCESS 2%/min HTTP O/min SQL Q/min JNDI O/min WEB SERVICES Ofmin Ay

Home - Performance Comparison - Compare Key Business Transactions

Compare Key Performance Indicators ~ Compare Business Transactions | Compare Key Business Transactions | Compare Errors  Compare Transactions Flow comparetiode (3]
Al v o
Name Type SLA Avg SLA Max
Petstore-Category Web oms oms =
Petstore-ltem Web oms oms L
< Al i Selected n Selected Transaction Details

Time Period 1 | 09/20/2024 200PM | B To 09/20/2024 3:00PM | B

03/29 20:00

Time Pericd2  09/24/20242:00PM @& To 097242024 3:00PM @

413:30 09/24 1935 09/24 15:40 09/24 19:45 09/24 19:50 09/24 1955 09/24 20:00 19724 20:05 09/24 20:10

Arcturus Applicare 9.2 8 0 Copyright & 2024 A chnolog All Rights Reserved

Compare Errors

Display any errors like HTTP errors, SQL errors, or JNDI issues, encountered on the server within the
specified time period in the Applicare controller.

Business Den Heal

LOAD 626/min ART 2 ms SUCCESS 626/min HTTP 2/min SQL Ofmin JNDI (/min WEB SERVICES D/min ®3 @0 ®o0

Compare Ke

Time Perlod 1 | 08/25/2021 2:32 Filter By Server 7 v C‘

W= 2 [lsa

Pages Load Time(ms)

sqLe

o1 o

235 14:40 14:45 14:50 12455 15:00
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Compare Transaction Flow

@ Erors
" HITP imin  SQL O/min JNDI 0/min- WEB SERVICES (Vmin

ARCTURUS

Home - Performance Comparison « Compare Transaction Flow

Compare Key Performance Indicators ~ Compare Business Transactions  Compare Key Business Transactions  Compare Errors  Compare Transactions Flow comparetiose (N
Time Period 1 00/20/2024 12.00AM B To 09/20202411.50PM | Time Feriod 2 08/3012024 1200AM | B To 093012024 1156PM | B [ Select Servers ¥
v Summary |~ Show details ~| Summary ~ Show details
286
—m
2 ==
—_n < —— /ﬁtsturm te
= P
Pet@tore1_tc el P S

i ‘,-’

Calis/min: 8, |
Avg Time/Call- 0 ms

Apache Derby 10 [app] @TDGaLhP};}

Avg Ti

@' PetStore2_te @ @

@ @ @ @ @I @ @- @ PetStore2_tc @ @

®

Arcturus Applicare 9.2.8.0 Copyright © 2024 Arcturus Technologies. Inc. | All Rights Reserved

Monitoring with Applicare
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USING APPLICARE > AIOPS

Applicare IntelliSense

Applicare 10.0 - Updated September 13, 2024 - aiops - Pending technical review

Applicare IntelliSense

Virtual “team of
experts” 24*7
Applicare brings "Doctor in

a box" and auto detects
problems to prevent

Embedded plrtAges:
Expert
Knowledge s 2
Machine Learning
We gathered and built +
many man years of . .
expert knowledge in Predictive
Applicare. Analysis
+
Expert System

Applicare learns and
leverages embedded expert
system to detect problems
proactively.

Applicare IntelliSense leverages Al to generate

e Machine Learning for Anomaly Detection
* Predictive Forecasting
¢ Problematic Pattern Recognition and Alerting

* Generative Al
Machine Learning for Anomaly Detection

Applicare IntelliSense learns in real time from each transaction that passes through Applicare. Using
machine learning Applicare automatically builds baseline and topology for each transaction type and each
method with the transaction. IntelliSense leverages this machine learnt data for anomaly detections and is
able to identify transactions that are slow and pin point the cause of the slowness within that transaction.
IntelliSense using its machine learning does this root cause analysis down to the line of code that is
causing the issue in the very first occurrence of the problem without requiring any human intervention.

Applicare auto detects slow transaction/s, identifies slowness is coming from database tier
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ARCTURUS +* Key Business Txn Health & Erors £ Servers Health

LOAD 1/min ARTOms SUCCESS 1/min HTTP O/min SQL O/min JNDI O/min WEB SERVICES 0/min (\3) 1 @ 0 E:D 1]

Home - User Experience - Realtime Transactions Application = All &
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and captures the complete stack trace (only for the slow transactions).
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Predictive Forecasting

Applicare offers predictive forecasting with auto-alerts for when key metrics like Average Response Time
(ART) and CPU usage approach critical thresholds.

Problematic Pattern Recognition and Alerting
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Applicare has many man years for expert knowledge that is constantly working without any breaks in
customer's environment. Applicare InstelliSense leveraging this knowledge auto identifies complex
problematic patterns that are causing issues in the the environment e.g. detecting packets getting
dropped from an ethernet card and that causing slowness in transactions due to resubmission.

We are constantly gathering these patterns from around the globe, validating and adding them to
Applicare via updates. This way Applicare is getting smarter on a daily basis with a strong team of experts
behind it.

Generative Al

Our team is working some of the coolest use cases of generational Al as we speak and we can't wait to
show you those in our upcoming releases. Hang tight!

Monitoring with Applicare
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USING APPLICARE > AIOPS

Arcturus Insights - Arcln

Applicare 10.0 - Updated April 1, 2025 - aiops - Pending technical review

Talk to your data for Insights. Simply login to Arcln, configure your database and start asking questions.
Login at

TEXT
https://arcin.applicare.io/

) ARCIURUS N o)

Hello, | am Arcin!

Arcin

Talk to your data for Insights.

Dw amenu

Configure database to talk to and get insights.
https://helpdesk.arcturustech.com/hc/en-us/articles/35357028029581-Arclin-Database-Configuration

Simply ask questions about your data and get instant answers!
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=) ARCTURUS s o
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USING APPLICARE > AIOPS

Applicare Genie

Applicare 10.0 - Updated October 23, 2024 - aiops - Pending technical review

One of the standout features in our Applicare is the Genie Decision Support System, an intelligent Al-
powered assistant designed to revolutionize server management and monitoring. With Genie, users can
effortlessly inquire about real-time server status, receive detailed alerts, and access critical performance
data through a conversational interface. This seamless interaction allows for quick retrieval of essential
information, whether tracking server health or investigating system alerts, significantly enhancing
efficiency and oversight.

Step 1: Open Genie

1. Navigate to the Right side menu

2. Find the option labeled Genie Configuration. Clicking on it will take you to the configuration page
where you can set up Genie.

@1 @ﬂ @2 Admin .

Home

Home

Analyzer

MNetwork Analyzer
Metwork Connections
Tools

Genie Configuration
Remote Commands

Vulnerability Scanner

Step 2: Enable Genie

Applicare Data Management
IManage Applicare Data
LAMA Configuration

LAMA configuration

Proxy Settings
SNMP Monitoring Configuration

Manage SNMP Devices

Applicare Information

Applicare Information

App Monitoring Configuration

Configure AppServer Domains

Configure Dynamic Instrumentation

Configure Static Instrumentation

Configure Mobile Applications

Applicare Configuration

Configure EmaillSMTP Server
Vianagement

UEM IP Translation

1. Once in the configuration page, you will see a checkbox to Enable Genie.

2. Switch it on to activate the chat bot feature.
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Enable Genie +

Username
Password

url

Step 3: Provide the Required Credentials

1. Enter the URL: You will need to provide the URL where Genie will connect. Enter the correct Genie
server URL (e.g., http://localhost:3000 ) or (e.g., https://localhost:3000 ) in the field labeled
Genie Chat URL.

Localhost refers to the IP address 127.0.0.1 , which is the loopback address, commonly referred to
as "localhost."

3000 is the port number where the server or service is listening for incoming connections.

2. Username and Password: In the respective fields, enter the Genie Username and Genie
Password. These credentials are necessary for authenticating and establishing a secure
connection with the Genie Chat Bot.

Enable Genie v

Username | xyzuser@gmail.com

Password

Url | http:/ilocalhost 3000

Step 4: Save the Details

1. After entering the username, password and URL, click on the Save button to proceed.

2. This will save the credentials and URL, ensuring that Genie is properly configured and ready to interact
with your system.

Step 5: Start Using Genie

1. Once the setup is complete and saved, Genie will be ready to use. You can now access the chat bot.
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USING APPLICARE > AIOPS

Arcln Database Configuration

Applicare 10.0 - Updated March 27, 2026 - aiops - Pending technical review

Prerequisites: Allow the target database to accept connections from the IP address 20.57.1.113.

Step 1: If you don't have an Arcturus account, register here

TEXT
https://support.arcturustech.com/register

Step 2: Login our Arcln site using the registered support site credentials.

TEXT
https://arcin.applicare.io/

Step 3: Navigate to Arcturus Insights Configuration page.

) ARy #|Q

Arcturus Insights Configuration

Hello, | am Arcin!

Step 4: Select your database type from the "Database Management System" dropdown, enter the
required database details, and click "Update configuration" to save your settings.
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Database Management System *

mssql X v

Database User *

tom@arcturustech.com

Database Password *

Database Host *

135.232.109.240

Database Port *

1433

Database *

SampleDB

Database Tables *

Customers,Orders

Update Configurations Test Connection

Test Connection and ensure test is successful. Once you have successfully tested database connectivity,
you can start asking questions. Its that simple.
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USING APPLICARE > AIOPS

Set Up Predictive Analysis in Applicare on Linux

Applicare 10.0 - Updated August 22, 2024 - aiops, linux - Pending technical review

Step 1: Open up a command prompt or terminal then navigate to the Applicare home directory.

Step 2: Create a directory named predictive_analysis in the Applicare home path and set the appropriate
permission for this directory.

BASH

chmod -R 777 <predictive_analysis>

Step 3: Navigate to the predictive_analysis directory and create a file named rhel8.sh. Paste the
following contents into that file and save it. Then set the appropriate permission for this file.

BASH

#!/bin/bash

export R_VERSION=4.2.0

bash -c "$(curl -L https://rstd.io/r-install)"

1n -s /opt/R/${R_VERSION}/bin/R /usr/local/bin/R

1n -s /opt/R/${R_VERSION}/bin/Rscript /usr/local/bin/Rscript
chmod -R 777 pred.R

BASH
chmod +x rhel8.sh

Step 4: After executing the basch script. It should produce output similar to the example below.

Step 5: Ensure that R is correctly installed and located. Execute the below command it.
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TEXT

which Rscript

The result should be "usr/local/bin/Rscript"
Apply step 6,7 and 8 only if you didn't get results on executing which R command.

Step 6: If the results differ from the expected output, modify your .bashrc file to set the correct path for R:
TEXT
vim ~/.bashrc  //0R THE PATH TO YOUR BASHRC FILE

Step 7: Once you are in the bashrc file, add the following line to your file:

BASH
export PATH=$PATH:/opt/R/4.2.0/bin/r —-version

Step 8: Save and exit the file

Step 9: To verify that R was properly installed, type R in the terminal. You should see the R interface
appear in the terminal or command prompt.
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TEXT

R should now be successfully installed and the Predictive Analysis program should be running

in the background.

Step 10: Go to <Applicare_home_directory>\server\bin and edit the catalina.sh file.

TEXT

—Dapplicare.rHomePathDir=<R_installed_path>

Enter the directory displayed after executing R in step 5, replacing the <R_installed_path> placeholder
with this directory path .

Example

TEXT

—Dapplicare.rHomePathDir=/usr/local/bin/Rscript
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USING APPLICARE > USER EXPERIENCE MONITORING

End User Experience Monitoring (EUM)/User
Experience Monitoring (UEM) Analyzer

Applicare 10.0 - Updated August 28, 2024 - Pending technical review

The End User Experience Analyzer delivers detailed performance insights into web applications as
experienced by actual end users. Applicare agent automatically injects Java script code to JSP pages and
that reports back the total time it took to load the page from the time a user clicked the link, network time,
server processing and browser rendering times, browser type and user location.

Configuration

By default, Applicare scripts for collecting EUM data are served by the Applicare Controller. However, they
can also be served by any Applicare Collector instance. Following JVM arguments need to be set in case a
collector is serving these scripts and persisting returned data

Example URLs below assumes that '192.168.1.10' is the IP address of the Applicare Collector and '8080' is
the port it is listens on. Please update the IP address and Port as needed adding these arguments and
adding them to agent start.

VM Argument Example & Description
arceum.js -Darceum.js= https://192.168.1.10:8080/applicare/eum/arc—eum.js

Utilize this parameter to specify from where the Applicare should load arc-eum.js This should
be URL to applicare_agent application.

arceumprocess.js -Darceumprocess.js= https://192.168.1.10:8080/applicare/eum/arc—eum-
process.js

Utilize this parameter to specify from where the Applicare should load arc-eum-procss.js
This should be URL to applicare_agent application.

eum.beacon -Deum.beacon= https://192.168.1.10:8080/applicare/eum/beacon

Utilize this parameter to specify on which URL Applicare is listening for UEM data. This
should be URL to applicare_agent application.

arc-nav.js -Darc-nav.js=https:// 192.168.1.10:8080/applicare /eum/arc-nav.js
If your web application is using servlets and you want to monitor them under UEM then you
can utilize this parameter. By default Applicare does.

uem.servlets -Duem.servlets=true

If your web application is using servlets and you want to monitor them under UEM then you
can utilize this parameter. By default Applicare does
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The most crucial step is ensuring that these scripts and beacon URLs are accessible to end users. You
might need to adjust firewall rules to permit external access to these URLs.

By setting the parameters mentioned, Applicare will inject JavaScript like the following into pages
generated by your application's JSP/servlet when accessed by end users.

XML
<script src="https://192.168.1.10:8080/applicare_agent/eum/arc—-eum.js"
type="text/javascript"></script>

<script type="text/javascript">

BOOMR.addVar({ "server": "AdminServer","t_backend": "4","b_name":

BrowserDetect.browser,"b_ver": BrowserDetect.version,"b_os": BrowserDetect.0S });

BOOMR. init({user_ip: "192.168.1.16",beacon_url:
"https://192.168.1.10:8080/applicare_agent/eum/beacon"});

</script>

Next, enable the End User Experience Profiling aspect on your servers to automatically inject JavaScript
into JSP pages. Follow these steps:

« Navigate to Configuration > Configure Dynamic Instrumentation page in Applicare console.

¢ On IntelliTrace Deployment tab, select Advanced Mode and click Configure button next to it.

* Move End User Experience Profiling aspect from left side list to Deployed Aspect list by selecting the
aspect and clicking Add button.

e Click Apply button and make sure Agent is enabled for servers in IntelliTrace deployment tab.

Programmatic JavaScript Injection

If auto-instrumentation is not available or feasible, you can still implement end user monitoring by
manually injecting the necessary scripts into your pages.

Applicare provides an API that allows you to insert the required JavaScript just before the "</body>" tag of
your pages.

For instance, you can adjust your application's template to include the following for manual JavaScript
injection:

. existing template code ...<%= com.arcturus.aop.shared.RUMManager.inject]S() %></body>

Additionally, ensure that "<Applicare Installation Dir>/applicare-aspects.jar" is included in your class path
during development.

Manual JavaScript Injection for Static Pages

For end user experience monitoring of static pages, Applicare EUM scripts can be manually injected.
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URL Exclusion & Inclusion

To manage URL monitoring in UEM: Add a URL from the HTTP Analyzer to the UEMURLEXxclusions.txt file
to exclude it from monitoring.

Add a URL from the HTTP Analyzer to the UEMURLInclusions.txt file to include it in monitoring.

Analyzer

The End User Experience Analyzer presents historical performance data across various aspects in
separate tabs. The Real-time Transactions tab updates immediately as users interact with your application,
while data on other tabs may take a few minutes to appear.
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The world map on the dashboard shows the performance breakdown for each country. Mouse over a
country to see performance summary data for the country. On the right you can view top transactions by
different criteria such as page count, average page load time etc... The chart below shows the
performance data over the selected time period and if you click on a country in the map, the chart will
display the performance data for the country as shown in the image below.

Applicare 10.0 - Arcturus Technologies Inc. Page 133 of 170



Arcturus Technologies - Applicare Using Applicare

Transaction Summary
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The Transaction Summary view shows performance statistics for transactions over a selected time period,

with a timeline chart at the bottom. Clicking on a transaction will refresh the chart to display performance
data for the selected transaction.

The Apdex score quantifies user satisfaction with web application performance on a scale from 0 to 1,

where 1 signifies perfect satisfaction and 0 denotes complete dissatisfaction. It condenses various
response times into a single metric.

By default, Applicare will consider the average response time of any transactions as its Desired response
time(T).

Transactions will be classified as follows:

o Satisfied: Response times < T.
* Tolerating: Response times between T and 4T.

¢ Frustrated: Response times > 4T.
Apdex Score is calculated with the formula:

Apdex Score = (Satisfied Count + (Tolerating Count / 2)) [ Total Count
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Realtime Transactions
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The Realtime view displays the last n number individual transactions recorded. Along with performance

stats you can view location and browser information of users accessing your application. This view doesn't
show any transactions older than a day.

In case the Applicare Controller/Collector collecting EUM data is behind a proxy, firewall or load balancer,
make sure that the proxy, firewall or load balancing server forwards the client requests with "X-Forwarded-
For" header parameter. If this parameter is not included in the HTTP request then Applicare may show the

IP address of proxy, firewall or load balancing server in End User Experience Analyzer.

Below are the details on monitored data shown for each transaction

+ Resource Fetch Time: The time it takes for a web browser to fetch a resource, such as an image, CSS
file, or JavaScript file. This includes the time it takes to:

DNS lookup: The time it takes to resolve the domain name of the resource.

TCP connection establishment: The time it takes to establish a connection to the server that
hosts the resource.

TLS handshake: The time it takes to establish a secure connection to the server, if the resource is
hosted over HTTPS.

Request: The time it takes to send the request for the resource to the server.

Response: The time it takes to receive the response from the server, including the time it takes to
download the resource.

Resource Fetch Time is an important metric for measuring the performance of a web page. A short
Resource Fetch Time means that the page will load more quickly, which can improve the user
experience.
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There are a number of factors that can affect Resource Fetch Time, including:

= The size of the resource: Larger resources will take longer to fetch.

= The speed of the user's internet connection: A slower internet connection will result in a
longer Resource Fetch Time.

= The performance of the browser: A faster browser will be able to fetch resources more
quickly.

= The location of the server: The closer the server is to the user, the shorter the Resource Fetch
Time will be.

Here are some tips for improving Resource Fetch Time:

= Use minified and compressed resources: Minified and compressed resources are smaller,
which means they will take less time to fetch.

= Use a CDN: A CDN (Content Delivery Network) can deliver resources from servers that are
closer to the user, which can improve Resource Fetch Time.

= Use a caching mechanism: A caching mechanism can store resources that have already been
fetched, which can reduce the need to fetch them again.

« Document Download Time: The time it takes to download a document from a web server to a user's
device. This includes the time it takes to:

o DNS lookup: The time it takes to resolve the domain name of the web server.

o TCP connection establishment: The time it takes to establish a connection to the web server.

o TLS handshake: The time it takes to establish a secure connection to the web server, if the
request is made over HTTPS.

o Request: The time it takes to send the request for the document to the web server.

o Response: The time it takes to receive the response from the web server, including the time it
takes to download the document.

+ Document Processing Time: The time it takes for the browser to finish parsing the HTML code of a
web page and construct the Document Object Model (DOM). The DOM is a hierarchical representation
of the page's elements, which can be manipulated by JavaScript.

Factors Affecting Document Processing Time:

o HTML Code Size: Larger HTML files take longer to parse.

o

HTML Code Complexity: More complex HTML structures require additional parsing time.

o

Browser Performance: Faster browsers can parse HTML more quickly.

o

JavaScript Presence: JavaScript files can increase document processing time.
Tips for Improving Document Processing Time:

o Use minified and compressed HTML code- Minified and compressed HTML code is smaller,
which means it will take less time to parse.

o Use a CDN- A CDN (Content Delivery Network) can deliver HTML code from servers that are closer
to the user, which can improve document processing time.

o Use a caching mechanism- A caching mechanism can store HTML code that has already been
parsed, which can reduce the need to parse it again.
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o Optimize the JavaScript files- Optimizing JavaScript files can improve their performance and
reduce the document processing time.

+ Time to First Byte (TTFB)- A metric that measures the time it takes for a web browser to receive the
first byte of a response from a web server. This includes the time it takes to:

o DNS lookup- The time it takes to resolve the domain name of the web server.

o TCP connection establishment- The time it takes to establish a connection to the web server.

o TLS handshake- The time it takes to establish a secure connection to the web server, if the
request is made over HTTPS.

o Request- The time it takes to send the request for the resource to the web server.

 DOM Ready Time:

The duration it takes for a web browser to parse the HTML code and build the Document Object Model
(DOM) of a web page. The DOM represents the page's elements in a hierarchical structure, which can
be manipulated by JavaScript. The DOM Ready Time event is triggered when the DOM is ready, though
the page may still be loading images, CSS, and other resources. This metric indicates how quickly a
page becomes interactive.

Factors affecting DOM Ready Time include HTML code size and complexity, the user's internet speed,
and browser performance.

Improving DOM Ready Time can enhance user experience by making the page interactive more
quickly. Here are some tips:

o Minify and compress HTML, CSS, and JavaScript files.
o Reduce the number of large images or resources.
o Utilize a Content Delivery Network (CDN) for static resources.

o Implement caching to store frequently accessed resources.

+ Network Time- The duration for a web browser to retrieve all resources required to load a web page,
including:
o DNS lookup- Time to resolve the domain name of the resources.
o TCP connection establishment- Time to set up a connection with the resource servers.
o TLS handshake- Time to establish a secure connection for HTTPS resources.
o Request- Time to send requests to the servers for the resources.

o Response- Time to receive responses and download the resources.
+ Rendering Time- The time needed for a web browser to display a web page, including:

o Parse the HTML code: Time to parse HTML code and build the DOM.
o Load the CSS and JavaScript files: Time to load CSS and JavaScript files for styling and
interaction.
o Render the images and other resources: Time to render images and other resources used on the
page.
There are a several reasons why DOM ready time might be high while document processing time can
remains low.
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o The HTML code is large and complex. A large and complex HTML code can take longer to parse,
even if it does not contain any JavaScript. This is because the browser has to process more
information to create the DOM.

* The web page uses a lot of third-party resources. Third-party resources, such as images, CSS, and
JavaScript files, can also add to the DOM ready time. This is because the browser has to wait for these
resources to load before it can create the DOM.

+ The web page is using a slow web server. If the web server is slow, it can take longer for the browser
to download the HTML code and third-party resources. This can also increase the DOM ready time.

If your DOM ready time is high, but your document processing time is low, then you may need to optimize
your HTML code to make it smaller and easier to parse.

If you access Realtime Transaction and double click on any URL you may encounter a message "Trace not
available..."

Activating tracing on End User Experience
1. Navigate to Server Analyzer > IntelliTrace > HTTP
2. Right-click the URL you want to trace in detail tracing and select "Add as a Key Business Transaction".

3. Add the URL to Key Business Transaction. Alternatively, go to directly visit Business Transactions >
Configure Key Business Transactions and include the URL to Business Transaction Monitoring.

4. Go to Profiling > Configure Business Transactions > Transaction Monitoring.
5. Activate Per-Transaction Monitoring.

6. Activate Transaction Tracing.
Once you have followed the above steps, restart the agent jvm.

Now you can visit the UEM > End User Experience Analyzer > Realtime Transactions and double click on
the URL.

If you have added the URL as KBT, detailed trace will be displayed as shown in the following image.
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Browser and Backend Server Views
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The Browsers and Servers tabs are similar to the Transaction Summary view but provide performance data
segmented by client browser type and backend servers handling transactions.

End Client Processes Monitoring

End Client Process Monitoring tracks the running processes and resources utilized by each process on the
end client machine where browser is running. This helps identify if the slowness is caused by some
process running on End User's computer. End Client Process Monitoring is only supported on Windows
and Internet Explorer (IE) end clients. End Client Process Monitoring requires permissions from the end
user (or centrally configured by administrators) to allow running 'Microsoft Script Runtime'. If these
permissions are not centrally configured then users are prompted on first visit to the pages with end client
process monitoring enabled.

End Client Process Monitoring can be enabled for slow calls or all calls.
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USING APPLICARE > USER EXPERIENCE MONITORING

EUM Real-Time Transaction Monitoring

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

The real-time view shows the last n number of individual transaction recorded. Along with performance
stats you can view location and browser information of users accessing your application. This view doesn't

show any transaction older than a day.
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If the Applicare Controller/Collector gathering EUM data is situated a proxy, firewall or load balancer,
ensure that these intermediaries forward client requests with the "X-Forwarded-For" header parameter. If
this parameter is not included in the HTTP request then Applicare may show the IP address of proxy,
firewall or load balancing server in End User Experience Analyzer.

Below are the details on monitored data shown for each transaction

* Resource Fetch Time: The duration required for a web browser to retrieve a resource, such as an
image, CSS file, or JavaScript file. This includes the time it takes to:

o DNS lookup: The time required to resolve the domain name of the resource.

o TCP connection establishment: The time required to establish a connection to the server hosting
the resource.

o TLS handshake: The time required to establish a secure connection with the server, if the resource
is hosted over HTTPS.

o Request: The time required to send the request for the resource to the server.
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o

Response: The time it takes to receive a response from the server, including duration required to
download the resource is known as Resource Fetch Time. This metric is crucial for evaluating web
page performance, as a shorter Resource Fetch Time leads to faster page loading and enhance
user experience.

Several factors can influence Resource Fetch Time, including:

= Resource Size: Larger resources will take longer to fetch.

= |Internet Connection Speed: A slower internet connection will lead to a longer Resource Fetch
Time.

= Browser Performance: A faster browser can retrieve resources more quickly.

= Server Location: The closer the server is to the user, the shorter the Resource Fetch Time will
be.

Here are some tips for improving Resource Fetch Time:

= Use Minified and Compressed Resources: Minified and compressed resources are smaller,
resulting in fast fetch time.

= Use a CDN: A CDN (Content Delivery Network) can deliver resources from servers that are
closer to the user, which can improve Resource Fetch Time.

= Implement Caching: A caching mechanism can store resources that have already been
retrieved, reducing need to fetch them again.

« Document Download Time: The duration required to download a document from a web server to a
user's device. This includes the time it takes to:

DNS Lookup: The time needed to resolve the domain name of the web server.

TCP Connection Establishment: The time required to establish a connection to the web server.
TLS Handshake: The time required to establish a secure connection with the web server, if the
request is made over HTTPS.

Request: The time required to send the request for the document to the web server.

Response: The time needed to receive the response from the web server, including the time
required to download the document.

+ Document Processing Time: The time it takes for the browser to finish parsing the HTML code of a
web page and construct the Document Object Model (DOM). The DOM is a hierarchical representation

of the page's elements, which can be manipulated by JavaScript.

Document processing time can be affected by a number of factors, including:

o

o

o

o

Size of the HTML Code: Larger HTML files will take longer to parse.
Complexity of the HTML Code: More complex HTML files will take longer to parse.
Browser Performance: Faster browsers will be able to parse HTML code more efficiently.

The presence of JavaScript: JavaScript files can increase the document processing time.

Here are some tips for improving document processing time:

o

Use Minified and Compressed HTML Code: Minified and compressed HTML code is smaller,
which means it will take less time to parse.
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o

[o]

o

Use a CDN: A CDN (Content Delivery Network) can deliver HTML code from servers that are closer
to the user, which can improve document processing time.

Implement Caching: A caching mechanism can store HTML code that has already been parsed,
which can reduce the need to parse it again.

Optimize JavaScript files: Optimizing JavaScript files can improve their performance and reduce
the document processing time.

o Time to First Byte (TTFB): A metric that measures the time it takes for a web browser to receive the

first byte of a response from a web server. This includes the time it takes to:

o

]

o

o

DNS lookup: The time it takes to resolve the domain name of the web server.

TCP connection establishment: The time it takes to establish a connection to the web server.
TLS handshake: The time it takes to establish a secure connection to the web server, if the
request is made over HTTPS.

Request: The time it takes to send the request for the resource to the web server.

« DOM Ready Time: The time it takes for a web browser to finish parsing the HTML code of a web page

and construct the Document Object Model (DOM). The DOM is a hierarchical representation of the

page's elements, which can be manipulated by Javascript.

The DOM Ready Time event is fired when the DOM is ready, but the page is not necessarily fully loaded
yet. This means that images, CSS, and other resources may still be loading. However, the DOM Ready
Time event is a good indication of how long it takes for a web page to become interactive.

There are a number of factors that can affect DOM Ready Time, including the size and complexity of
the HTML code, the speed of the user's internet connection, and the performance of the browser.

DOM Ready Time is an important metric for measuring the performance of a web page. A short DOM

Ready Time means that the page will be interactive more quickly, which can improve the user

experience.

Here are some tips for improving DOM Ready Time:

o

o

o

o

Use minified and compressed HTML, CSS, and JavaScript files.
Avoid using too many images or other large resources.
Use a CDN to deliver static resources.

Use a caching mechanism to store frequently accessed resources.

¢ Network Time: The time it takes for a web browser to fetch all of the resources that are needed to
load a web page. This includes the time it takes to:

]

[o]

DNS lookup: The time it takes to resolve the domain name of the resources.

TCP Connection Establishment: The time it takes to establish a connection to the servers that
host the resources.

TLS Handshake: The time required to establish a secure connection to the servers, if the
resources are hosted over HTTPS.
Request: The time it takes to send the requests for the resources to the servers.

Response: The time it takes to receive the responses from the servers, including the time it takes
to download the resources.
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+ Rendering Time: The time it takes for a web browser to render a web page. This includes the time it
takes to:

o Parsing the HTML Code: The time it takes to parse the HTML code of the web page and construct
the DOM.

o Loading CSS and JavaScript Files: The time it takes to load the CSS and JavaScript files that are
needed to style and interact with the web page.

o Rendering Images and Other Resources: The time required to render the images and other
resources that are used on the web page.

Several factors can contribute to high DOM ready time despite a low document processing time.

+ Large and Complex HTML Code: A large and complex HTML code can take longer to parse, even if it
does not contain any JavaScript. This is because the browser has to process more information to
create the DOM.

+ Heavy Use of Third-Party Resources: Third-party resources, such as images, CSS, and JavaScript
files, can also add to the DOM ready time. This is because the browser has to wait for these resources
to load before it can create the DOM.

* Slow Web Server: If the web server is slow, it can take longer for the browser to download the HTML
code and third-party resources. This can also increase the DOM ready time.

If you notice a high DOM ready but a low document processing time, consider optimizing your HTML code
to reduce its size and complexity, making it easier and quick to parse.

Monitoring with Applicare
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USING APPLICARE > USER EXPERIENCE MONITORING

Applicare RUM/EUM Integration Script

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

In Applicare, you can activate end user monitoring by turning on the "End User Experience Profiling"
feature from the overview screen. Once this feature is enabled, Applicare will automatically inject its RUM
script into the web pages of the monitored applications behind the scenes.
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Alternatively, you can manually inject this script into your application's web pages and redeploy the code
to collect EUM data. Refer this link for Manual Applicare EUM script injection.

Applicare will inject two JavaScripts files named arc-eum.js and arc-nav.js.

The arc-nav.js script utilizes the Navigation API to measure various parameters including Document
download time, Document processing time, Server connection time, Response availability time, Rendering
time, DOM readiness time and Resource fetch time.

The arc-eum.js script employs BoomerangJS, an open-source middleware, to measure Page load time,
Network time and browser details.

Monitoring with Applicare
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USING APPLICARE > USER EXPERIENCE MONITORING

UEM Injection through the Applicare Reverse Proxy
Server

Applicare 10.0 - Updated April 1, 2025 - Pending technical review

User Experience: An Overview
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Steps to configure the Applicare reverse proxy server

Step 1: Download the Applicare Reverse Proxy Server from this link download here.

Step 2: Navigate to the path <applicare_reverseProxy>/conf and modify the reverseproxy.conf file.

Step 3: Change the listen port and server_name value inside the server { block.

listen -> Applicare reverse proxy server PORT

server_name -> Applicare reverse proxy server IP

server {
listen i
server name localhost;

#charset koif-r;
#access_log logs/host.access.log
location f {

oot html ;
index index.html index.htm;

e.g.

Applicare 10.0 - Arcturus Technologies Inc.
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server {

Iisten Oor
SEIVEI name 182.168.0.116;

#charset koi8-r:
#access log logs/host.access.log main;
location f {

oot html;
index index.html index.htm;

Tmmmd=d mem F T Tt mme . T

Step 4: Add the upstream configuration before the server { block

Syntax:

TEXT
upstream UPSTREAM_REDIRECTOR_NAME {
ip_hash;
server REDIRECTOR_APPLICATION_IP:REDIRECTOR_APPLICATION_PORT;

Example:

TEXT

upstream petstoreredirect {
ip_hash;
server 192.168.0.165:8881;

Step 5: Add the new location block after the location [ { block

Syntax:

TEXT

location /REDIRECTOR_APPLICATION_BASE_URL {
proxy_pass REDIRECTOR_APPLICATION_PROTCOL://UPSTREAM_REDIRECTOR_NAME;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
sub_filter '</body>' '</body>new_string';
sub_filter_once off;

Step 6: Replace the REDIRECTOR_APPLICATION_BASE_URL with the application base url.

REDIRECTOR_APPLICATION_BASE_URL -> JPetStore

TEXT
location /JPetStore {

Applicare 10.0 - Arcturus Technologies Inc.
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Step 7: Replace the REDIRECTOR_APPLICATION_PROTCOL and UPSTREAM_REDIRECTOR_NAME.
REDIRECTOR_APPLICATION_PROTCOL -> http

UPSTREAM_REDIRECTOR_NAME -> petstoreredirect

TEXT

proxy_pass http://petstoreredirect;

Step 8: Login to Applicare console and go to User Experience -> Settings -> UEM Script screen and
copy the script and replace it in the place of new_string keyword in the sub_filter in the Nginx sever conf
file.

LOAD Ofmin ARTO ms SUCCESS O/min HTTP O/min SQL O/min JNDI O/min WEB SERVICES Oimin ®o0 ®0 ®o

Admin
ome - User Experience - Settings - UEM Script Application All v [ Last 15 miny E\‘ v
Overview Transactions Summary Realtime Transactions Slow Transactions Browsers Servers 0s Analytics Apache User Experience o
Enterprise UEM Configuration  UEM URL Exclusion/inclusion | UEM Script e
Overview
Inject the below script in your html after body close tag(</body=>). Replace <SERVER_NAME> with unigue and valid name to identify your application.
Operations Center o £ Copy & Download

User Experience 1

<script src="hitps /1192 168 0 116:443/applicarefeum/arc-eum-process js” type="textjavascript™></script=
168.0.116:443/app vascript></script>
16:443/applicare’eum/arc-nav js” type="textjavascript"></script>

Synthetic User Experience
Business Transactions
App Analyzer

Server Analyzer BOOMR. addVar

"server”aa:
LAMA isSlowTransaction” “false”,

The conf file will appear as shown below.
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location /JPetStore {
proxy pass http://petstoreredirect;
proxy set header X-Forwarded-For SprﬂxyﬁaddﬁxﬁfDrwardedﬁfnr;
sub filter '</body>' '</body><script src="https://152.168.0.116:443/applicare/eun/arc-eum-process.js" type="text/javascript"></script>
<script src="https://162.168.0.116:443/applicare/cum/arc-eum.js" type="text/javascript"></script>
<script src="https://152.168.0.116:443/applicare/cum/arc-nav.js" type="text/javascript"></script>
<script type="text/javascript">
wvar aasrvn="<SERVER NAME>";
var t="";
var r="ABCDEFGHIJKLMNOPORSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456759";
for (var i1=0:i<32:it+4)
t+=r.charht (Math.floor (Math.random(}*62)) ;
BOCMR . addVar ({
"gerver™:aasrvn,
"isSlowIransaction™:"false"™,
"avgTime™:"0.0",
"collectProcessListFor™:"all"™,
"percentile™:"0.0",
*traceld™:t,
"tiba:kend":"Sreques:itime" * 1000,

"b_name":BrowserDetect .browser,
"b_ver":BrowserDetect.version,
"clientId™:0,
rowserDetect .05,
imzo0m,
"manual™:"true"”,
TeumIdT:t}) -
BOOMR.init ({user ip:"127.0.0.1",beacon url:"https://192.168.0.116:443/applicare/cum/beacon™}):
BOOMR.plugins.RT.startTimer ("t_page"):
if (! (window.arcPops && window.arcPops.errorInitiated)){
var oldOnError=window.onerror;
window.arcPops={errorInitiated:true}:
var xhttp = new XMLHttpRequest():
window.onerror = function(msg, url, lineNo, columnMNo, error){
if (0ldOnError)oldOnError.apply(this, arguments);
var url="https://192.163.0.116:443/applicarc/cum/beacon?serverName="+aasrvnt+"&msg="4msg+"&lineNo="+lincNo+"scolumnNo="4+columnNo4+"scunlid="+t+"sjscr]
navigator.sendBeacon (url);return false;}}
var originalSetRequestHeader = XMLHttpRequest.prototype.setRequestHeader;
XMLHttpRequest.prototype.setRequestHeader = function (header, value) {
originalSetRequestHeader.apply (this, arguments)

3z
(function (open) {XMLHttpRequest.prototype.open = function(method, url, async, user, password) {function handleEvent (e} {
var beaconURL = "https://192.1658.0.116:443/applicare/eun/beacon?serverlame="+aasrvn+"amsg=Regquest TimeoutilineNo=icolumnNo=geumId="+t+"&jserror=tru

navigator.sendBeacon (beaconURL) !

}function handleHeaderEvent (e) {

if (this.readyState === 1) {

this.setRequestHeader ("_arc req st_time", Date.now()):

}

i

this.addEventListener ("abort™, handleEvent):this.addEventListener ("timeout™, handleEvent):;this.addEventListener ("readystatechange™, handleHeaderEwe
open.apply(this, arguments);};}) (XMLHttpRequest.prototype.open)

</script>"

sub_filter_ once off:

Step 9: Substitute the following values.
a. Replace <SERVER_NAME> with a unique identifier for your application.
b. Set the value from "true" to "false".

c. In the "t_backend" section, update the value from "0" to "$request_time" * 1000
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location /JPetStore {
Proxy_pass http://petstoreredirect;

proxy set header X-Forwarded-For sproxy add x forwarded for:

sub_filter "</body>' "</body><script src="http://192.168.0.116:8852/applicare/eun/arc-eum-process.js" type="text/javascript™></script>
<script src="http://192.168.0.116:8883/applicare/eum/arc—eumn.js" type="text/javascript"></script>
<script src="http://192.168.0.116:8882/applicare/eum/arc-nav.]s" type="text/javascript™></script>

Cript type="text/javascript™

var aasrvn="DESKTOP-LOHEKIU sa”; —_— set server, name.

ar—t=""%

var r="RBCDEFGHIJEIMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789™;
for (var i=0;i<32;i++)
t+=r.chardt (Math.floor (Math.random({}*62));
BOOMR. addVar { |
"serverT:aasrcvi,
"igSlowIlransaction™:"false"™,
"awgTime™:"0.0", I
"collectProcessListFor™:"all",
"percentile™:™0.0",
"rrsoeld™
! :"frequest_time™ * 1000, Changm

: “$request: time’~*1000

"b_wer":BrowserDetect.version,
"clientId™:0,
"b_os™:BrowserDetect.05,

—— change to false

"manual™:"false",
BOOMR.init({{user_ip:"127.0.0.17,beacon_url:"http://192.165.0.116:8582/applicare/eun/beacon™}) -
BOOMR.plugins.RT.startTimer(™t_page");

if (! {(window.arcPops && window.arcPops.errorlnitiated)){

var oldOnError=window.onerror;

window.arcPops={errorInitiated:trus};

war xhttp = new XMLHttpRequest():

window.onerror = function(msg, url, lineNo, columnNo, error){

if (oldOnError)oldOnError.apply (this, arguments);

war url="http://192.168.0.116:8882/applicare/eun/beacon?serverlame="+aasrvo+"smag="+mag+"slineNo="+lineNo+" scolumnNo="+columnNo+" seumId="+t+"sjserrorstn
navigator.sendBeacon(url);return falser}}

var originalSetRequestHeader = ¥MLHttpRequest.prototype.setRequestHeader;

EMLHttpRequest.prototype.setRequestHeader = function (header, walues) |

originalSetRequestHeader.apply (this, arguments);

b

{function (open) {KMLHttpRequest.prototype.open = function{method, url, async, user, password) [{function handleEwvent (e} {
war beaconURL = "http://192.165.0.116:8832/applicare/eun/beacon?serverlame="+aasrvn+"emsg=Request TimeoutslineNo=scolumnNo=seumld="+t+"sjserror=truesgrrc
navigator.sendBeacon {beaconURL) ;
}function handleHeaderEvent({e) [

if (this.readyState =— 1} {
this.setRequestHeader(™_arc req st_time™, Date.now(})’
1

1

this.addEventListener(™abort™, handleEvent);this.addEventListener{"timecut™, handleEvent);this.addEventListener("readystatechange™, handleHeaderEwvent);
open.apply(this, arguments):};}) (EMLHCttpRequest.prototype.open)
</script>’;

Step 10: Navigate to the <applicare_reverseProxy> home directory and run the following command to

start.

BAT

startreverseproxy.bat

Step 11: Access the application through the Reverse Proxy server.

Syntax:

XML
<REVERSE_PROXY_PROTOCOL>://<REVERSE_PROXY_IP>:
<REVERSE_PROXY_PORT>/REDIRECTOR_APPLICATION_BASE_URL

e.d.

TEXT
http://192.168.0.113:83/JPetStore

Step 12: Navigate to the <applicare_reverseProxy> home directory and run the following command to
stop the Reverse Proxy Server.
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BAT

stopreverseproxy.bat
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USING APPLICARE > USER EXPERIENCE MONITORING

Apache User Experience

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

Enabling Apache User Experience Analyzer

Enabling this feature will log each individual transaction separately into the database, resulting in a large
volume of data being recorded.

To set up the Apache User Experience Analyzer, follow these steps:

1. Navigate to the Overview screen, select the server, and click on the Configure Dynamic
Instrumentation.

#* Key Business T Health & 7
LOAD T3&/min ART 2 ms SUCCESS 73&/min HTTP /min SQLO/min JNDI Dimin WEB SERVICES Oimin ®3 @0 ®o

Servers

Server g

b DESKTOP-3760HO0_Sa

Host Name Current Status - AgentType

DESKTOP-3760HO0/192.168.1.61 Connected Standalone

Nodeservertd_16 DESKTOP-DEKID0S/192.168.1.35 Connected Node.js

Nodese

DESKTOP-DEKIDOS/192.

Connacted Node.js

2. Add the "End User Experience Profiling" aspect to the server.
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Intellitrace Configuration

Available Aspects

Business Transactions

Collections Monitoring

End Client Process Monitoring (Every Call)

End Client Process Monitering (Slow Calls)

®

IEnd User Experience Profiling

"End User Javascript Error Profiling
Externzl JMS messages
External WebServices
Heap Tracker
HTTP Error Code Profiling
HTTP Profiling
IntelliTrace Profiling
Java Method CPU Usage Monitering Beta
JDBC Connecticn Profiling
INDI lockup
LDAP Calls Profiling

Log Analyzer Service

= servers

_ Business Transactions

_| Collections Monitoring

| HTTP Profiling

| End User Experience Profiling

) MO

Using Applicare

© A

3. Within a few minutes, the data will appear in the "Apache User Experience Analyzer".

Dashboard

~ Key Business Txn Health

LOAD 656/min ART 2ms SUCCESS 656/min

Home - User Experience - Apache User Experience - Overview

Overview  TransactionsSummary  Reaftime Transactions
Dashboard Transactions Q1
HTTP Server Apache v

Transaction Executions:

Slow Transactions

Filter by server  Transaction name

®3 ®0 ®o

applcaton [ v B LasTsmnuTEs -

Last refreshed: 25/08/2021 14:38:11 Auto refresh ~ C

a
Load (Calls/Min): - Average Response Times (ms): -
*
0 /\ sppiicare 1 > 25,000 f/\ \,
[ \ | \ \
/ \ | \ | '\‘
; o\ - [\ \ .
| I/ \|
/ \ | \
| | \
Ny | - | A
08725 1425 08125 1430 bkl 081251425 08/25 1430 oRr25 1435
Transactions
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~ Key Business Txn Health & Erors

LOAD 474/min ART 1.9 ms SUCCESS 474/min HTTP 2/min SQL Ofmin JNDI Ofmin WEB SERVICES 0/min

Application El LAST 15 MINUTES.

Resftime Transoctions  SlowTremsoions  Browsers  Severs OS5 Aralytics  ApacheUserExperience @
Last refreshed: 25/08/2021 14:39:39 Transactions found: 78 1to780f78 Limit | 100 ¥ Auto refresh — C
Name Site HTTP Server Client IP = Started Duration  Code Status
Iserver-status i Apache 192.168.1.61 08/25/21 14:37:21 Oms 309 ) =
D S PE— i Apache 192.168.1.61 08/25/21 14:37:21 0ms 309 o
/5erver-status / Apache 192.168.1.61 08/25/21 14:37:20 1ms | 509 o
Jserver-status / Apache 192.168.1,61 08/25/21 14:37:20 oms 200 a
Iserver-status / Apache 192.168,1.61 08/25/21 14:37:20 0Oms | 200 )
Iserver-status 1 Apache 192.168.1.61 08/25/21 14:37:20 ams 309 )
/server-status ] Apache 192.168.1.61 08/25/21 14:37:20 oms 309 )
/server-status / Apache 192.168.1.61 08/25/21 14:37:20 oms | >00 )
Jserver-status / Apache 192.168.1.61 08/25/21 14:37:19 1ms | 200 o
Iserver-status ] Apache 192.168.1 61 08/25/21 14:37:19 0ms g )
Iserver-status / Apache 192.168.1.61 08/25/21 14:37:19 oms  z09 o
Iserver-status ’ Apache 192.168.1.61 08/25/21 14337119 oms 309 a -
L

To Restrict logging to specific URLs in the Apache User Experience Analyzer

1. Navigate to User Experience --> Settings (icon) --> UEM URL Exclusion/Inclusion

+* Key Business Txn Health

LOAD 384/min ART 0.6 ms SUCCESS 384/min

Application | Al w | [EJ LAST 15 MINUTES ~

Serve 0s naly Apache User
Selected server | DESKTOP-3760HO0.sa v
ure [/ +Include Exdude
URL included in UEM* URL excluded in UEM*
a2
s
-

*Included/Excluded URL may never be empty. Consult help for details

2. Add the URL's to the UEM Include and Exclude lists.
UEM Include & Exclude

If the UEM Include list is populated, Only the URLs specified in that list will be logged.
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#¢ Key Business Txn Health & Emors
LOAD 1050/min ART 1.8 50/min P 2/min SQL M/min JNDI O/min WEB SERVICES Q/min
Home - User Experience - Settings - UEM URL Configuration Application ES LAST 15 MINUTES ~
Overview  TransactionsSummary  ReskimeTransactions  SlowTransactions  Browsers  Servers 05  Analtics  Apache User Experience o

scocizove: TR o—.s_els.ehms.ssrxﬂ

1 oy "
IURL [ server-status +include - Exclude | e ~Include~or~Exclude*
P UL ncluded n e URL excluded in UEM*
/server-status 3t /server-status/test

\Use these arrows,to,
SSwitch the]URL's v""
between=Include,and

Excludes To,delete the URL from
Exclude;selectthe/URL and

*Included/Excluded URL may never be empty. Consult help for details. | pelete | Apply

/

F,Inally‘cllcknﬂwﬁlo save
the,changes

Click "OK"

UEM URL inclusion & exclusion details are updated successfully.
Changes will take effect after a minute.

After applying the changes, a restart of SingleAgent is required. Ensure you add all necessary URL's to the
UEM Include or Exclude list, apply the changes, and then restart the SingleAgent.

Monitoring with Applicare
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USING APPLICARE > USER EXPERIENCE MONITORING

UEM IP Address Translation

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

Overview

UEM IP translation configures the source of request that reach the application on the app server.

Configuration

Specify on the IP range, select country and state, enter the city name, and then click the save button to
apply the configuration.

Home * UEM IP Translation Application | 4 v
IP range | | | ‘ to | | ‘ ‘ !!

Country  UNITED STATES ~  State N/A ~ City| v Save e
City e 9 State o Country IP From IPTo
|Lee;herg VA UNITED STATES 192.168.1.1 192.168.1.100

After configuring and saving, navigate to User Experience-> Realtime Transactions to view the
transaction data associated country, state, and city.

Home « User Experience + Realtime Transactions Application ] LAST 15 MINUTES ~

Overview Transactions Summary Realtme Transactons Slow Transactions Browsers Servers 0s Analytics Apache User Experience Q
Filter By Server | Fircer by URL Filter by City Filter by Ip Filter by Country v Filter by State v Sort By v 1to 4 of 4 MaxRecords 100 4 [-] cC ®
URL 15 Time ~ |Pageload |IP Country State City Browser Server App Server | Network  Timetofirst Document
Erro... Time Time Time byte Download
Time
92.168.1.61:3000/2pp/ @ 0 |0825202110:23:10 181ms | 192.168.1.61 | UNITED STAT... VA Leesberg Chrome 92 NodeServer 1ms 6ms 83ms oms*
192.168.1.61:3000/app/ @ 0 08/25/202110:23:08 165 ms r192.1 68.1.61  UNITEDSTAT... VA Leesherg ] Chrome 92 NodeServer oms 6ms 80 ms 0ms
152.168.1.61:3000/app/ @ 0 |08/25/202110:23:06 665ms | 192.168.1.61 | UNITED STAT... VA Leesherg Chrome 92 NodeServer 42ms 281 ms 524 ms 0ms
192.168.1.61:3000/l0gin @ 0 | 08/25/202110:23:03 144ms | 192.168.1.61 | UNITEDSTAT.. VA Leasberg Chrome 92 Nodeserver 2ms sms 74ams oms

Monitoring with Applicare
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USING APPLICARE > USER EXPERIENCE MONITORING

i0OS Mobile App Performance Monitoring

Applicare 10.0 - Updated August 23, 2024 - Pending technical review

The Applicare Mobile Application Tracker provides real-time monitoring of your mobile applications,
including the ability to track business transactions. This powerful service offers features such as real-time
request tracking, activity path tracking, geo-tracking, error reporting, and much more.

One of the advantages of mobile app development is the ability to quickly distribute new versions and
ensure that all users are using the latest app. If you haven't been monitoring your code previously, you can
easily implement Applicare Tracker, push the update, and start collecting metrics within minutes.

Why Use Applicare Mobile Application Tracker?

¢ Quick and straightforward setup process.

o Seamlessly integrates with any Android application.

* Provides insights into real user interactions.

e Capture performance metrics, set SLAs for Android method calls, and track individual transactions
with performance statistics and call graphs.

¢ Gain insights into user characteristics.

e Visualize user locations on a map.

o Detect performance issues and server failures automatically.

* Receive regular reports to stay informed about performance issues.

« Examine detailed historical server data, including conditions before crashes.
Steps to Integrate the Applicare Mobile Tracking Agent
Register your Mobile App and Generate a Token

* Sign in to your Applicare Admin Console.

« Access the Menu in top right corner and navigate to the "Configure Mobile Application" screen.
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LOAD O/min ART O ms SUGCESS Ofmin HTTP Oimin SQL O/min INDI O/min WEB SERVICES O/min ®1 ®o0 ®2 g Admin .

Home Applicare Data Management pplicare Information
Home
LAMA Configuration juration

Application Servers Health ART (ms) KBT Load KBT Success Analyzer -
ation

TomsPC o P s 0 0

SNMP Monitoring Configuration

- Configure Mobile Applications

Applicare Configuration

Transactions Flow Network Connections

Performance By Country

r and Agents

localhost:7770/applicare/consolefhome.do#/dashboard/mokbileApplication pyright © 2023
v B (Nonewemails)-to X D Arcturus Applicare C X & Mobile app perform. X G mabile application 1 X Mobile App Perfor. X | @ Application Perform. X x | + - a X
< C @ localhost7770/applicare/console/home.do#/dashboard/mobileApplication?selectedDate=2023~2F 12 ~2F16%2019:38~ ~ 2023~ 2F 12~2 =% O 00

LOAD O/min ART O0ms SUCCESS Oimin. HTTP Oimin SQL Ofmin  JNDI 0/min WEB SERVICES Ofmin
He cation Application All v December 16, 2023 07:38 P December 20, 2023 07:38 P
Maobile Application
Application Name Device Type Token

$ Add Application  Edit  Delete

Arclurus Applicare 9.2.7.2 Copyright © 2023 | Al Rights Reserved
26°C N - = r = 10:41 PM
Mostly cloudy m  Q Search 4 m D 6 G L& dm O & o ~ O TN® im0 B

¢ On the "Configure Mobile Application" screen, select "iOS" from the dropdown menu. Enter your
application's name and click the “Generate Token"” button. A token will be generated; copy and save
this token for future use.
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TURUS # Key Business Txn Health & Errors &7 Servers Haalth
T INNCVATION LOAD O/min ART 0 ms SUGCESS Oimin HTTP émin SQL Omin JNDI O/min WEB SERVICES 0fmin 1 G0 @2
Home - Configure Mobile Applications Application Al v [ Last 15 minutes
Mobile Application
J Add Mobile Application [
Device Type Select Device v

Application Name  Select Device

Android

AddApplication  Edit  Delete

Arcturus Applicare 9.2 7.2 Copyright ® 2023 Arcturus Tect

i | All Rights Reserved

+ Key Business Txn Health & Errors &7 Servers Health
LOAD Ofmin ART O ms SL S O¥min HTTP dmin  SQL Ofmin JNDI 0/min  WEB SERVICES Ofmin @ 1 @ 0 @ i
Home - Configure Mobile Applications Application All v [E Last 15 minutes ~
Maobile Application
J Add Mobile Application L
Device Type 108 v

Application Name | arc_apm

Add Application Edit Delete

Arcturus Applicare 9272 Copyright ® 2023 Arcturus Technologies, Inc. | All Rights Reserved
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ARCTURUS

NSTANT INNOVATION LOAD 0/min ART 0 ms SUCCESS 0/min HTTP O/min SQL 0/min JNDI O/min  WEB SERVICES 0/min

Home - Configure Mobile Applications Application All v [ Last 15 minutes v~

Mobile Application

Application Name Device Type Token

arc_apm ios 9cdd0e81-161e-452e-ad2d-2058598049e2

Add Application Edit Delete

Arcturus Applicare 9.2.7 2 Copyright © 2023 | Al Rights Reserved

Adding Applicare Agent to your app
Add the framework applicare_agent.framework file into your Objective-C or Swift project.
For Objective-C

* Inside the AppDelegate.m file import the header by adding the following line.

TEXT

#import <applicare_agent/ApplicationTracker.h>

* Now inside the didFinishLaunchingWithOptions method, add the following lines

If your app is using server add the below code.

TEXT

NSString *xserverPort = YourServerPort;
NSString *serverIp = YourServerlIp;
NSString xtoken = YourToken;

NSString *xagentType = @"agent";

If your app is not using server, add the below code.

TEXT

NSString *serverPort = ApplicareServerPort;
NSString *xserverIp = ApplicareServerlp;
NSString *xtoken = YourToken;

NSString *agentType = @"none";

* Now initialize the framework by adding the following line.
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TEXT

[ApplicationTracker initialize:serverPort arg2: serverIp arg3: token arg4: agentTypel;

¢ |t should finally looks like below for apps with server.

19 - (B00L)application: (UIApplication *)application didFinishLaunchingWithOptions:(NSD:
A /! Override point for customization after application launch.

7y NSString serverPort = (@8060";

2 NSString *serverlp = £"192.168.2.100";

A NSString stoken = @"4db94134-bc29-4eba-b372-038d0145¢eE7"

2 NSString *agentType = @"agent™;

i [ApplicationTracker initialize:serverPort arg2: serverIp arg3: token argd: agen'
2 return YES;

For Swift : Here are steps to add an Objective-C frame to a Swift project.
* Import the Framework: Drag and drop the Objective-C framework into your Xcode Swift project.
* Create a New Objective-C File: Go to File -> New -> File, and select Objective-C for iOS.

* Create Bridging Header: Accept the prompt to create a bridging header file between Objective-C and
Swift.

o Delete the Objective-C File: You can now delete the newly created Objective-C file, but keep the
bridging header file ${YOURPROJ}-Bridging-Header.h.

+ Import the Framework: In the bridging header file, use the standard Objective-C import syntax to
include your framework.

TEXT

#import <applicare_agent/ApplicationTracker.h>

« This approach eliminates the need to perform an import ApplicationTracker.h directly in your
AppDelegate.swift file. By using the bridging header, you can access the framework across all Swift
files in your project.

¢ Inside the didFinishLaunchingWithOptions method in the AppDelegate.swift file add the below lines.

If your app is not using server add the below lines.

TEXT

let serverPort = ApplicareServerPort
let serverIp = ApplicareServerlIp

let token = YourToken

let agentType = "none"
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If your app is using server then add the below lines.

TEXT
let serverPort = YourServerPort
let serverIp = YourServerlIp

let token = YourToken

let agentType = "agent"

* Now initialize the framework by adding the following lines.

TEXT
ApplicationTracker.initialize(serverPort, arg2: serverIp, arg3: token, arg4: agentType)

¢ [t should finally looks like below for apps without server.

func application(application: UIApplication, didFinishLaunchingWithOptions launchOptions: [NSObject
// Override point for customization after application launch.
let serverPort = "B880"
let serverIp = "192,168.2.100"
let token = "4db84134-bc29-4eba-b972-038d8145ceBT"
let agentType = "none"
ApplicationTracker.initialize(serverPort, arg2: serverIp, arg3: token, argd: agentType)
return true;
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USING APPLICARE > USER EXPERIENCE MONITORING

Monitoring performance for Android mobile apps

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

Applicare Mobile Application Tracker offers a solution for real-time monitoring of your mobile applications,
with a distinctive feature for tracking live business transactions. The Applicare tracker is a robust service
equipped with features like real-time request tracking, activity path tracking, geo-tracking and much more.

One of the advantage developing a mobile app is the ability to quickly distribute updates, ensuring that
your entire user base is always using the latest version of your app. If you weren't previously monitoring
your code, you can effortlessly implement Applicare tracker, deploy it, and begin collecting metrics within
minutes.

Why choose Applicare Mobile Application Tracker?

+ Ease of installation.

o Easily integrates with any Android application.

e Track real user interactions for comprehensive insights.

« Business Transactions features allows you to capture performance statistics and optionally set SLAs
for Android methods calls and track individual execution of transactions with performance stats and
call graphs.

 Demographic characteristics of users.

* Visualize user locations.

¢ Auto detect the root cause of performance degradation and server failure.

* Generate scheduled reports to keep you aware of performance issues.

* Analyze detailed historical server information, even pre-crash conditions.

Steps to Integrate Applicare mobile tracking agent
Generate a Token and Download the Applicare Android SDK Agent
e Login to your Applicare Admin Console.

« Access the menu in the top right corner and navigate to the "Configure Mobile Application" screen.
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* On the "Configure Mobile Application" screen, select "Android" from the dropdown menu. Enter the
application name and click the “Generate Token” button. A token will be generated; be sure to copy
and save it for future use.
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+ Download the Applicare Android SDK agent.
Integrating the Applicare Agent into your Android Project

o Place the ApplicareMobileTracker.aar file into the libs folder under the library directory of your Andriod
app project.

e Open the build.gradle file located in the app folder and add the necessary dependency.

TEXT
dependencies {
compile fileTree(dir: 'libs', include: ['k.jar'l)

compile 'ApplicareMobileTracker.aar'

* Open the activity class where you want to track load time. In the onCreate() method, create an
instance of the TesFactoryMethod Class.
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TEXT
public class MyApplication extends Application {
@Override
public void onCreate() {
super.onCreate();
TestFactoryMethod. passtoken (" XXXXXXXXXXXXXXXXXXXX") ;
//call applicare method
TestFactoryMethod.getStartTime();

@Override

public void onResume() {
super.onResume();
TestFactoryMethod.getEndTime();
TestFactoryMethod.sendDetails(MyApplication.this);

e Build and install the updated Application.
e Log into the admin console to monitor your Android app's performance.

Monitoring with Applicare
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USING APPLICARE > USER EXPERIENCE MONITORING

Measuring User Satisfaction - Apdex

Applicare 10.0 - Updated September 13, 2024 - Pending technical review

The Application Performance Index (Apdex) score quantifies user satisfaction with the performance of
web applications and services. It converts various response times into a single score ranging from 0 to 1,
with 1 indicating perfect satisfaction and 0 representing complete dissatisfaction. By default, Applicare
uses the average response time of transactions as its Desired response time(T).

Each transactions is classified as follows:

o Satisfied: Response times less than or equal to T.
o Tolerating: Response times between T and 4T.

* Frustrated: Response times greater than 4T.
The Apdex Score is calculated using the formula:
Apdex Score = (Satisfied Count + (Tolerating Count / 2)) [ Total Count

You can configure the Apdex threshold for individual transactions in Applicare console by navigating to

Home-> User Experience -> Settings -> Apdex Configuration screen.
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The Apdex score for all the transactions can be viewed under User Experience -> Transaction summary.

If no Apdex threshold is set for a transaction, then average response time of that transaction will be used
as the default threshold.
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