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Steps to configure the Applicare reverse proxy server

Step 1: Download the Applicare Reverse Proxy Server from this link download here.

Step 2: Navigate to the path <applicare_reverseProxy>/conf and modify the reverseproxy.conf file.
Step 3: Change the listen port and server_name value inside the server { block.

listen -> Applicare reverse proxy server PORT

server_name -> Applicare reverse proxy server IP

server {
listen i
server_name localhost;

#charset koif-r;
#access log logs/host.access.log main;
location S {

oot html ;
index index.html index.htm;

e.d.
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I 1
server {

IistTen i
SEIVEI name 182.168.0.116;

#charset koi8-r:
#access log logs/host.access.log main;
location f {

oot html;
index index.html index.htm;

Tmmmd=d mem T Tt om0

Step 4: Add the upstream configuration before the server { block

Syntax:

TEXT
upstream UPSTREAM_REDIRECTOR_NAME {
ip_hash;
server REDIRECTOR_APPLICATION_IP:REDIRECTOR_APPLICATION_PORT;

Example:

TEXT

upstream petstoreredirect {
ip_hash;
server 192.168.0.165:8881;

Step 5: Add the new location block after the location [ { block

Syntax:

TEXT

location /REDIRECTOR_APPLICATION_BASE_URL {
proxy_pass REDIRECTOR_APPLICATION_PROTCOL://UPSTREAM_REDIRECTOR_NAME;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
sub_filter '</body>' '</body>new_string';
sub_filter_once off;

Step 6: Replace the REDIRECTOR_APPLICATION_BASE_URL with the application base url.

REDIRECTOR_APPLICATION_BASE_URL -> JPetStore

TEXT
location /JPetStore {
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Step 7: Replace the REDIRECTOR_APPLICATION_PROTCOL and UPSTREAM_REDIRECTOR_NAME.
REDIRECTOR_APPLICATION_PROTCOL -> http

UPSTREAM_REDIRECTOR_NAME -> petstoreredirect

TEXT

proxy_pass http://petstoreredirect;

Step 8: Login to Applicare console and go to User Experience -> Settings -> UEM Script screen and
copy the script and replace it in the place of new_string keyword in the sub_filter in the Nginx sever conf
file.
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Inject the below script in your html after body close tag(</body=). Replace <SERVER_NAME> with unique and valid name to identify your application
Operations Center o ) Copy & Download

User Experience 1

<script sre="hitps /1192 168 0 116:443/applicarefeum/arc-eum-process js" type="text/javascript™></script=

vascript><i t>
Synthetic User Experience sl

Business Transactions
App Analyzer

Server Analyzer

‘server”: n.
LAMA isSlowTransaction” “false"

The conf file will appear as shown below.
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location /JPetStore {
proxy pass http://petstoreredirect;
proxy set header X-Forwarded-For Sproxy add x forwarded for;
sub_ filter '</body>' '</body><script src="https://152.168.0.116:443/applicare/eun/arc-eum-process.js" type="text/javascript"></script>
«script src="https://192.168.0.116:443/applicare/eum/arc-eum.js"™ type="text/javascript"></script>
<script src="https://152.168.0.116:443/applicare/cum/arc—nav.js" type="text/javascript"></script>
<script type="text/javascript">
wvar aasrvn="<SERVER NAME>";
var t="":
var r="ABCDEFGHIJKLMNCOPORSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789";
for (var i1=0:i<32:it+4)
t+=r.charht (Math.floor (Math.random(}*62)) ;
BOCMR . addVar ({
"gerver™:aasrvn,
"isSlowIransaction™:"false"™,
"avgTime™:"0.0",
"collectProcessListFor™:"all"™,
"percentile™:"0.0",
*traceld™:t,
"tibﬁckend":"Srequestitime" * 1000,

"b_name":BrowserDetect .browser,
"b_ver":BrowserDetect.version,
"clientId™:0,
rowserDetect .05,
imzo0m,
"manual™:"true"”,
TeumIdT:t}) -
BOOMR.init ({user ip:"127.0.0.1",beacon url:"https://192.168.0.116:443/applicare/cum/beacon™}):
BOOMR.plugins.RT.startTimer ("t_page"):
if (! (window.arcPops && window.arcPops.errorInitiated)){
var oldOnError=window.onerror;
window.arcPops={errorInitiated:true}:
var xhttp = new XMLHttpRequest():
window.onerror = function(msg, url, lineNo, columnMNo, error){
if (0ldOnError)oldOnError.apply(this, arguments);
var url="hctps://192.163.0.116:443/applicarc/cum/beacon?serverlame="+aasrvn+"amsg="4msg+"&lineNo="+lincNo+"scolumnNo="+columnNo+"scumId="+ct+"&jscr
navigator.sendBeacon (url);return false;}}
wvar originalSetRequestHeader = XMLHttpRequest.prototype.setRequestHeader;
XMLHttpRequest.prototype.setRequestHeader = function (header, wvalue) {
originalSetRequestHeader.apply(this, arguments):

3z
(function (open) {XMLHttpRequest.prototype.open = function(method, url, async, user, password) {function handleEvent (e} {
var beaconURL = "https://192.1658.0.116:443/applicare/eun/beacon?serverlame="+aasrvn+"amsg=Regquest TimeoutilineNo=icolumnNo=geumId="+t+"&jserror=cri

navigator.sendBeacon (beaconURL) ;

}function handleHeaderEvent (e) {

if (this.readyState === 1) {

this.setRequestHeader ("_arc req st_time", Date.now()):

}

i

this.addEventListener ("abort™, handleEvent):this.addEventListener ("timeout™, handleEvent);this.addEventListener ("readystatechange”™, handleHeaderEwe
open.apply(this, arguments);};}) (XMLHttpRequest.prototype.open)

</script>"

sub_filter_ once off:

Step 9: Substitute the following values.
a. Replace <SERVER_NAME> with a unique identifier for your application.
b. Set the value from "true" to "false".

c. In the "t_backend" section, update the value from "0" to "$request_time" * 1000
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location /JPetStore {
proxy _pass http://petstoreredirect;

proxy set header X-Forwarded-For sproxy add x forwarded for:

sub_filter "</body>' "</body><script src="http://192.168.0.116:8852/applicare/eun/arc-eum-process.js" type="text/javascript™></script>
<script src="http://192.168.0.116:8882/applicare/eum/arc—eumn.js" type="text/javascript"></script>
<script src="http://192.168.0.116:8882/applicare/eum/arc-nav.]s" type="text/javascript™></script>

Cript type="text/javascript™

var aasrvn="DESKTOP-LOHEKIU sa”; —_— set. server, name.

ar—t=""%

var r="RBCDEFGHIJEIMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789™;
for (var i=0;i<32;i++)
t+=r.chardt (Math.floor (Math.random({} *62));
BOOMR. addVar { |
"serverT:aasrcvi,
"igSlowIlransaction™:"false",
"awgTime™:"0.0", I
"collectProcessListFor™:"all",
"percentile™:™0.0",
"rsoeld™
! :"Grequest_time™ * 1000, Changm

—_— it
: “$request: time’~:1000

"b_wer":BrowserDetect.version,
"clientId™:0,
"b_os™:BrowserDetect.05,

—— change to false

"manual™:"false",
BOOMR.init({{user_ip:"127.0.0.17,beacon_url:"http://192.165.0.116:58582/applicare/eun/beacon™}) -
BOOMR.plugins.RT.startTimer(™t_page");

if (! {window.arcPops t& window.arcPops.errorlnitiated)){

var oldOnError=window.onerror;

window.arcPops={errorInitiated:trus};

war zhttp = new XMLHttpRequest():

window.onerror = function(msg, url, lineNo, columnNo, error){

if (oldOnError)oldOnError.apply (this, arguments);

wvar url="http://192.168.0.116:8882/applicare/eun/beacon?serverName="+taasrvot"smag="+mag+"slineNo="+1lineNo+" scolumnlNo="+columnNo+" seumld="+t+"sjserrorstn
navigator.sendBeacon (url) ;return falser}}

var originalSetRequestHeader = XMLHttpRequest.prototype.setRequestieader;

EMLHttpRequest.prototype.setRequestHeader = function (header, walues) {

originalSetRequestHeader.apply (this, arguments);

b

{function (open) {KMLHttpRequest.prototype.open = function{method, url, async, user, password) [{function handleEvent (e} {
war beaconURL = "http://192.165.0.116:8832/applicare/eumn/beacon?serverName="+aasrvnt+"smsg=Request TimeoutslineNo=scolumnNo=seumld="+t+"sjserror=truesgrrc
navigator.sendBeacon (beaconURL) ;
}function handleHeaderEwvent(e) [

if (this.readyState =— 1} {
this.setRequestHeader(™_arc req st_time™, Date.now(})’
1

1

this.addEventListener(™abort™, handleEvent);this.addEventListener{"timecut™, handleEvent);this.addEventlistener("readystatechange™, handleHeaderEvent);
open.apply(this, arguments):};}) (EMLHCtpRequest.prototype.open)
</script>";

Step 10: Navigate to the <applicare_reverseProxy> home directory and run the following command to

start.

BAT

startreverseproxy.bat

Step 11: Access the application through the Reverse Proxy server.

Syntax:

XML
<REVERSE_PROXY_PROTOCOL>: //<REVERSE_PROXY_IP>:
<REVERSE_PROXY_PORT>/REDIRECTOR_APPLICATION_BASE_URL

e.g.

TEXT
http://192.168.0.113:83/JPetStore

Step 12: Navigate to the <applicare_reverseProxy> home directory and run the following command to
stop the Reverse Proxy Server.
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BAT
stopreverseproxy.bat
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